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BITAJIBHE CJIOBO IPE3UJAEHTA
MI’KHAPOJHOT'O I'YMAHITAPHOI'O YHIBEPCUTETY
CEPI'TAA BACHJIBOBHYA KIBAJIOBA

BenpmunanoBHi ydacHUKH M1KHApOAHOT HAYKOBOI-TIPAaKTHYHOI KoH(EepeHIii
«IlepenoBi TexHOJIOT11 B 1HPOpMAIIHHO-KOMYHIKAIIMHIN 1HXEHEP1i»!

Big cBoro iMeHi Ta BChOIO KOJIGKTHBY MIKHApOIHOTO T'yMaHITapHOIO
YHIBEPCUTETY BITAI0 BCIX YYAaCHHUKIB 3 BHU3HAYHOIO JJII HAYKOBOI CHLUIBHOTHU
YHIBEPCUTETY MOI€I0!

Mu mnpoBogumo koHbpepenuito «llepemoBi TexHosorii B iH(OpMaliifHO-
KOMYHIKaIiiHIN 1HKEeHepii» s 0OTOBOPEHHSI HATAIBHUX Ta BAKJIUBUX MPOOJIEM B
rainy3i 1H(QOKOMyHIKalii, 1H(opMaIIiHUX TEXHOJOrH, KibepOe3neku ta IT-mpaga,
Kl CBhOTOJHI TIOCTAIM Tepel YKpaiHOI Ta CBITOM Ta MOTpeOYyIOTh yBaru u
SKHAUIIBUIIOTO Ta €()eKTUBHOTO BUPIIIICHHS.

He3Baxkatoun Ha ckiajHi BUNPOOYBaHHS, 3 SKUMHU CTHUKAE€TbCS YKpaiHa, MH
MIPOJIOBXKYEMO OOpOTHCS ¥ 30epiraeMo €IHICTh. Y Ti YacH, KOJM Hallll 3aXUCHUKH
OOpoHITh YKpaiHy, KEpiBHUIITBO, HAYKOBO-IIEJAroriyHi MpaIiBHUKUA Ta 37100yBaui
BUIIOT OCBITH MIDKHApOAHOTO T'yMaHITapHOTO YHIBEPCUTETY MPOJOBKYIOTH ILIIIHO
MpaIoBaT Ta HaBYaTHUCS, 3a0€3MEUyI0Ud HETNEepEepPBHUN HAaBUAIBLHUN Ta HAyKOBUMN
npouiecu. Koudepeniiis 3i0pana npeiACTaBHUKIB CTEUKXOJAEpiB, (axiBIiB Taimy3i
iHpokoMyHikamiil, IT-ramy3i, ramy3l kiOepOe3neku Ta NPEACTaBHUKUA PI3HUX
HaBYAJIbHUX 3aKJIAJlIB, sIK 3 YKpaiHH, Tak 1 KpaiH €BpoIu.

[Inpo BiTar0 yCcix y4aCHUKIB KOH(EpEHIli — BU3HAHUX JIOCIITHUKIB Ta MOJIOIUX
BUCHMX, MAricTpiB Ta OakaJiaBpiB, sKi pPoOJATH CBOI MEPIIl KPOKHM B HAyKOBOMY
cepenoBuill. baxkaro miiaHOI Ta yCHIIIHOI poOOTH HAJl AOCIIPKEHHSIMHU, HOBUX 17eH
Ta I[IKaBUX HAYKOBUX MJUCKYCiH, HAaTXHEHHS Ta HacHard. Bipro, 1m0 HaykoBLI
YCHIIIHO BMOPAIOTHCA 3 MOTOYHUMHM BHKJIMKAMH, a TOJOBHI JOCATHEHHS IIE
nornepeny.

besmexxna 1 mmMpa BASYHICTh HAIMM BIMCHKOBOCITYXOOBIISIM, HAyKOBUM,
MPAKTUYHUM Ta HAYKOBO-TIEIArOTIYHMM TpaIliBHUKAM 32 BHECOK Y PO3BUTOK HAYKHU U
VYHiBepcuteTy Ta 3MIIHEHHS 000poHO3maTHOCTI Ykpainu. Bipumo B Ilepemory,
BCTAHOBJICHHSI MUPY Ta HAOIMKAEMO 1X CTIUTBHUMH 3yCHIIISIMU !

Cepriii KIBAJIOB,

[Ipe3unentT MixHapOJHOTO TyMaHITapHOTO
VYHiBepcurery,

aKaJieMiK,

JIOKTOp IOPUIUYHHX HAYyK, podecop,
3aciyKeHHI IOpUCT Y KpaiHu,

[Touecuwmit rpomansane micta Oneca



BITAJIBHE CJIOBO PEKTOPA
MI’KHAPOJHOT'O I'YMAHITAPHOI'O YHIBEPCUTETY
KOCTAHTHUHA BIKTOPOBUYA 'POMOBEHKO

[[lupo BiTar0 ydacHUKIB MiKHApPOJHOI HAYKOBOI-MPAKTUYHOT KOH(EpeHIii
«IlepenoBi TexHOJIOT11 B 1HPOpMAIIHHO-KOMYHIKAIIMHIN 1HXEHEP1i»!

B 2022 pomi B yHiBepcuTeTi opradizoBaHo @DakynapTeT KibepOes3mnekwu,
MporpaMHoOi 1HKEHEPii Ta KOMIT IOTEPHUX HAYK, SIKUW 00’ €THAB CIUIBHOTY HAyKOBIIIB
Ta CTYIEHTIB B Taly3l 1HQOKOMYyHIKalid, 1HQOpPMAIIMHUX  TEXHOJOTIH,
KOMIT FOTEpPHUX HayK Ta KibepOe3mneKu.

Kongepenmuiss «IlepenoBi TexHosorii B  iHQOpMAIIITHO-KOMYHIKAIIHHIH
IHKEHEPil» € MepIuM 3HAYyIUM 3aX00M JIJIsi BUKJIaIadiB Ta CTyACHTIB. L[poropiu
KoH(epeHIist BiIOYBaeThCS B YMOBaX >KOPCTOKO1 BiifHM, ajie MU BIpUMO y MailOyTHE,
YKUBEMO MalOyTHIM, ITPOJTOBKYEMO OOPOTHUCS I 30epiraeMo €THICTb.

KoHndepeHiist 1ae MOXIJIUBICTE OOTOBOPUTH aKTyaslbHI BUKJIMKU Ta MPOOJIEMU
1H(oKOMyHIKaIli{, 1HPOPMaLIMHUX TEXHOJOTIH Ta KiOepOe3neku. BreBHeHUH, 110
KOHCTPYKTHUBHE CHUIKYBaHHS MpodecioHaniB y paMkax KoHdepeHuii Oyae cnpuaru
YCHIITHOMY TOIIYKY HOBUX 1JIed B HAYKOBIM 1 MPaKTUYHIN JiSTIBHOCTI, 3MIITHEHHIO
B3a€MO/IIT Ta B3aEMOPO3YMIHHS, TUTIIHOI CITIBIpalli Ta HOBUX YCITIXiB!

VYreBHeHM, 1110 Ha KOH(MEPEHIli MPO3BYYUTh BEJMKA KUIBKICTH I[IKABUX Ta
OpUTIHAJIBHUX JIOMOBiIE 1 MM TMOYYEMO HOBI IMEHa MOJOJMX TAJIAaHTIB, SKUM
3aBISKM HAMOJIETJIMBIM TMpalll, HAKOMUYEHUM 3HAHHSAM 1 TIParHeHHI0 J0
CaMOBJOCKOHAJICHHS BAACTHCS MPUETHATHCS 0 CHUTPHOTH BHAATHUX MPEICTABHUKIB
HayKOBOi CHIJILHOTH.

Bnsiuni 30poitHum cunam Ykpainu, Bipumo B IlepeMory, HaOmmxkaemo ii
pazom!

baxxaro BaM mNpUEMHOTO Ta pe3yJIbTATUBHOTO HAYKOBOTO CHUIKYBaHHS,
TBOPYMX YCIIXiB, 370POB’s, MUPY 1 g00pa!

Koctaantun 'POMOBEHKO,
PexTop MixkHapoaJHOr0 ryMaHITapHOTO
YHIBEPCUTETY

JOKTOp IOPUIUYHUX HAYyK, Ipodecop,
3aciyKeHH IOpUCT Y KpaiHu
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CEKIUA 1. IHZKEHEPIA ITIPOI'PAMHOI'O 3ABE3IIEYEHHSA TA IHOOPMATHUKA

UDC 004.67
Brylliantova Anastasiia
Taras Shevchenko National University of Kyiv (Ukraine)
brilliantovall1l3@knu.ua

SOFTWARE IMPLEMENTATION OF AIR QUALITY INDICATOR FORECASTING

Abstract. The theses delve into the matter of the significance of monitoring air quality
indicators. They provide an account of an algorithm designed to make short-term predictions using
time series and air pollution values. The conclusion outlines the metrics and data used to assess the

algorithm's performance.

Introduction

Addressing the issue of air pollution levels is a worldwide concern. Prolonged exposure to
regions with air quality indicators that fall below acceptable values, as established by the
Environmental Protection Agency, leads to increased morbidity rates and detrimental effects on
various bodily systems. Furthermore, amidst the respiratory diseases, air pollution can further
exacerbate the progression of the disease [1].

Air pollution stands as the second primary cause of noncommunicable disease (NCD) deaths,
following tobacco smoking. In 2018, both household and outdoor air pollution were recognized as
risk factors for NCDs, alongside unhealthy diets, tobacco smoking, excessive alcohol consumption,
and physical inactivity. On a global scale, the combination of household and ambient air pollution
results in 7 million premature deaths annually, with over 5 million attributed to NCDs (data from
2016) [2]. Hence, the analysis and prediction of short-term pollution play a role in potentially
saving numerous lives.

The research will primarily concentrate on solid particle air pollution, specifically small
particles. This selection is based on the accessibility of data pertaining to this type of pollution,
which can be challenging to filter. Furthermore, even short-term exposure to such pollution has
been linked to severe cardiovascular diseases, with asthma being particularly affected. To achieve
this, the Random Forest algorithm has been enhanced for short-term forecasting of air quality
indicators using time series data. To train the model, a dataset comprising air pollution indicators
such as PM10, PM2.5 particles, air humidity, temperature values, and corresponding timestamps
was utilized.

The functionality of applications that utilize the air quality index (AQI) indicator is presently
limited to displaying the current AQI reading and providing real-time updates while the user
actively employs the service. The objective of this study is to enhance the automation of the air
quality indicator forecasting system through the implementation of machine learning techniques.
This aims to simplify the air monitoring process, ultimately enabling timely notifications to
individuals sensitive to such pollution, including children, the elderly, and individuals with heart
conditions, asthma, and other respiratory diseases.

Algorithm

Prior to commencing work on the software application, it is essential to gather data using the
developed module. It is important to note that the closer the time interval between data entry and the
forecast time, the more precise the results will be. There are discrepancies between the actual and
predicted values but remains within the same level of assessment of the air quality indicator,
according to the US-EPA 2016 standard.

Moreover, the results obtained are influenced by the environmental conditions during data
collection from the station. Due to the presence of potential external factors, the data may vary
significantly across different time intervals.

11



To evaluate the algorithm's performance, metrics such as R? (1), MAE (2), MSE (3), RMSE
(4) were computed and presented in Table 1, and a graphical representation illustrating the
parameter importance for this model was constructed [5].

2 VO _ @
RE=1-~0 = I
(1)
Where V(y|x) = 9% — conditional variance of the dependent variable.
MAE = i lyi-xil _ XiL, leil ’
n n
()
Where
o X; — observed value,
ey — predicted value,
e n — number of observations,
e ¢ — arithmetic mean of absolute errors.
MSE = ~ ¥, (Y; — V)2,
©)
Where
ey — observed value,
Y i — corresponding predicted value,
en — number of observations.
RMSE = VMAE ,
(4)

Evaluation of results

It is presented in the form of graphs comparing the actual and predicted value of AQI,
measured within a day with an interval of 8 hours.

Based on the obtained data, it was concluded that the model makes more accurate predictions
in the interval of several hours, with the increase of the interval, the discrepancy between the
predicted and the actual value increases, but remains within the same level of assessment of the air
quality indicator, according to the US-EPA 2016 standard.

For this system, the error indicators are close to 0, and the coefficient of determination is close
to 1. (Table 1).

Table 1
Numerical assessment of model quality
Metric Value
MAE 0.0023159279017076445
MSE 1.1005997624098014e-05
RMSE 0.0033175288429941364
R? 0.8625835665945281
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Conclusions

In order to emphasize contemporary approaches to developing forecasting systems based on
time series, a examination of existing algorithms and literature was conducted. The subsequent
phase involved enhancing data collection and processing methods. To evaluate the algorithm's
performance, metrics were computed, and a visual representation depicting the predicted and actual
parameters was created. The proposed implementation of the algorithm can be used to perform
hourly AQI forecasts, which helps to simplify the process of monitoring the state of the air, which
will help to inform in advance the sensitive to this type of pollution, such as children, the elderly, or
people with heart diseases, asthma and other respiratory diseases.
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COMPARATIVE ANALYSIS OF FEATURE SELECTION METHODS FOR HEART
DISEASE DIAGNOSIS USING MACHINE LEARNING ALGORITHMS

Abstract: This work aims to investigate the role of artificial intelligence (Al) in enhancing
healthcare delivery and patient outcomes, specifically focusing on the diagnosis of heart diseases
based on symptoms. The purpose of this study is to compare and evaluate two different feature
selection methods within the context of machine learning algorithms to identify the most effective
approach for accurate heart disease diagnosis. The research will address the limitations and
challenges associated with the implementation of Al in healthcare, providing insights into the
potential of Al-driven systems to improve diagnostic accuracy and assist healthcare professionals
in making informed decisions.

Object of the Study:

The object of this thesis is to investigate the process of heart disease diagnosis based on symptoms
using machine learning algorithms. The research focuses on exploring and improving the accuracy
of heart disease diagnosis by leveraging machine learning algorithms and comparing different
feature selection methods.

Purpose of Research:

The purpose of this research is to conduct a comparative analysis of feature selection methods
within the context of machine learning algorithms for heart disease diagnosis. The main objective is
to evaluate and compare the effectiveness of these methods in selecting the most relevant features
and enhancing the accuracy of heart disease diagnosis based on symptoms.

Subject of the Study:
14
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The subject of this study involves heart disease patients and datasets containing symptoms and
corresponding diagnoses. The research will analyze and evaluate the performance of machine
learning algorithms and feature selection methods using these datasets and the specific information
related to heart disease patients.

Research results:

Two methods of feature selection were chosen for comparative analysis: Mutual
Information(hereinafter referred to as MI) and L2 Regularization(hereinafter referred to as L2R).
MI showed the best result among its sample in a similar research area[1].

Mutual information is a feature selection approach commonly used to assess the relationship
between features and the target variable. It quantifies the amount of information that one variable
carries about another variable. In the context of feature selection for heart disease diagnosis, Ml can
help identify the most informative features that contribute significantly to the prediction of heart
disease.

Formulas:
The mutual information between two discrete random variables X and Y is calculated using the
following formula:

_ P(x,y)
MIX,Y) = Z 2 PG Y)I0g2 Gy~ 555)

where P(x, y) is the joint probability mass function of variables X and Y, and P(x) and P(y) are the
marginal probability mass functions of variables X and Y, respectively.

Pros of MI:

1. Captures Non-Linear Relationships: MI is not limited to detecting linear relationships between
variables. It can capture non-linear dependencies, making it suitable for feature selection in
complex datasets.

2. Robust to Feature Scaling: Ml is not affected by the scale of the variables, which means it can
handle features with different measurement units.

3. Handles Both Continuous and Discrete Variables: MI can be used to assess the relationship
between both continuous and discrete variables, making it versatile for various types of features.

Cons of MI:

1. High-Dimensional Data: In high-dimensional datasets, Ml may overestimate the relevance of
features due to the curse of dimensionality.

2. Requires Sufficient Data: MI estimation requires a sufficient amount of data to accurately
estimate probabilities and capture the underlying relationships.

3. Symmetric Measure: MI is a symmetric measure, meaning it does not capture the directionality
of the relationship between variables. This can be a limitation when the direction of influence is
important.

L2 regularization, also known as Ridge regression, is a feature selection approach that applies a
penalty term to the regression model's coefficients to control the impact of less important features.
It is commonly used to mitigate the effects of multicollinearity and overfitting in predictive models.

Formulas:
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In L2 regularization, an additional term is added to the loss function of the model, which is
proportional to the sum of the squared magnitudes of the coefficients (weights). The L2
regularization term is calculated using the following formula:

L2 Regularization Term = A - Z(WZ)

Here, A is the regularization parameter that determines the strength of the regularization, and w
represents the model's coefficients.

Pros of L2R:

1. Overfitting Prevention: L2R helps prevent overfitting by reducing the complexity of the model. It
constrains the coefficients, making them smaller and less sensitive to noise in the training data.

2. Handles Multicollinearity: L2R can handle multicollinearity, which is the presence of highly
correlated features. By reducing the impact of less important features, it helps stabilize the model's
performance.

3. Continuous Shrinkage: L2R applies a continuous shrinkage to the coefficients, allowing all
features to contribute to the prediction, although to varying degrees.

Cons of L2R:

1. Requires Appropriate Regularization Parameter: Choosing the optimal value for the
regularization parameter () is crucial. If A is too small, the regularization effect is weak, and if it is
too large, the model may become too biased towards zero coefficients, leading to underfitting.

2. Non-Zero Coefficients for All Features: L2R tends to retain all features in the model, albeit with
reduced impact. This may not be desirable if some features are known to be irrelevant or have no
significant impact on the target variable.

3. Difficulty in Interpreting Coefficients: L2R makes interpretation of the coefficients more
challenging as they are shrunk towards zero. The magnitude and sign of the coefficients may not
directly reflect the strength and direction of the feature's influence.

A random forest model was used to evaluate the results of feature selection. The size of the dataset:
900 records. The following results were obtained:
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cardiovascular diseases. In general, the accuracy is affected by the imbalance of the classes in the

Based on the measurement results, we can conclude that the L2R approach provides higher
accuracy in ¢

Conclusions
initial dataset.
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KAHOUOam mexHiuHux Hayx,
doyenm Kageopu KoMn 10mepHUxX HaAyK
Midcnapoonoeo eymanimapHoz2o yHigeepcumenty

BUBIP TIPOTPAMHOI'O 3ABE3IIEYEHHA J1JIA OPFAHBAHﬁ ﬂHCTAHHIﬁHOFp
HABYAHHJ ITPU HIATOTOBLI ®AXIBIIB 3 IHEOPMAINIMHUX TEXHOJIOI'ITAU

AHoTani. Poserawymo  ocobausocmi  npocpamuoco  3abe3nevenHs, sAKe  MOJICHA
BUKOPUCMOBYBAMU 01 OpeaHizayii OUCMAaHYIUHOI ma 3MIuaHoi OpM HABUAHHS Y HABUATbHUX
3axnadax cepeonvoi ocsimu. Ocobaugy yeazy npuoileHo npocpamHoOMy 3a0e3nedentio, aKe MOXCHA
BUKOPUCMOBYBAMU Ol BUKIAOAHHA OUCYUNTIH, NOB SA3AHUX 3 IHOOPMAYIUHUMU MEXHOTIOLIAMU.
Ilpoananizosano mexuiuHi MONCIUBOCMI MA  OOIPYHMOBAHO BUKOPUCMAHHA NPOCPAMHO20
3a0e3neueHts, MONCIUBOCMI KOMPO2O 3A0080JIbHAIOMb BUMO2AM OIIOYUX CMAHOApMie w000
OpeaHizayii HaguanIbLHO20 NPOYECY.

OcrtanHiM yacoM YkpaiHa 3iTKHYJach 3 pAJOM BHKJIMKIB, J0 MEPETiKy SKUX YBIMIUIN SIK
ernieMiss KOpOHaBipycHO1 iHQeKIIii, Tak 1 moBHOMAacIITaOHe BTOprHeHHs. Peakitiero Ha 111 mofii
CTaJI0 aKTHBHE BIPOBA/HKEHHS JUCTAHIIIIHOT Ta 3MilIaHol (hopM HaBYAHHS y 3aKJIa/laX OCBITH yCIX
piBHIB akpenuTanii Ta opm BiacHocTi. Hanpukiaz, 3a moBiAOMIIEHHSIM 3acTynmHUKa MiHicTepcTBa
OcBiTH YKpaiHu, cTaHoM Ha 7 naucronana 2022 poky OCBiTHIN mporiec BigOyBascs y 12 923 mkonax,
cepen skux y 6 169 mxomnax (47,74%) BUKOpUCTOBYBAJIach TUIbKH JUCTaHIIMHA, a ¥ 3 576 mkomax
(27,67%) — 3mimana ¢opmu HaBuaHHs, 1 jgume 3 178 mkomn (24,59%) Mornm mpaimroBaTé y
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TPAIUIIIHHOMY PEXUMI — KOJU MIKOJSPI MalIM MOXKJIMBICTH (pi3MYHOI MPUCYTHOCTI B HAaBYAIBHHUX
aynurtopisx [1].

Oco0MMBICTIO AUCTAHIIKHOTO Ta 3MilIaHOTO (HOpPM HaBUAHHS € HEOOXIHICTh BUKOPUCTAHHS
CIIeIIalI30BaHOT0  MporpamMHOro 3abe3medeHHs I opraHizaiii ydOoBoro mporecy. Ha
CHOTOJIHIIIHINA JICHb, ICHY€ JOBOJI BEJIMKA KUIBKICTh TOTOBHX MPOTPAMHHUX MPOIYKTIB, IO
MIPU3BOJIUTE J0 HEOOXITHOCTI BUOOPY HaBUAIBHUM 3aKJIaJIoM Ti€l uu iHIIOI Tuiatdopmu. OmHak,
HE3BA)KAIOUM HA HAsBHICTh TEBHOI KUIBKOCTI BIJOMUX pOOIT, NPUCBIYEHUX TeMaM BHOOpPY
IPOTrPaMHOro 3a0e3MedYeHHs Ul JUCTaHIIIHOI Ta 3MilaHoi (popM HaBYaHHS, HanpuKiIaz [2], icHye
pSI IUTaHb, SIKI e ¥ T0Ci HeJOCTaTHLO MOBHO BU3HAYCHI Ta MOTPEOYIOTH MIPOBEACHHS JOAATKOBHX
JOCIIJKEHb, 0COOJMBO MPU BUOOPI MPOrpaMHOro 3abe3NeyeHHs, PU3HAYEHOTO Ul BUKIAJaHHS
IpPEMETIB, TOB’S3aHUX 13 1H(QOPMALIHHMMU TEXHOJOTISIMH, IO MAlOTh MEBHY crenudiky
BUKJIQJIaHHSL.

VY [omoBimi pO3rNISHYTO OCOOIMBOCTI HAMOUIBII MONYISApHUX B YKpaini muiatdopm,
NpPU3HAYEHUX JUIA JUCTAHIIMHOTO HaBYaHHs, sIKI YMOBHO pO3/1UJICHI aBTOPOM Ha TPH KaTeropii:

— MPOrpaMHi 3aCTOCYHKH JUISl BiZICOKOH(EpEHIIii;

— NIPOrpaMHi 3aCTOCYHKH JUIsl OIIUTYBAHb;

— MpOTrpaMHi 3aCTOCYHKH JJIS OL[IHIOBAaHHS Ta BIANPABKH TOMAIIHIX 3aBIaHb.

Cepen mporpaMHUX 3aCTOCYHKIB JJis BiICOKOH(EPEHI[1i MOKHA BUALINTH HACTYIIHI:

—Zoom (Zoom Video Communications);

— ClickMetting (ClickMetting Sp. z.0.0.);

— Microsoft Teams (Microsoft Corporation);

— Google Meet (Google LCC).

Kiro4oBi 0cO0IMBOCTI KOKHOTO MTPOTPAMHOTO MPOIYKTY MpuBeaeHi y Tadbmumi 1. OcKinbkw,
3rifHo 3 [2], KUIBKICTh Y4YHIB (HANOBHEHICTh KJaciB) [Isl IMOYAaTKOBOi OCBITH HE MOXe
nepesuiryBatu 24 y4Hs, a s 6a30Boi abo mpo¢inbHOI ocBiTH — 30 y4HIB, TO yCi pO3IJISHYTI
IpOTrpaMHi 3aCTOCYHKH MOKYTh BUKOPHCTOBYBAaTHUCh Yy 3aKJIaZlaX CEPEIHbOI OCBITH, OKPIM J0AaTKy
«ClickMettingy», sikuii He MOYKHa BUKOPHUCTOBYBATH sl 6a30BOi uM Mpo(diIbHOI OCBITH, TOMY IO
0e3KOIITOBHA Bepcisd A0AATKy HE MIATPUMYE AOCTAaTHIO KUTBbKICTh ydacHUKIB. IIpu mpomy cimifg
BpaxoByBaTH, IO 3acTocyHOK Google Meet He nae MOXJIMBICTH BimmpaBku (aimiB mig dac
IpOBE/IeHHS KOH(epeHIii, 10 Moke OOMEXHUTH HOro BUKOPHCTAHHS Y BHIIQJKax, KOJIM Taka
GyHKIIIST HEOOX1IHA T1J Yac MPOBEAEHHS 3aHITh. TaKUM YHUHOM, JUJIS 3aKJaiB CEPEHbOI OCBITH
MOXYTh OyTH PEKOMEHJI0BaHI 3acTOCYHKU Zoom Ta Microsoft Teams, y Tomy 4mcii 1 yepe3 Te, 1110
ix Oe3KOIITOBHI JIIEH31HHI Bepcii J03BOJIAIOTh OpraHi3yBaTH HaBYAJIbHUN Ipouec sl HeoOX1AHO1
KIJIBKOCTI YUHIB.

Tabmuusg 1 — I'og0BHI 0cO0IMBOCTI MPOrpaMHMX 3aCTOCYHKIB JJIsl BiA€OKOH(epeHIii

HasBa nomatky Zoom ClickMetting Microsoft Teams | Google Meet
HasBHicTs
) . TaK TaK TaK TaK
MOO1IbHOT Bepcii
MakcumanbHa
.. Ho 25
KUIBKICTD 100 100 500
. OE3KOIITOBHO

YYaCHUKIB
MOXIIUBICTH
TOJIOCOBOT'O )

) TaK Hi TaK Tak
CHUIKYBaHHS JUIS
YYHIB
MOXIIUBICTH

eMOHcTparyi
a pan TaK TaK TaK TaK
eKpaHa
BUKJIa1a4a
MOXIIUBICTH Jo 30 xBununH )
) TaK TaK Hi

3ammcy BiJ1e0 OE3KOIITOBHO
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3aiHATTA

MOXIIUBICTH

BiampaBku ¢aiiinis 0 500 M0 .
AlpaBr b TaK A TaK Hi
y 4ari mijg yac 0€3KOIITOBHO
3aHATTA
MOXIUBICTH
BMHKaHHS KaMepH )

TaK Hi TaK TaKk

YUHSIM IIi]] 4ac
YPOKY

Kiro4oBi 0cOOIMBOCTI POrpaMHKX 3aCTOCYHKIB ISl TECTYBaHHS YUHIB HaBeACHI y TabIuIIi
2. OCKUIbKU TIpH BUKOPUCTAHHI JUCTAHIIMHOTO Ta 3MIIIAHOTO HABYAHHS BIJICYTHS MOKJIMBICTH
KJIACHYHOTO MPOXOJDKEHHS TEKCTIB 3a JIOTIOMOTOI0 PYYKH Ta Tarepy, TO 3’SBISETbCS moTpeda y
BUKOPUCTAaHHI CIIELIalTi30BaHOTO0 MporpamMHoro 3a0esnedeHHs. Ha cboroaHimHii AeHb A7

BHpIIIEHHS 111€1 3a/1a41 MOKHAa BUKOPHUCTOBYBATH IIPOTPAMHI IIPOTYKTH:
— Kahoot (Norwegian University of Science and Technology);
— Google Forms (Google LCC);

— Quizizz (Quizizz Inc.).

Tabmuus 2 — ['o10BHI 0COOIMBOCTI MPOrPaMHMX 3aCTOCYHKIB JJIsl OMUTYBAaHb

Hasga nonarky

Kahoot

Google onuTyBaHHs

Quizizz

TectoBi mUTaHHS

TaK

TakK

TakK

IIuTaHHA 3 BUIBHOIO
(hopMOI0 BiIIOBI I

TaK

TaK

TakK

IIutanus ¢ gexkipKoMa
MIPaBIILHUMU
BIIITOBIAIMHA

Hi

TakK

TakK

MOoXIUBICTH
BIJITPaBKHU TECTY SIK
JIOMAIIHE 3aBIaHHSA

Hi

TaK

TakK

MoxJIMBICTH
LIBUAKOTO CTBOPEHHS
JpYyKOBaHOi Bepcii
TECTy

Hi

TaK

TakK

ITosscHeHHS
MIPaBUIIbHUX
BIAMOBIAEH 1T Yac
MIPOXOIXKEHHS TECTY

Hi

Hi

TakK

MoxJIMBICTH
OoOMEeKeHHs yacy
MIPOXO/KEHHS TECTY

TaK

Hi

TaK

Haii6inpm yHiBepcalibHUM BHOOpPOM, 3TIHO 3 MOPIBHSUIBHOIO TAaOJULEIO 2, € IPOrpaMHUIMA
3acTOCYHOK «Quizizzy. BiH Mae HaiO1IbII pO3BUHEHUH (YHKIIIOHAT cepesl HABEJCHUX aHAJIOTiB Ta
MOK€ BHKOPHUCTOBYBATUCh [UIsl ycix (OpM HaBYaHHSA, OCKIJIBKM Ma€ MOXJIIMBICTh IIBHUIKO
HiATOTYBATU Ui PYKY OyIb-sIKUil TecT a00 HaJaIlITyBaTH TECT K JIOMAIIHE 3aBJIaHHs, KOTPE YuH1
OyIyTh MaTH 3MOTY BHKOHATH y Oy/b-sIKUW 4ac. ABTOMaTHYHA 00poOKa €EeKTPOHHUX ONMHUTYBaHb
Ta HasBHICTH (YHKIIT BIIIPAaBKH Pe3yJbTaTiB KOHTPOJIBHOTO ONMUTYBAaHHS YYHIO a00 HOro 6arbkam
JIO3BOJIMTH 30€perTy 4ac BUKJIA[aua, SIKUH Terep MOKHA MPUAUTUTH YIHSIM, THM CAMUM ITiIBULITATH

SIKICTH HaBYaHHS.
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SlkicHe HaBUaHHS HE MOXXE iICHYBaTH 0€3 BUKOHAHHS CAMOCTIMHHUX Ta IOMAIIIHIX 3aBJaHb,
TOMY 3aKJIaJl OCBITH, 1[0 BUKOPUCTOBYE MUCTaHIIM (OpMY HAaBUAHHS, IOBUHEH MAaTH MOXJIUBICTh
BIJIIIPAaBKM JOMAIIIHIX 3aB/JaHb Ta OTPUMAHHS 1 pe3yJabTaTiB iX BUKOHAHHS 3 METOIO JJIsl TIOCTIHHOTO
KOHTPOJIIO Ta PO3BHHEHHS pIiBHA 3HaHb Y4HiB. J[Isi BUpINICHHS [BOTO THITY 3a7ad MOKHA
BUKOPHCTOBYBATH HACTYIHI IPOrpaMHi 3aCTOCYHKH (Tab:i. 3):

— Google Class (Google LCC);

— Moodle (Moodle Pty Ltd);

— Microsoft Teams (Microsoft Corporation).

SAx BugHO 13 Tabmuii 3, IS 3aKialiB CEPEeIHBOI OCBITH MOXYTh OYTH PEKOMEHIOBaHI
3actrocyHku «Google Classy abo «Microsoft Teamsy», OCKIJTbKM BOHM MarOTh HAHOUIBIII IIMPOKUN
nepenik (GyHKIIH 17151 CTBOPEHHS, 00pOOKH, Ta BIANPABKOIO JOMAIIHIX 3aBAaHb yuHsM. Kpim Toro,
BOHU MalOTh MOOUIBHI BEpCii, O T03BOJIIE BUKOPUCTOBYBATH CMApT(OHHM, 1 3pyUYHUN CydaCHHUM
iHTepdeiic, mo poOUTh BUKOPUCTAHHS IIMX MPOTPAMHUX 3aCTOCYHKIB 3pYYHUM 1 €(PEKTHBHUM IIij
Yac HaBYaJbHOT'O MPOIIECY.

Tabmuus 3 — T'onOBHI 0COOIMBOCTI MPOTrpaMHUX 3aCTOCYHKIB Ta BIATPABKU JOMAIIHIX
3aBIaHb

HasBa nopatky Google Class Moodle Microsoft Teams
MoxIuBiCTh TaK TaK TaK
BUCTAaBJIATH Yac Ha

BUKOHAHHS 3aBJIaHb

BincniakoByBaHHS TaK TaK TaK
YCIIXiB YUHIB

CTBOpEHHS ONIUTYBaHb TaK TaK Hi
CTBOpEHHS pi3HUX TaK TaK TaK
KypciB

HaragyBanus mist TaK Hi TaK
Y4HIB [IPO HEBUKOHAH1

3aBJaHHS

MoGinbHa Bepcis TaK Hi TaK
JOJATKY

BucHoBku. /Iy mpoBeneHHs BileOKOH(EpeHLINH Ta JEeKLIMHUX YPOKIB PEKOMEHI0BaHO
3aCTOCYHKH «Zoom» Ta «Microsoft Teams», OCKUIBKM BOHHM JI03BOJISIIOTH OpraHi3yBaTu
KOH(EepeHIilo g HEeOoOXITHOI KIIbKOCTI Yy4HIB. [lns CTBOpEHHS KOHTPOJBHHMX TECTIB
PEKOMEH/IOBAaHO  3aCTOCYHOK  «Quizizz», a A8  CTBOPEHHs, BIANPABKM Ta OIPALIOBAHHS
caMOCTIMHUX 3aBgaHb - 3acTocyHKkH «Google Classy Ta «Microsoft Teams», Tomy 110
PEKOMEH/I0BaH1 MPOrpaMHi MPOAYKTH MaroTh Oulble (YHKIIOHAIBHUX MOXKJIMBOCTEH, MOPIBHAHO
13 ICHYIOUMMHM aHaJoramH.

Jliteparypa

1. ¥V MOH po3noBinM, CKUTbKM IIKOJSAPIB 3apa3 HAaBYAIOTbCA OHJIAWH / AHATITHYHHUH
noptain «Cnoso 1 aito». URL [www.slovoidilo.ua]

2. Cucrema Moodle six 3aci6 MacoBOro JUCTAHLIMHOIO HAaBYaHHS Y4YHIB Ha KapaHTHHI.
Omer Cmipin, Karepuna Komoc / Digital Library NAES of Ukraine. URL
[https://lib.iitta.gov.ua/724581/1/Cucrema.pdf]

3. 3axon Ykpainu [Ipo moBHy 3aranbHy cepemHio ocBiTy / CaiiT BepXOBHOI paau YKpaiHu
URL [www.zakon.rada.gov.ua]
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IMAPAMETPUYHI CILIAVHMA B 3D-MO/IEJTIOBAHHI

Anomauin. PosrnsHyro 3D-MonentoBaHHS KpPUBHUX Ta IIOBEPXOHb 3a JIOIIOMOTOIO
napaMeTpuuHuX crutaiHiB. Ilpu iHTepmonsnii KpHUBHX Ta TOBEPXOHb BHUKOPUCTAHO JIHIWHI
napaMeTpH4Hl CIUTaWHHA. 3HAWJEHO OIIHKKA IMOXHOKHM I1HTEPHoJsAlii mpu MoOyI0oBI KPUBHUX Ta
MIOBEPXOHb MTAPAMETPUIHNMHU CIIIAHAMHU.

CyuacHuii miAXig JO MOJENIOBAHHS CKIIQAHHUX TBOBHMIPHHX Ta TPUBHUMIPHHUX OO €KTIB Y
komm torepHiil rpagini (Adobe Photoshop, CorelDraw), Web-au3aiini (Figma, Adobe Illustrator,
Adobe After Effects) ta 3D-moznentoBanni (Blender, Autodesk 3dsMAX, Maya, LightWave3D,
Cinema 4D) 6Ga3yeTbcsi Ha BUKOPUCTAHHI KPUBHX Ta TIOBEPXOHb, 5Ki (OPMYIOTHCS Ha 0a3i CIuTaiiHiB
[1].

CrnaiiHOBI KpWBiI Ta TMOBEPXHI JJO3BOJSIOTH MNPEACTABIATH IUIaBHI, THYYki Qopmu 3
BU3HAYCHOIO KUIBKICTIO TOYOK, NMPHUYOMY KpUBI BHUKOPHUCTOBYIOTHCS JUII CTBOPEHHA (HOpMHU
MOJIeJIbOBAHOTO 00’€KTY, a MOBEPXHI MOXKYTh Habmmxkatu Horo TpuBuMipHy dopmy. OcobnuBoi
yBaru 3aciiyrOBy€ BUKOPMCTAHHS CIUIAHHOBHMX KPHMBHX Ta MOBEPXOHb Yy aHiMarii, Bigeoirpax Tta
IHTepaKTUBHUX [OJAaTKaX, aJyke CTBOPEHHS TPAEKTOPii pyXy OO’€KTIB y uaci Ui CTBOPEHHS
IUTAaBHUX Ta MPUPOJHUX PYXiB, MporeciB Aedopmarltii y BiaNnoBias Ha Jii KOpucTyBada abo 3MiHU Y
HaBKOJIMIIIHBOMY CEpEIOBUINI € CKIaJHUM Ta PEeCypCHOBUTpAaTHMM IpouecoM. IlpoBeneHi
aBTOpaMH JIOCIIKEHHS B poOoTax [1-5] m03BONSIOTH CTBEPIXKYBATH MPO MEpEeBary BUKOPHUCTAHHS
CILTaiiHIB, aJKe:

— CIUIAalfHU TMPOCTO OOYHUCIIOIOTHCS, MAlOTh J00pY 301KHICTH, BOJOMIIOTH JIOKAJILHUMHU
BJIACTUBOCTSIMH,

— CIUTAHU OUTBIN CTIMKI JO JIOKAJbHUX 30ypeHb, TOOTO MOBEMIHKA CIUIAWHY B OKOJMII
TOYKM HE TO3HAYAE€ThCSl Ha TOBENIHLI CIUIAlHYy B LIJIOMY, SIK, HAaOpUKIAJ, L€ Mae Micle Npu
MOJIIHOMIaNbHIN 1HTEPIOJISIIIIT;

— CIUIalHM MAalOTh BJIACTHBOCTI MaclITabOBAaHOCTI Ta MPOCTO 3MIHIOIOTHCS Ha OKPEMHUX
IUISHKAX, HaJdal0Th MOKIIMBOCTI 3a0e3MeYeHHs He00X1IHOT TOYHOCTI.

CrutaifHOBe MOJIeTIOBaHHs mepeadoadae GopMyBaHHS JIiHIA a00 MOBEPXOHb 3a JOMIOMOTOIO
crutaiiHiB. HaGopu TOYOK y HpOCTOpi CTBOPIOIOTH JIiHIT CIUIAiiHIB Ta YTBOPIOIOTH KapKac
po3risgaemMoro o0’ekTy. B sxocTi crutaiH-(QyHKIIH MOXYTh OyTH BHKOPUCTAHO PIi3HI CILIaiiH-
bynkuii (JiHIAHI, KBagpaTHU4yHI, KBaApaTU4Hi B-crinaitau, xkyOiuHi, KyOiuHi B-crnaiiHu 1 kyOiuHi
cruaitau Epmita) [7-8].

Panime aBropammu B poboTax [2-5] BUKOpUCTaHO MAiMCHI Ta KOMIUIEKCHI CIUIAiHM, SKi
JIO3BOJIMJIM OTPUMATH 3HAYHE IMiIBUILEHHS TOYHOCTI allpoKCcUMallii ad0 eKCcTpamnoJsiii MpHu pilleHH]
TeJIeKOMYHIKalliiHUX 3amad. OnHak, icHye 3HauHUM knac 3afad B IT-TexHONOrisAX, pilleHHs SKUX
MOKe OyTH OTPUMAHO 3a JOTIOMOTO0 CTUIAlHIB.

B naniit poGoTi s pilleHHs 3a1ad4  MOJETIOBAaHHS 3allpONOHOBAHO BUKOPUCTAHHS
napaMeTpUYHUX CIUIalHIB A1 MoOy/IOBM KPUBUX Ta IMOBEPXOHb, Kl NMPU BUOOPI BU3HAYEHUX
CruaitH-(pyHKII# 103BOJIATH OTPUMATH PE3YIbTATU 3 OUIBII BUCOKOIO TOYHICTIO.
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Memoro oanoi pobomu € MOJIEIIOBaHHS KPUBUX Ta MOBEPXOHb Ha 0a3i MmapaMeTpUUYHHUX
CIUIAlHIB.

Panime aBropamu Oynno po3B’s3aHO HHU3KY TEJICKOMYHIKAIIMHUX 3a7ad 3a JIOTIOMOTOIO
JMIACHUX Ta KOMIUICKCHHMX crutaiiHiB [1-5]. 3amaui MozenroBaHHS KPHBHX Ta ITOBEPXOHb 3a
JIOTIOMOTOI0 CIUTalH-(YHKLIA HEe Oylo po3riisHyTo. ToMy pO3IIIIHEMO iHTEPHOJIALII0 KPUBUX Ta
MOBEPXOHb 3a JOTIOMOTOI0 JIIHIHHUX MapaMEeTPUYHHUX CIUIalHIB.

Jis neskux BUJIIB KPUBUX JOIUIBHO PO3MIIAIATH iX B TApaMETPUIHOMY BHUIJISIL:

{x = x(u);
1)
y=y(u),

1€ U— AeAKHUI napameTp KpUBOi.
ToMy IOLIIBHO anmpOKCUMYBATH 1Ii KPUBI apaMeTpHuHUMH crutaiinamu. [Ipu iHTepnomsmii
KPHBOI, SIKY 33JaHO TTapaMeTpUUHO BUIIAAY (3), po3i0’eMO MPOMIKOK 3MiHU mapameTpy U, Takum

quHOM U, < U, <...<U, . 3Haiinemo 3HaueHHs GyHKLIi y TouKax po3outta U, i =0, N, npuyomy
x = x(u;); )
yi = y(u,).

[HTepIOSIIHHAIA TapaMeTPHYHUI CIUTaiH MEPIIOTO CTYIEHIO Ha MPOMDKKY MiX TOYKaAMH
P ta P, 3amaunii cniBBinHomenusmu [7]:

S,(x;8) = (L-t)x; +1x;,,;
3
S,(y;8) = (1-1)y; + 1Y, (3)

net=(s-s)/l, | =s.,-s,i=01..N-1.

Cykymuicts crmaiitaiB S(X;U) ta S(Y;U) HA3HBAETHCS IHTEPIOSMIHHUM APAMETPUIHHM
ciwiaiiHoM. B 3amexxHocti Bim Buay ¢yHkmin  S(X;u) Ta  S(Y;U) posrismaroTe JTiHiNHI
napaMeTpuuHl CIUIaliHU, KBaJpaTHuHl, KyOi4uHi Ta iHm [7]. B miil poboti Oyaemo po3risgaTa
JiHIMHI TapaMeTpUyHi CIUIAiHHU.

PosrnsiHemMo 1HTEpHOJNALII0 KPUBUX JIIHIMHUMU MapaMeTpUYHUMM crutaiiHaMu. Hexail Ha
nesikii kpuBiii L 3amano mocmigosicts Towok P =(X;y,), i =0, 1, ..., N (puc. 1). Beenemo
napameTpH3alliio KpuBiii L:

x = x(s);
4)
{y=y®)
Je S — mapameTp JOBXKUHU JTyTH KpUBOT L.
Bysny P =P(x.,V;), ne
x; = x(s;); _
’ i = o, N ’ (5)
Yi = Y(Si)1

BI/ITIOBiJ]a€ 3HAYEHHS MapaMeTpy S; .
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Pn

’7 Oy ]

(%i, i)

Po (Xo, Yo)

? (Xiv1, Vie1)

i+1

Pucynox 1 — Kpusa L

I'eoMeTpu4YHO NapaMETPUYHUN CIUIAWH IEPIIOrO CTYIIECHIO € JIAMAHOIO, IO CKJIAJAETHCS 3
BiJIPi3KiB MPsAMHUX, AKi 3’€IHYI0Th Toukd P, i =0, N . 3rigHo (3) orpumyemo piBHicTb [7]:

S.:9) _Yeu =¥ x #x,, i=0,1..,N—1. (6)
Sl(X; S) Xia =%

3a 10moMoror piBHOCTI (6) MOKHA HAOIMKEHO PO3paxyBaTH HaXWJ JOTUYHOI 10 KpUBOi L

mix Toukamu P ta P_,.

Jis po3paxyHKy MOXHOKH HAOJIMKEHHSI KPUBOI apaMETPHYHUM CIUTAWHOM BUKOPUCTAEMO
HacTymnHi Teopemu. st nporo mo3Hadumo depe3 Ri(S) moxmOKy iHTeprossuii mapamMeTpuIHUM
CIUIalHOM MEPIIOTO CTYIIECHIO:

R,(S) = y15,06:8) ~ X()] +[S,(y;8) - y(s)f - )

Teopema 1 [7]. SIkmio X(s), y(s) € W; [y, Sy ], TO

IR,(9)]|. <v2T /2, (8)

ne | =maxl;, W, [s,,s, | - knac dynkiii, B somy B sKoCTi excTpemanbHOT QyRKILii Moske
I

Oyt 0OpaHMii MHOTOWIEH JPYroro CTYIEHIO.
Teopema 2 [7]. SIkmio X(s), y(s) eCW, , [S;.Sy ], T0

N7

R@)l. =T KO ©)

ne K(S) — xpuBusna kpuBoi L, sika B Toui ( X(S) , Y(S) ) BU3HAYa€THCS AK:

K& =\[xO ] +[y O]

BOYEBHUIb, 10 Hx (S)Hm <K@, Hy (S)HOo <K, -

24



[ToOynoBa mapaMeTpUYHOTO CIUIAHA 3BOAUTHCSA 1O MOOYIOBH JBOX CIUIAWHIB OfHIET
sminnoi S, (X;S) Ta S,(y;s).
PosrnssnemMo moOymoBy JiHIMHOTO MapaMeTpUYHOTO CIUTaliHA s 3axaHoi KpuBoi L.

[HTEpIONAIINHY KPUBY JIOKAIBHOTO JIIHIHHOTO CIUIaiiHy BUAY (3) MOKa3aHO MyHKTUPHOIO JIHIEI0 HA
puc. 2.

Pucynok 2 — [nTepnossimiiiHa KprBa MapaMeTPUIHOTO JTIHIHHOTO CIUTaiHY
HeBaxko OaunTH, IO Taka KpHBa Ma€ 3HAYHI MOXHOKU 110 25 %, 3HWIKEHHS SIKUX MOXE
OyTH JOCSTHYTO 32 PaxyHOK 3MEHIIEHHS KPOKY iHTeprnosinii. B mioMy, 11 3MEHIICHHS TTOXUOKH
MO>KJIMBO BUKOPHUCTATHU CIUIAMHU BUIIWX MOPSAIKIB, Taki SK KBaJpaTUyHi a00 KyOi4Hi CIuiaiiHu, abo
KyOiuHi B-crunaitam.

BucHoBku

1. Jlnsa MonentoBaHHA KPHUBHMX Ta IOBEPXOHb 3allPOIIOHOBAHO BHUKOPUCTAHHS JIIHIHHHMX
napaMeTPUYHUX CIUIANHIB.

2. Po3rasiHyTO MPHUHLMIN MOOYAOBH 1HTEPIONALINHUX KPUBUX 32 JTOTIOMOTOI0 JiHIHHUX
napaMeTpUYHUX CIUIAiHIB. 3HAWICHO OI[IHKM MOXMOKH IHTEpPHOJAMii mpu MOOYAOBI KPUBHX Ta
MOBEPXOHb MTAPaMETPUYHUMHU CIIJIaifHaMU.

3. HanpsiMmkoM mopanblInX JOCHIIKEHb € o3Il KyOlYHMX NapaMeTpUYHUX CIIAiHIB Ta
BUKOHAHHS MOPIBHUIBHOTO aHai3y OTPUMAHUX PE3YNbTaTiB JUIsS MiABUILEHHS TOYHOCTI MOOYI0BH
KpPUBHUX Ta NOBEPXOHb B 3D-Mo/ieNTI0BaHHI.
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AHAJII3 BUKOPUCTAHHS1 SMIHHUX CEPE/IOBUIIIA B
KOH®IT'YPAIIUHUX ®ANJIAX APACHE2

Anomauin. Jlocnioxceno UKOPUCMAHHS 3MIHHUX cepedosuya 8 Kon@izypayiunux gatiiax
eeb-cepeepa Apachel. Ilpoananizogano numawHs nNpo me, UOMYy came maka cxema
BUKOPUCMOBYEMbCA MA YOMY HeMae iHuo2o cnocoby. Jlokymenmayiss 00 cepeepa He HAOAE
3a008inbHUX 8I0N0GIdell, momy aemopka eupiwuna cxopucmamucs cucmemoro OpenGPT ons
nowyky ingopmayii. Beb-cepsep Apache? € wupoxo eukopucmosysanum, momy 6a3za OaHux
OpenGPT mana nompibny ingopmayito. Poboma exnouac ysazanvneni npuxiaou 0ianocy, sKi
intocmpyromse suxopucmannsi OpenGPT. Aesmopxoio 0ogedeno, wo makuii nioXi0 Modxice WEUOKO
Hadamu iHgopmayito, ane He 3a8xHcOU GUPIUYE CKIAOHI NUMAHHA, WO BUMA2AIOMb 3iCMABIEHHs
Ppi3HUX YacmuH iHghopmayii.

ABTOpIII 1i€1 poOOTH TOBENOCS 3'ICOBYBATH BY3bKOCTHEIlaIbHE MUTAHHA : YOMY Y (haiiax
KOoH(pirypariii BeO-cepBepy Apache2 BUKOPUCTOBYIOTbCS 3MIHHI CEPEOBHIINA, Y SKOMY MpAIIO€
BeO-cepBep. Hanpuxnan € take HanamtyBaHHs, sk APACHE RUN DIR. Ilpu upomy 3HaueHHS
3MIHHOI cepBep Oepe 3 ¢ailny /etc/apache2/envvars, B sSIKOMy ILIi 3MiHHI IPONMCYIOTbCS 4Yepe3
eKCIIOPT y 3MIHHI cepefoBuIlla. B KoMeHTapsx 1o ¢ailly 31 3MIHHUMHU I CXeMma 3aJaBaHHs
HaJIAIITyBaHb MOSICHIOETHCS TaK: «OCKIJIBKM HEMa€e HOPMAJIbHOI'O croco0y oTpuMmaTu po3iOpaHuit
KoH(iryparito apache2 y ckpumtax, JesKi HaJAITyBaHHS BU3HAYAIOTHCS 3a JOIMOMOTOI 3MIHHHX
OTOYEHHS, a TIOTIM BHUKOPHCTOBYIOThCS B apache2ctl, /etc/init.d/apache2, /etc/logrotate.d/apache?2 i
T. A.». AHAJIOT14HI TIOSICHEHHS € Ha CalTi 3 JOKyMEHTAIl€r 10 cepBepa [1].

VY mepexsiaii 11e O3HAYa€ «OCKUIBKM HEMa€e HOPMAIBHOTO Croco0y OTpUMAaTd 3HAuYeHHS
KoH(piryparii apache2 y ckpumnrax, AesKi HaJAITyBaHHS BH3HAYAIOTHCS Yepe3 3MIHHI OTOYEHHS 1
NOTIM BUKOPUCTOBYIOThCS B apache2ctl, /etc/init.d/apache2, /etc/logrotate.d/apache2 i T.4.».

OpnHak, CyTTEBOTO PO3YMIHHS B IIe MMUTAHHS JOKYMEHTAIlisl HE Jojajia. BUHWKae nmuTaHHS
po Te, YOMY 3aJlisHa caMe Taka cXeMma 1 YoMy Hemae OUIbII NPUHHATHOTO crocody 1 Tak gami. Y
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npoMy Micui Oyno Bupimeno 3axaiaté OpenGPT. BeG-cepBep Apache2 e ogamiero 3 noGpe
JIOKYMEHTOBAHUX 1 TMOMYJSAPHUX TporpaMm, SKi IMHUPOKO BUKOPUCTOBYIOTHCS B IHTEPHETI, TOMY
MOXHa Oyio mpumycTuTH, mo B 06a3i manux OpenGPT mae Oytm mocratHbo iH(OpMarii ams
BIIMOBI/I Ha Iie nmuTaHHsA. Hrokue HaBeJeHO JBa XapaKTepHI y3arajbHEHI NMPUKIAIU JIiaJioTy - B
UTFOCTPATUBHUX LUISAX JIAJOT HE HABOJUTHCS I1TTKOM.

Q: "mo o3Hayae Since there is no sane way to get the parsed apache2 config in scripts"

A: "lle ¢dpaza aHrmiicbkor0 MOBOI o03Haudae: "OCKUIBKM HEMae PO3yMHOTO CIOCO0Y
oTpuMatH 00poOIeHHH (MpoaHali30BaHuil) KOHpIrypauiiauii daiin apache2 y crieHapisx".

Bona moxe OyTH 4acTHHOIO JTOBIIOTO KOHTEKCTY, TOB'SI3aHOTO 3 BUKOPUCTAHHSAM CepBepa
BeO-nonatkiB Apache. 3arajoM, Iie BHUCIOBIIOBaHHS TOBOPUTH MpPO Te, IO HEMAE IMPOCTOTO
Croco0y OTpUMAaTH JOCTYI A0 00pobiieHoro (abo po3idpanoro) koHpirypariinoro daiimy Apache
B paMKax CKpHUIITa (HalpuKJIaj, MOBOIO MPOTrpaMyBaHHsI, Takoro sk Python a6o Bash).

3aMiCTh IIbOTO, MOXIIMBO, JIOBEACTHCS PO3IIIAHYTH 1HII CIOCOOW, HANpPHKIAJ, HANHCATH
CKPHIIT, SKUH aHaii3ye HeoOpoOseHuid TekcToBuil (aiinm koHpirypamii Apache2, mo6 orpumaru
HeoOXiIHy iHpopMarlio"

Q: "Homy Hemae mpocToro crocody?"

A: "BianoBiip Ha I1e 3alMTaHHS TOB'sI3aHa 3 TUM, SIK TIPAIIOE cepBep BeO-momatkiB Apache i
AK1 IHCTPYMEHTH AOCTYIIHI st poOOTH 3 HOro KOHGIrypauiitHum Qaitnom.

Kondirypaniitamii ¢aitn Apache2 3a3Buyail MIiCTHUTH 0€31i4 TUPEKTUB, SKi BH3HAYAIOTH
MOBE/IIHKY CepBepa, SIK-OT HANAINTYBaHHS BIPTyaJbHUX XOCTIB, mapaMeTpu Oe3neku Ta Oarato
iamoro. Lleit ¢aitn Moxxe OyTH CKIAJHUM 1 pO3radyXeHHUM, 1 ISl TOro 100 Horo 3po3yMiTH i
BUKOPHCTOBYBAaTH, MOTPIOHO HOro po3idparu, mpoaHamizyBaTH 1 MEPETBOPUTH Ha 3PYUHUN IS
pobotu popmar.

Jlesiki 1HCTPYMEHTH, SK-OT YTHJIITH KOMaHIHOTO pSIKa, MOXYTh JOMOMOITH B 00poOIli
KoH(irypariitHoro daitmy Apache2, ane Hemae MPoCcTOro i 3py4HOro Croco0y OTPUMATH TOCTYII JI0
o0OpobOnenoro ¢aiinmy B paMKax CKpUOTa MOBOIO MporpamyBaHHs. Lle mos'si3ano 3 Tum, 110
BHYTpIIIHSA CTpPYKTypa KoH(pirypamiiiHoro ¢aiiny Moxe OyTH CKIAQJAHOIO, 1 HEMae TOTOBHX
616mioTex abo API s poOoTH 3 1i€r CTPYKTYporo 31 ckpumnta. ToMy mij yac poOoTH 31 CKpUNTaMU
1 KoHQirypaniitnumu Qaitnmamu Apache2, yacTo BUKOPHUCTOBYIOTBHCS Pi3HI METOIM IMAPCHUHTY Ta
00pOoOKH TeKCTOBUX (DaiiiIiB, sIKI MOKYTh OyTH HE TAKUMHU IPOCTUMH, K poOoTa 3 roroBuM API".

Mo>xHa TIOMITHTH, IO BCi MOSICHEHHS 3BENHCS J0 PO3IIMPEHOr0 TepeKasy AOKYMEHTAIli.
[TosicHeHb 1O CyTi OTPUMATH HE BIAJIOCS.

Sxmo po3ibparucs B caMOMYy NMUTaHHI, TO BCE MOSCHEHHS 3BOJAMUTHCA JI0 TOTO, 1110 y BEO-
TEXHOJIOT15IX, K1 BelyTh CBO€ Moxo keHHs By CGI, Oyab-axuii ckpunt (abo B3arajiai BAKOHYBaHHUH
daiin), SKU 3amycKaeThCcsi BeO-CEpBEPOM, 3aMMYCKAEThCS Y CBOEMY BIIACHOMY CEPEIOBHIIIL.
OCKiTBKH 1€ TIOTEHIIIHA BPa3IUBICTh, TO TaKi CKPUITH HAMArarOThCS MAaKCUMAIbHO 130JTF0BATH Bif
ornepaniiiHoi cucreMu. ToMy CKpUIIT HaBITh HE 3HAE, 3 AKOI MalKu Ha JUCKY Horo OyJio 3amyIieHo.
Binnosiano, iHpopMmarttito, mo Haaxoauts (Bmict POST, PUT, GET i T.4. 1 T.0.), nepenarTs y
BUMIANI 3MiHHUX cepefoBuma. 3okpema y 3miHHIE QUERY STRING. binpuiicte MoB
porpaMyBaHHs BMIIOTh YMTATH 11 3MiHHI cepeAoBuIIa (1 MalOTh 0 HUX JOCTYH) - L€ JIa€ 3MOTY
CTBOPUTH I1IOCHh Ha 3pa3zok eauHoro API, mpu 1poMy 130J110104M 3aIyCK IpOrpaM BiJ| olepauiifHoi
CHCTEMH.

VY upomy Bunajaky Apache2 cnmpaeTbcsi Ha BUKOPUCTAHHS 1IOTO TPOTOKOITY, €KCIIOPTYIOUN
CBOI 3HaYyIlli TapaMeTpH y 3MiHHI CepeloBHUILA. TakuM YHHOM, BiH, 3 OHOTO OOKY, BECh Yac Ma€
70 HUX JOCTYH, a KpPiM TOTO, HaJa€ JOCTYI MPOTrpaMHOMY 3a0e3INeUeHHIO, SIKe MOXKE YHTaTH U
3anucyBatd i 3MiHHI (Hampukiag APACHE RUN DIR), oOwmiHmorounMch y Takuil croci0
iH(dopmatiero 3 BeO-cepBepoM. [Ipuxmnan e imoctpatuBHUM. [IpoTe BiH 100pe BigoOpaxae CyTHICTh
moxnuBoi pobotn HAI / LLMAP cucrem. GenAl mae 3mMory MIBHIKO OTPUMYBaTH HEOOXITHY
iH(dopMalli0 B TUX BHUMAJKaX, KOJIU HE MOTpPiIOHE IIIMOOKEe PO3YyMIHHS CHUCTEMHUX 3B'A3KiB, 1 HOTO
MOYKHa BUKOPHCTOBYBATH SIK «IIOLTYKOBOTO MOMIYHHUKAY, SIKUH J1a€ MOXKIIMBICTD HIBHIKOTO JIOCTYITY
1o gokyMeHTarlii. [Ipu npomy Horo KOpUCHICTh CHJIBHO 3HMKYETHCS Y BHIMA/IKaX, KOJU HEOOX1THO
31CTaBJIATH Pi3HI YACTUHU TOCTYIHOI iH(opMariii.
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OTxe, MpUKIAA MOKa3ye, M0 BIH MOKE BHJIABaTH, 30KpeMa, KBa3i-TIOSCHIOBAIbLHUN TEKCT,
KWW Mae 3B'SI3HUN BUTJIAJ, OJHAK, IO CYTi, BiH € mepeka3om (abo pepaiiToM) MOKyMEHTAIli 1 He
CTUTBKY TPOSICHIOE MUTAHHS, CKIJIbKHA CTBOPIOE JTOAATKOBE KOTHITUBHE HABAHTAKCHHS.

JlirepaTypa
1. Environment Variables in Apache - Apache HTTP Server Version 2.4. URL:
https://httpd.apache.org/docs/2.4/env.html (nara 3BepHenns: 2023-07-09).
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BIPTYAJIbHA JIABOPATOPIS 1151 JOCJI)KEHHA HEUPOHHUX MEPEX

AHoTauis. Posenanymo ocobaueocmi peanizayii egpekmusHoi niamgopmu 0 GUBYEHHS,
ma NpaKkmuyHo20 BUKOPUCAHHS HEeUPOHHUX Mepedc HA OCHOBL CMEOPeHOoi 8IpmyanbHOL
nabopamopii. Ocobausy ysacy npuoiieHo ocobIU80CMAM BUKOPUCMAHHS CMBOPEH020 NPOSPAMHO20
3abe3neuenns y npoyeci ni02omosKku @axieyie i3 iHpopmayiinux mexHonoziu. Po3pobaene
npozpamue 3abe3nedents 00360JA€ Kpauje po3ymimu pobOOmy HeUpoHHUX Mepedic, nepesasu ma
HeOONIKU PI3HUX 8apianmis ix no6y0osu, a maxkodic cghepy ix npakmuiHo20 6UKOPUCTNAHHSL.

JucraHiiiHa OCBiTa € OJHIEI0 3 TepeAoBHX (OopM HaBuUaHHA, ska HaOysna IIMPOKOTO
BUKOPUCTAHHS 13 PO3BUTKOM I1HTEPHET-TEXHOJIOTIH. AJle AHMCTaHLIMHE HaBYaHHS Ma€ HU3KY
cneuniyHUX 0COOIUBOCTEH, KOTpI MOTPeOYIOTh BUKOPUCTaHHS CIIELiajli30BAaHOIO MPOrpaMHOI0
3a0e3neueHHs. He € BHHATKOM 1 BHUBUEHHS HEHPOHHMX MEpeX, SIKI € OJHUM 13 MPOBIAHHUX
HaNpsAMKIB HITYYHOTO 1HTENEKTY.

TpuBanuii NpPOMIKOK Yacy AJisl JIOCHIJKEHHS HEHPOHHUX MEpPEX BHUKOPHUCTOBYBAJIHUCS
¢i3nyHi 1ab0paTOpHI MakeTH abo pO3pi3HEHI CUMYNATOpU. AJie Ii BapiaHTH MalOThb HH3KY
00OMeXeHb, HaPUKJIaJ, HEMOXKJIMBICTh BUBYEHHSI MPOIIECIB HA MTOTPIOHOMY PIBHI JeTali3alii, TOMy
CTBOPEHHSI BIPTyaJIbHUX Ja0OpaToOpiii € THUM pIlIEeHHSM KOTpe Hapas3i akTHBHO JOCIHIKYETHCS
eKCTiepTaMHu B raiysi ocBiTu [1].

B nomoBini po3misgaroTbes OCOOIMBOCTI BipTyasdbHOI Jlaboparopii st JOCHIIKEHHS
HEHPOHHUX Mepex, KOoTpa Oyna CTBOpeHa CTyJAeHTamMH (akynabTeTy KiOepOesmeku, mporpamHoi
iHKeHepii Ta KOMIT'IOTEPHHX HayK MIDKHApOJHOTO T'yMaHITapHOTrO YHiBepcuTeTy. BipryanbHa
nmabopaTopisi IpU3Ha4YeHa U MPAaKTUYHOTO HaBYAaHHS Ta MPOBEICHHS JIA0OpaTOpHHX 3aHsTh. Ha
MOMEHT HamnucaHHS MyOmikamii A BHUBUCHHS HEMPOHHUX MEPEK CTBOPEHO 1 MPAKTUYHO
BUKOPHUCTOBYIOTHCSI HACTYITHI JIaOOpaTOPHI MaKeTH:

— JOCJI/DKEHHS ITYYHOT0 HeWpoHy (puc. 1);
28



— HaBYaHHS HEHPOHHOI MEepexi;
— HEWpOHHA Meperka IS pO3Mi3HaBaHHS TEKCTY (puc. 2).

.X’I=‘l Q S=0
W1=0 TII-_||T|I_I5 OY:O
= Z =

X2=0
W2 =10 X1 (0]1({0]1
X2 |00 1
S=X1xW1+X2xW2 Y |0]|0f1[1

Pucynox 1 — 3oBHINIHIN BUTIIS Ta00PATOPHOTO MAKETY JUTS TOCTIKEHHS IITYYHOTO HEHPOHY

Glorpadyl, Ieorpagisi 1 .
a00 TEBH J10MOBLEH 1 MOBLIO
HayKOBO NITEpaTypH BITHOCH
TRPTAIIHO (TI0 AKHX 3T010M
jCyiactioi HayKoBoi JiTéparyp
JOTIYHCTIO BHKTATY, ACHICTIO

il

Pucynok 2 — 30BHilIHIM BUTTSA Ta00PAaTOPHUX MAKETIB AJis JOCTIIKEHHS pO3Ii3HABaHHS TEKCTY

OCHOBHOIO TIepeBaro0 Ja0OpaTOPHUX MAKETIB € Te, 1[0 BOHM JO3BOJISIIOTH MPALIOBATH 3
HEHPOHHOIO MEPEXEI 1 HaJAIITOBYBAaTH i poOOTy 0e3 HeoOXiIHOCTI BUKOPHCTaHHS 3aco0iB Ta
HaBHUKIB IIPOrpaMyBaHHs.

I'onoBHUME TiepeBaraMu po3po0IIeHUX JIA0OPATOPHUX MAKETIB € [2]:

— MOXJIMBICTh TNPAKTUYHOI TMepeBIpKH eQPEeKTUBHOCTI ii poOOTHM Ta HajalmTyBaHb Oe3
BUKOPUCTaHHS (13MYHUX MAKETIB Ta JJOPOIMX CUMYJISATOPIB;

— 3/1aTHICTh BUKOPUCTOBYBATH MAaKETU SIK NpU OYHIN, Tak 1 HpH JUCTAHLINHIA (opmax
HaBYaHHS;

— MIATPUMKA JEKIJIBKOX MOB 1HTEpeiicy;

— MIATPUMKA JEKIIbKOX PI3HUX BapiaHTIB CXEM, 110 MPU3BOAUTH J0 TOTO, IO KOKEH CTYACHT
MIPAITIOE 31 BIIACHOIO BEPCIEI0 CXEMHU;

V Ttakuil cnoci6 BipTyaljibHa J1abopaTopis HaJae MOXKIMBICTh OTPUMATH NPAKTUYH1 HAaBUUKU

B po0OTi 3 HEHPOHHUMHU Mepexamu, a came [3]:

— J03BOJIS€ TOTIHOJIEHO BUBYUTH OCHOBHI PUHILIMIIH Ta apXiTEKTYpH HEUPOHHUX MEPEX;

— J03BOJIS€ JOCHITUTH Pi3HI METOAM TPEHYBaHHSA, OOpaTH ONTUMAalbHI HAJaIITyBaHHS Ta
MPOBOJUTH ONTUMI3AIIIO0 TSl MOIMIIEHHS €eKTUBHOCTI HEHPOHHOT MEPEXKi;

— J03BOJISIE aHANi3yBaTH pe3yJbTaTH Ta BH3HAYATH C€(QEKTHBHICTh BHKOPHCTAHHS THX YU
IHIIMX HEHPOHHUX MEPEXK JIJIsl BUPIIICHHS MPAKTHYHUX 3a7a4;

— JOCIHIDKYBaTH HEHPOHHI MEpexi y Pi3HUX raiy3sx, Hampukiaa, A oOpoOKu 300paskeHb,
MPUPOIHOT MOBU 200 MPOTHO3YBAHHS THUX YM 1HIIUX MOAIM.
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BUKOPUCTAHHSA GPT AJIs1 ABTOMATUYHOI'O OUIHIOBAHHSA CTUJIIO KOAY
CTYJAEHTIB

Anomauin. Ilepesipka skocmi KoOy 6 CMYOEHMCbKUX NpoOSpamax i GopMysaHHs
360pOMHO20 36 A3KY 3 MNOACHEHHAM 3A36UdAll BUMA2AE GEIUKUX GUMPAM  4ACy, MOMY
asmomamu3ayis ybo2o Npoyecy € eeibMu akmyaivHow. Josederno eghpexkmusnicmo mexnonoeii GPT
0l nepesipKu Npasusl Ccmunlo Kooy, AKI He MOX}Cymb Oymu nepegipeHi asmomamuyHo
CMAHOAPMHUMU 3ACOOAMU.

Huspka sKiCTh IPOrpaMHOro KOAY He JIMILE IMiJBUILY€E BapTiCTh MIATPUMKH 1 CYIPOBOAY, a
H MOXE CIPUYMHHUTU CEpilo3HI IpobiieMu MporpaMHOro 3abesneueHHs. ToMy BMIHHS NHcaTu
SAKICHUH KOJ € OJHI€I0 3 HaWBaKJIMBIIIMX KOMIETEHTHOCTEH Mai0yTHROrO Mporpamicra,
(dbopMyBaHHS SIKOi BUMarae MpHUAUIEHHS 3HAYHOI yBaru BHKJIagadiB. SIKIIO BiJ] CaMOTo MOYaTKy He
IOPUBYUTU CTYACHTIB NMUCATH SAKICHUH KOJA, TO y MaiOyTHOMY Ha 1€ JOBEIETbCS BUTpaydaTH
nonatkoBl yac ta 3ycwis [1]. Tlomyk edekTMBHMX METOIB HaBYaHHS CTYAEHTIB HAlHUCaHHS
YHCTOTO KOAY € aKTyaJbHOIO 3aJauero ISl CydaCHUX BUKJIaadiB IPOTPaMyBaHHS.

[Tpobnemu, noB’s13aHi 3 popMyBaHHAM y cTyneHTIB IT-crenianbHOCTEl HABUUOK CTBOPEHHS
SKICHOTO KOAY, B OCTaHHE JECATHJITTS AaKTUBHO OOTOBOPIOETHCS BHUKIAJaduaMH IO BCHOMY
cBiTy. [lepeBipka, BUSBIECHHS Ta OMMC NOPYIIEHUX MTPABUII CTUIIIO KOJY B CTYIE€HTCHKUX IIpOrpamax
€ HETPUBIAJTHHOIO 33/1a4Uelo, sIKa BUMAarae BEJIMKOi KUTBKOCTI Yacy Ha i BUKOHaHHS. OTxe, ToCcTpo
CTOITh MOTpeda B aBTOMATH3allli IOTO MPOIIECY.

ABTOMaTHYHE OILIIHIOBaHHS CTHJIIO KOy OyJ10 3anmo4yaTkoBaHo mpuOian3Ho 20 pokiB Tomy [2]
1 BIATONI JOCTIAHHWKHU JOKIQJal0Th 3yCWJb AN HOoro BAOCKOHaneHHs. Ha mymky aBtopiB [3],
HaWKpalll pe3yJbTaTh Ja€ Taka KOMOIHAIliS: BHKJIAAad, SKHM TOSCHIOE TMpaBWia 1 TTOMHJIKH,
aBTOMaTHyHa mnepeBipka AutoStyle I owmiHka cTwiI0 31 3BOPOTHMM 3B's3KoM. JluceprauiiiHe
nochipkeHHs [4] mokasano, Mo Haillkpaliuidi pe3yabTaT y Ipoleci HaBYaHHS J1a€ BUKOPHUCTAHHS
3arpornoHoBaHoi A. KoexiepoM aBTOMAaTHYHOI OLIIHKH CTHJIIO KOJIYBaHHS, SIKa CYHPOBOJDKYETHCS
3BOPOTHUM 3B'SI3KOM. Y poOOTI [5] omucyroThCs AETEKTOPH AE(EKTIB SKOCTI KOAY, SIKI MOXYTh
OyTH BUKOPUCTaHI JJs1 aBTOMaTM4YHOI TeHepallii LIHHOTO 3BOPOTHOTO 3B'A3KYy JUIS CTYACHTIB.
ABtopu [6] mifIIM BUCHOBKY, L0 HAsSBHUX IHCTPYMEHTIB CTaTMYHOTO aHaJi3y 3arajibHOro
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NpU3HAYCHHS] HEIOCTATHBO JJIS OL[IHKM BCIX KPHUTEPIiB CTHIIIO KOJY. 30KpeMa, CTaHIapTHI 3acO0u
HE MOXXYTh TOYHO ¥ YITKO OIIIHUTH IMEHA 3MIHHUX Ta (QYHKIIIi.

JIOCHiTHUKY BHMBYAIOTh MOMJIMBOCTI Ta OOMeXeHHA BuKopucTtanHs TtexHonorii GPT B
OoCBITHbOMY Tipomieci [7; 8]. ABTOpW MIMIUIM BUCHOBKY, IO ISl TEXHOJOTIS Ma€ TOTEHINaT
PEBOJTIONIIOHI3YBATH HABYAJIBHUI MPOIEC, YMOXKIMBIIOIOYM TEPCOHAII30BAHE Ta IHTEPAKTHUBHE
HABYaHHS, a TAaKOXX HAJAI0UM CTYAECHTaM JIOCTYIl JI0 BEJIMYE3HOI KIJIbKOCTI 3HaHb Ta iHopMariii.
Opnak nipu nbomMy BuKopucTaHHS TexHOJOTHi GPT cTBOproe BUKIMKYU i OOMEXKEHHS, BKIIFOYAIOUU
3aHETIOKOEHHSI IIOJI0 CIIMCYBAaHHS, KOH(PIACHIIIHHOCTI MTaHUX Ta YIEePeKEHOCT, sIKi 000B’SI3KOBO
TpeOa BpaxoOBYBAaTH Ta BXKMBATH BIAMOBITHI 3aX0H JUIS X MOIOJIAHHS.

Metoro poOOTH € JOCIHIDKEHHS MOXJIMBOCTI 3aimydeHHs TexHosorii GPT mis mepeBipku
OKPEMHX TPABHJI CTHIIIO KOJYBAaHHS, aBTOMATH3AIIIS SIKAUX CTAaHJAPTHUMH 3aC00aMU OOMEKEHA.

Posrasnemo HainpocTimmii ko (puc. 1). IIporpama mpornoHnye KOpucTyBa4eBi BBECTH IIHY
1 KUJIBKICTH TOBapy Ta OOYMCIIOE HOro BapTicTh. Llell KOJ KOMITITIOETBCS 1 BUKOHYETbCS 0O€3
MOMUJIOK, aJie MICTUTb YUCJICHHI MOPYILIEHHS IPABUJI CTHIIIO.

CrpoOyeMo 3aJTydUTH MITYYHUH IHTETEKT NI BUSBJICHHS IMX MOMHJIOK. 3allUTAEMO B YaT-
6ora: «Look at the code below. Check the coding style. Describe errors in the form: Line ... Error
(its description)y.

1 #include <stdio.h>

2 int main(void) {

3 float a, c; int b;

4  printf("Price: "); scanf("%f", &a);
5 printf("Amount: "); scanf("%d", &b);
6 c=a * b;

7 printf("You have to pay: %.2f\n", c);
8 return 0;

9 }

Pucynok 1 — I[Ipuknan kogy moBoro C 11715l IepeBipKU CTUITIO

Jlns mepeBipku crovatky 3actocyBanu Bing Chat Bix Microsoft, sikuit BUKOpHCTOBYE MOBHY
moaenb GPT-4 Bin OpenAl. Moro Binmnosiap nojaHa Ha puc. 2.

The code is functional and there are no syntax errors. However, there are some
improvements that can be made to the coding style:

e Line 1: It is recommended to include a comment at the beginning of the code
to describe its purpose.

e Line 3: It is recommended to declare each variable on a separate line for better
readability.

e Line 4-7: It is recommended to use more descriptive variable names instead of
single letters.

e Line 4-7: It is recommended to add spaces around operators for better
readability.

e Line 4, 5, 7: It is recommended to place each statement on a separate line for
better readability.

Pucynok 2 — Orminka ctumo koay Bix Bing Chat

Kpim Toro, mo Bigmomimi Bing Chat nomaB BumpamiieHy Bepcito KOAy — 3 MPaBUIbHUMHU
BIZICTyIIaMu Ta MpoOiIaMH, BIICYTHIMH y KO/, 3alIPOIOHOBAHOMY JIJIsl IEPEBIPKH.
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Omxke, Bing Chat BusiBHB Taki mopymieHHs Oa30BHX TpaBHJI CTWIIO KOIY: BiJCYTHI
He0OXiTHI KOMEHTapi (pPsA0K 1), OroyomeHHs: KOXKHO1 3MIHHOT HE PO3TAIIOBaHI HA OKPEMOMY PAJIKY
(psmox 3), HAa3BM 3MIHHUX HE OMUCYIOTh MPHU3HAYCHHS IHMX 3MIHHUX (psaku 4-7), BiACYTHICTh
npoOUTiB  HaBKOJO orepaTopiB (psaku 4-7) Ta BIACTYIIB Ha IMOYAaTKy PSAKIB, a TaKOX
pO3TalryBaHHs KUIIbKOX KOMaH]] B OJTHOMY PSJIKY, II0 3HIKY€E UnTabenbHicTh Kony (paaku 4, 5, 7).

AHaJIOTiYHEe MUTaHHS [00 MMEPEBIPKU CTHIIIO KOy Tako Oyio 3amano yar-6oty ChatGPT
(chat.openai.com). OgHak BiH BUSBHB MEHIIE MOMHJIOK, 30KpeMa HE BKa3aB Ha HEIOCTATHHO
3po3yMisi Ha3BM 3MiHHHMX. ToMmy Hamami BHKOpUCTOBYBaau came Bing Chat sk takuii, mo kpartie
3aJI0BOJIbHAE TOTPeOaM i BUKOHYE SIKICHIITY TEPEBiPKY.

Cnix 3a3Ha4MTH, IO MEPEBIPKY YAaCTUHU 3 BHUSBICHHX IOPYIICHb JIETKO aBTOMAaTH3yBaTH
CTaHJApTHUMH 3acobamu. 30KpeMa, 1€ CTOCYEThCS KOMEHTapiB, PO3TAlIyBaHHS OrOJIOIIEHBb
3MIHHUX Ta KOMaHJ B OKPEMHUX PsIKaX, MPAaBHJILHOCTI BIACTYMIB 1 MpoOuIiB. OqHAK BCTAHOBUTH
AaBTOMATHYHO, YH Bi/ANOBIAAIOTH MpaBHJIaM Ha3BU 3MIHHHUX, 3a3BHYail J0BOJI CKiIagHO. BomHouac
BUMOTa J0 HaJlaHHS 3MIHHMM Ta (QYHKIISM 3pO3yMUIMX Ha3B € OJHIEI0 3 0a30BHX BHMOT JO
SKICHOTO KOJTY.

Posrasnemo iHmmii pparment xkoxy (puc. 3). Llelt Koa TeX KOMIITIOETHCS Ta BUKOHYEThHCS
0€3 MOMMJIOK, ajieé MiCTUTh TOPYIIEHHS JCSKUX MPaBHJI CTHIIIO KOJy. 30Kpema, Ha3Ba pyHKIii func
HE BKa3zye Ha Mpu3HAYeHHS i€l QyHKIII, SK 1 HA3BU 3MIHHUX a Ta S, sIKI HE OMHCYIOTh IXHBOTO
NpU3HAYCHHS. 3alpPOMOHYEMO IITYYHOMY IHTEIEKTY OLIHUTH SKICTh Ha3B 3MIHHUX 1 QYyHKLIi y
BOMY KOJI.

1 #include <stdio.h>

2  #include <math.h>

3, double func(float *a, int n) {
4 float s=0;

5 for (int i=0; i<5; ++1)

6 s+=al[i];

7 return s;

8 }

9

10 v int main() {

11 float a[5], s;

12 int i;

13 printf("Input double array:\n"};
14 for (1=0; i<5; ++1)

15 scanf("sf", &l[i]);

16 s = func(a, 5);

17 printf("Sum of array elements = %.2f",s);
18 return 0;

19 1}

Pucynok 3 — Ilpuknan kony MoBoro C Ui HepeBipKH Ha3B 3MIHHUX Ta QYHKIIT
Biamogine Bing Chat momana Ha puc. 4. BiH BCTaHOBUB, 1110 HAa3BU 3MIHHHX a, S Ta QYHKILT

func He OMUCYIOTH IXHE MPU3HAYEHHS, IO MOPYIIYE TpaBWiIa CTHIO Koay. Lle moBHOIO Miporo
30iraeThCs 3 OUIKYBaHUM PE3yIbTATOM.
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Here is my evaluation of the names of variables and function in the provided code:

¢ Line 3: The function name func is not descriptive. It is recommended to use
a more descriptive name that reflects the purpose of the function.

e Line 4: The variable name s is not descriptive. It is recommended to use a
more descriptive name that reflects the purpose of the variable.

e Line 11: The variable name a is not descriptive. It is recommended to use a
more descriptive name that reflects the purpose of the variable.

e Line 11: The variable name s is not descriptive. It is recommended to use a
more descriptive name that reflects the purpose of the variable.

Pucynok 4 — Ominka Ha3B 3MiHHUX Ta QyHKIii Bing Chat

3minuMO He3po3ymiai HaszBu. Dynkmiro func maszsemo SUmMElements, 3minHy a Ha3BeMO
array, a 3miHHIi s B 000X (yHKIisSX namo Ha3By SUm. Ilicis mporo 3HOBY BiANPaBUMO KOJ ISt
nepeBipku. [[poro pasy BiANOBiAb MITYYHOrO IHTENEKTY € cxBaiubHOIO (puc. 5). Bing Chat
BCTAaHOBUB TPU3HAYCHHs (PYHKIIT Ta 3MIHHHX 1 3a3HAYMB, 110 IMEHA, Ki BAKOPHCTOBYIOTHCS B KO/,
HOSICHIOIOTH 11€ TPU3HAYCHHSI.

The names of the variables and function in the provided code are more descriptive

and reflect their purpose. The function name SumElements clearly describes its

purpose of summing the elements of an array. The variable names array and
sum are also more descriptive and reflect their purpose.

Pucynok 5. CxBajbHa OLIIHKA Ha3B 3MIHHUX Ta (QYHKIIH IITYYHUM 1HTEIEKTOM

Omxe Bing Chat moxe OIiHIOBaTH SAKICTh KOAY, 30KpeMa MPaBUIbHICTh Ha3B 3MIHHUX i
GyHKIIN, M0 Maibke HEMOXIIMBO aBTOMATHU3YBAaTH CTaHIApTHUMHU 3acob0amu. BogHowac € meBHe
oOMexxeHHs. Po3Mmip TekcTy, skuil HajacuiaeTbes B yaT, Mae mimiT 4000 cuMBoOIIiB 1 MOXe OyTH
MEHIIIUM 32 pO3Mip KOAY IJsi mepeBipku. 3 OOKYy KOpPHUCTyBada 1€ OOMEXKEHHS MOKHa OO1MTH,
301IBIIUBIIN 3HAYEHHS JIMITY B 1HCHEKTOpi Opaysepa. IlpoTe, Ko odikyBaHUI pe3ynbTaT — 1€
BUIIpaBJIEHA MpOrpaMa, TO BIANOBLAb yaT-00Ta B OyIb-SKOMY pa3l OOMEXHTHCS JIMIIE YOTHpMa
TUCSIYaMH 3HAKIB.

BucHoBku

Texnonorito GPT MoxHa BHMKOPHCTOBYBAaTH Il TEPEBIPKM CTUJIIO KOJYBaHHS B
CTYACHTCHKMX Tmporpamax. OcoOnmBe 3HA4YEeHHS II€ Ma€ Ui THX TPABWI, aBTOMAaTH3YyBaTH
MEPEeBIPKY SIKUX CTaHAAPTHUMH 3aco0amu CKIaAHO abo HeMOXXIuBO. 30kpeMa, TexHomorito GPT
MOKHa BHUKOPHUCTOBYBATH JJiI NEpPEBIPKM MPAaBUIBHOCTI Ha3B 3MIHHMX 1 (QyHKUINA. 3aBAsKu
IITYYHOMY 1HTENEKTYy MOXKHAa CKOPOTHTH 4ac, SIKHH BUTPayaroTh BUKJIaJaul Ha MEPEBIPKY SKOCTI
CTYJIEHTCHKOTO KOJY Ta CTBOPEHHS KOMEHTapiB /10 MOMMJIOK, a TAKOX IiJIBHUIIUTH €()EKTUBHICTD
TaKoi MepeBIpKU.
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INTEGRATION ASPECTS BETWEEN
ADVANCED NETWORKING AND MODERN Al TOOLS

Abstract. This work is aimed to explore the potential of advanced network technologies to
support Artificial Intelligence (Al) applications and vice versa. A duality slogan acts herewith as
follows: “Networks meet Al as well as AI meets Networking!”.

In 1950, as Al was defined for the first time, Al should solve the classes of problems, per
definition, which were previously only intended for humans. However, the term remained
controversial till nowadays. It is still unclear what exactly "intelligence" as a term encompasses —
and to what extent it requires its own separate "consciousness”.

ML is an important part of Al. With the big variety of Al approaches, there the knowledge is
generated from large amounts of data. As a next topic, for instance, by using photos, Al assists to
learn what a tree or car looks like. However, some experts do not yet see herewith intelligent
behavior in this approach, called Computer Vision or Pattern Recognition.

The classical Al theory approaches include furthermore, Neural Networks (NN), Machine
Learning (ML, refer to Fig. 1), Fuzzy Logic, Deep Learning (DL), Knowledge Bases, Ontologies,
Image Recognition, Computer Vision, List Processing, Logical, and Rule-Based Output and
Reasoning, Bayes Probability Calculation as well as modern Generative Large Language Models
(LLMs), refer to Fig. 2. Furthermore, Genetic Algorithms (GA) and Computational Intelligence can
belong to Al aspects too. GA operators include mutation, crossover, and selection, which used to
support and generate high-quality solutions. They are metaheuristics which map natural genetic
processes to achieve Computational Intelligence.
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Google, Microsoft, and Amazon are major players herewith and claim the leading role in Al
with paid dialogue systems and generative language models. The Facebook group Meta wants to
catch up together with other platforms. The typical components of modern Al applications and chat
platforms like Chat GPT (Open Al), Bing (Microsoft), Bard Al (Google), Meta's Platforms Chatbot
(without FB and Instagram), Chinchilla (DeepMind), in the mid-term TruthGPT or X.Al (E.Musk),
and, furtherly, Jasper, Quillbot, Bloom, Replika, ELSA, Bing Al, Dall-E are as follows (Fig. 3):

e Transformers: originally from Google Brain, trained with so-called Reinforcement

Learning

e RLHF (Reinforcement Learning from Human Feedback)

e PPO (Proximal Policy Optimization)

e Text input and output for so-called language models (e.g., OpenAl's GPT-3.5/ GPT-4,

refer to Fig. 3).

Model training data consists of a large number of texts created by humans. The text sources
are as follows: search engines, online forums and communities, social media, blogs, newspapers,
scientific articles, online books, wikis and encyclopaedias, spoken language, videos, and audio
material.

Applied Al refers to modern healthcare process management, finance and credit policies,
logistics, and transportation. Some examples of Applied Al include medical diagnosis, report
completion, analysis and prohibition for security denials, collections of laws in jurisprudence, and
fraud detection (Table 1).

The following further aspects of Al and network interconnecting nowadays are to be
mentioned below [1-5].

1. Al in Digitalization and Industries

Al is becoming of great importance in modern digitalization processes and industries. Al
applications support process automation and improve human decision-making based on often
repetitive routines. Some examples of Al in digitalization and industries include chatbots, predictive
maintenance, and autonomous vehicles (UAV — unmanned automotive or aerial vehicles).

So-called Next Generation Networks (NGN) have defined advanced network technologies in
the last good 20 years that support higher data rates (DR) and low-latency communication. Some
meaningful examples of NGN consider 5G and Beyond, Starlink, Terahertz-Band, UWB, and VLC.
These technologies are becoming increasingly important, providing Digital Ecosystems with
integrated elements of Al as well Al applications themselves. Advanced networking technologies
are especially important for Al-supporting applications, which are critical for real-time data
processing and rapid decision-making.

As more and more devices become connected to the internet, the demand for bandwidth and
low latency increases, especially in critical infrastructure systems such as smart grids and industrial
services. 5G networks have the potential to provide the necessary performance, but managing the
allocation of resources to different services in a dynamic and efficient manner can be challenging.
The solution proposed by the topic is to use artificial intelligence (Al) to dynamically slice the
network and allocate resources based on the priority of the services. The priority scheduling method
takes into account the criticality of the services and the availability of resources to ensure that the
most important services are given priority in the allocation of resources. Overall, the problem
addressed by the topic is how to effectively manage the limited resources of a 5G network in a
dynamic and efficient way that meets the diverse requirements of smart grid and industrial services.
In this paper, we propose an Al-based dynamic 5G network slicing with a priority resource
scheduling method for smart grid and industrial services. The two-level priority system, which
includes inter-slice priority and intra-slice priority, is considered in the proposed method. The
proposed approach aims to provide high QoS, reliability, and security for these critical applications.
We evaluate the performance of our proposed approach using various metrics such as throughput,
latency, and resource utilization. The results show that our approach outperforms the traditional
network-slicing approach in terms of QoS, resource utilization, and scalability. The proposed
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solution uses Al-based network slicing and priority scheduling to ensure that critical services
receive the necessary resources to operate effectively.

The Industrial Internet of Things (l110T) refers to the use of connected devices like base
stations, access points, sensors, cameras, loT devices in industrial environments (Digital
Ecosystems). Data acquisition and analysis are provided in the industrial scenarios, overcoming and
avoiding "Big Data" bottlenecks for IloT devices with valuable insights and improving operational
efficiency.

2. Al-based Software Engineering

The integration of Al in software development presents new challenges and opportunities.

On the other hand, there are many risks tied to it. These challenges include necessarily human-Al
collaboration in software engineering practices as well as require appropriate tools which boost the
control on possible bias and "human factors”, e.g., advanced GIT.
Such integration of Al and GIT can help to improve the quality and efficiency of software
development, the usage grade of mistake-free source code fragments, embedding to so-called agile
process models under the use of ML-like XP, Scrum, consecutive providing of some software
engineering techniques like, e.g., agents or micro-services. By Al-supported version and data
controlling, developers can better track changes over time and collaborate more effectively with
other developers (DevOps).

Machine Learning
Supervised Unsupervised Reinforcement
Learning Learning Learning
Strategy Strategy Strategy
1. Collect labeled data 1. Collect unlabeled data 1. Capture state
2. Find a pattern to 2. Find similarities and 2. Try an action
match inputand label patterns 3. Receive reward (or
3. Label new data 3. Identify clusters and punishment)
according to pattern exceptions 4. Adjust strategy

Fig. 1. Classification of Machine Learning

Table 1. Al chatbots in comparison [1,2]

Al Platform Chat GPT Bard Al Chinchilla Al
Vendor Open Al Google/ Alphabet DeepMind (Google's
Al firm)
Release dates | November 2022 February 2023 March 2022
Status Free version and
subscriptions: Limited availability Currently unavailable
- Chat GPT Plus (currently only open to to the public
- Chat GPT | testers)
Professional
Features - Open-source - Al-powered - Made with 70
conversational Al chatbot | conversational chatbot billion parameters
- Built on Open Al's | - Built on Google's
GPT-3.5 LaMDA
- Draws information | - Draws information
from data it's trained on from the internet
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Components - Transformers with | - Transformers are | Transformers of
and an original ancestry from | based on a neural networked | DeepMind are used
particularities | Google Brain, trained with | model
so-called - LaMDA,  Google-
- RLHF language model Google
(Reinforcement Learning | Research elaborated these
from Human Feedback) transformers even in 2017
- PPO (Proximal | - Surprisingly, the
Policy Optimization) transformers and the GPT-3
- Text input and | language model use both the
output  with  language | basics for Chat GPT too!
model GPT-3.5
Deployment - Chatbot - Assistance in basic | - Chatbot
functionality search functions functionality
- Generating reports | - Explanation of | - Providing
and summaries complex concepts virtual assistants
- Creation of | - Providing ideas - Use of
marketing material predictive models
- Performing - Creating video
language translation game characters
- Providing ideas - Improvement
- Elaboration of of digital products
source code and essays
- Explanation of
complex concepts
- Providing virtual
assistants
3. Al in Didactics of Educational Institutions

The challenges and risks of this topic are obvious [6,7].

4.

Teaching media skills: One of the most important tasks of educational institutions (schools, high
schools, universities) should be to train learners in the use of digital media and Al. They should
learn the critical answering approaches, whether a text was generated by a human or by an Al.
Integrating Al technology into teaching: Al will play an increasingly growing role in the mid-
term, so educational institutions should integrate Al technology into the curriculum to prepare
the pupils and students for the demands of a rapidly changing labor world. For example,
chatbots or language assistants can be used in course works and class exercises.
Generation of Teaching Materials: Generally, Al text generators can be a useful addition to
teaching materials if used appropriately. However, universities should ensure that the generated
materials are of appropriate quality, support the curricula, and are regularly reviewed to ensure
timeliness and relevance. In addition, ethical and legal aspects for educational institutions
should be considered, and the generated materials should always be used only as a
complementary (secondary) to the materials produced by teaching staff.
Training and guidelines for teaching staff, pupils, and students are required, which are aimed at
avoiding plagiarism under the use of Al generators. The test and exam regulations should
include clear requirements for training and policies that ensure all stakeholders understand the
risks and consequences of plagiarism and how to identify Al-generated theses, course works,
and essays.
Al Applications in Business Scenarios

The breakthrough of ML and DL approaches around 2013 has shown that they will

completely change the way how people and businesses work. The very large NN have shown their
practical usability when executing cognition tasks on images and texts.
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One of the next tasks is a classification of Al applications, which will most probably be adopted in
practice in the coming years. These Al applications are oriented to the so-called Large Language
Models (LLMs) or Generative Language Models. Most prominently known from ChatGPT success,
LLMs have produced a boom in different communities and inspired tons of possible usage
scenarios. Now that the situation has settled a bit, it is on time to reflect on and classify the most
promising ones to sketch which challenges are appearing in mid-term.

This classification is intended to help the researchers and developers to understand and to focus on
the most realistic scenarios.

In the several years of the last decade, further methods have constantly appeared, like
GPT3.5, with have to deepen LLMs in 2023 with ChatGPT 4, which demonstrated the power of
generative models for plenty of tasks like answering questions, generating the text, text
summarizations, translations, etc. The typical inputs and outputs of these models are any kind of
text, including prompts, natural language texts, code, and (semi-structured) technical texts like
JSON. In business scenarios, these inputs and outputs could be combined with other methods
converting to texts, like voice commands or OCR, text, and handwriting recognition.

The following business scenarios are to be considered in this context:
1. Aggregate the text. Examples: sentiment analysis, summarization of text
2. Question answering. Examples: digital assistants.
3. Generate text. Example: marketing description, code generation
4. Transform text. Example: translate into another natural or technical language.
5. Validate text. Example: text corrections, code correction, source code debugging.
6. Derive further actions from the text. Example: making proposals on situation resolution.
Still, there are several risks and challenges for direct usage in productive scenarios:
1. Repeatability of results and avoiding bias and hallucination of the models
2. Customization for business domains
3. Legal architecture
4. Commercial model
5. Avoidance of knowledge draining from the company.
5. Opportunities and Risks of the Use of Al-Based Generative Language Models and Other
Al-Supported Tools in University Background

The opportunities of Al-based tools are awe-inspiring and powerful.

While the opportunities of Al-based tools are impressive, there are also several risks and
challenges that need to be considered. One significant concern is the potential for Al-generated
content to be biased, inaccurate, or plagiarized. It is essential to ensure that the data used to train the
Al models are diverse and unbiased to avoid perpetuating harmful stereotypes or misinformation.
Additionally, there is a risk that the over-reliance on Al-generated content could lead to a decrease
in critical thinking skills among students.

Another challenge is the potential for the misuse of Al-based tools in academic settings,
such as the use of Al-generated content for cheating purposes. It is crucial to implement appropriate
measures to prevent academic dishonesty and ensure the integrity of the educational system.

Furthermore, the use of Al-based tools in university teaching raises ethical concerns related
to privacy and data protection. It is essential to ensure that students' personal data and sensitive
information are protected and used appropriately.

Overall, while the opportunities presented by Al-based tools in university teaching are
significant, it is essential to address the potential risks and challenges to ensure that their use is
ethical, effective, and beneficial for students and the academic community.

Below some legal and relatively easy-to-implement examples of the use of Al-based generative

language models in the ChatGPT are listed, including:

e supportive advice for students in finding a topic for a seminar work, final qualification thesis, or
research project,

e the summary of the literature on a chosen topic,

¢ finding sources or appropriate studies of which only a few details are known or remembered
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e the creation of tests (e.g., multiple-choice tests) and their evaluation, e.g., for the preparation of
exams for students or as a basis for the design of exam questions for teachers

e the grammatical, orthographic, and stylistic improvement and correction of texts.

6. Generative Language Models and Issues of Software Technology

Google's Bard Al and Open Al ChatGPT are both based on Generative Language Models
and act as powerful software tools that can generate automatically, explain, and debug source code
across more than 20 programming languages (PL), including C++, Java, JavaScript, Python,
TypeScript, and SQL.

One of the most impressive features of Bard Al is its ability to generate code for a given
problem presented in text form. It can also analyze existing code fragments, explaining the
program'’s structure step-by-step in text form and citing the source if larger passages are used from
open-source projects.

The bots analyse existing codes to explain how methods and functions work, which can be
especially helpful when human-produced documentation is incomplete or difficult to understand. It
has recently added math and logic functions and can even write useful functions for Google Sheets,
allowing for efficient analysis of large amounts of data.

Using ChatGPT or Bard Al (refer to Fig. 4) can gradually improve and debug existing code,
whether by optimizing inefficient code or fixing specific deficits. It can even debug its own code if
it doesn't work as expected.

Overall, Generative Large Language Models are powerful tools that offer valuable
assistance for developers in improving code efficiency and performance (refer to Table 2).

Al = Artificial Intelligence

ML = Machine Learning

Texts =
Training Data /

Language
Model

DL = Deep

Learning
\_, =

Q= S—"/0

e il \ s S U S
.:;_:;-tQ;‘ ;D Neural Networks Qtiff,‘.‘::Qf—-,O

Q ...... O ——— Metrics g

— Parameters o~ O’

= Criteria O T
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Fig. 2. Demarcation of Al methods in LLMs
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Components: ‘ OpenAl | | Further services: ‘
Chat GPT
Transformers: Microsoft [ search engines |
neural networks V [ Google Translate |
/ Text sources: search M kerberq ‘ G e S - ‘
engines, online N oogle Suggestions
Human Feedback forums and Google Brain \ Despl |
i i communities, social
Reinforcement Learning media, blogs. Alphabet | Grammarly |
newspapers, scientific - MS Azure. MS Office
Language Model: articles, online books, DeepMind | —— |
Generative Pre-Trained wikis, encyclopaedia, ‘ Social networks, ‘
Transformer spuken Ianguage, Meta Platforms blogs
videos and audio- QoE and criticism
\ material / Further Al Tools:
. LaMDA, Chinchilla, Jasper, “deep fakes”
Google's Language Model Quillbot, Bloom, w
Bard Al Replika, ELSA,
Deployment today and in mid-term Bing Al, Dall-E m
Essays, home works Educa_tlon, social Vlrtua_l reality, plctl_.lre
sciences and video production :
Exams, tests, Frogram sources, Foreign language ‘il!ii!'
. drawings and designs, .
exercises codes translations

Business plans,
marketing reports

|

expert reports

Compilation of laws,

Media design,
press releases

Technical and scientific |

Course works
papers and surveys
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! ;’ Romans, fiction, 5
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Fig. 3. Al applications nowadays

qualifed

Table 2. Al chatbots in comparison [1,2]

Al Chat GPT Bard Al Chinchilla Al
Platform
Vendor Open Al Google/ Alphabet DeepMind (Google's
Al firm)
5;'::3(3 November 2022 February 2023 March 2022
Status Free version and
subscriptions: Limited availability (currently | Currently unavailable
- Chat GPT Plus only open to testers) to the public
- Chat GPT Professional
Features - Open-source - Al-powered - Made with 70
conversational Al conversational chatbot billion parameters
chatbot - Built on Google's LaMDA
- Built on Open Al's GPT- | - Draws information from
3.5 the internet
- Draws information from
data it's trained on

7. Avoidance of the significant Al risks for Digital Ecosystems and Generative Language

Models

There is one of the most important topics. The ToplO of these risks are [8]

as follows (refer to Fig. 4):
Plagiarism culture
Copyright issues and violence

Information but not knowledge
Intellectual stagnation
Data security and user privacy

Human credulity
Digital dementia

CoNoOR~wWNE

Free user contributions with middle to low quality

Unrecognized bias (systematic error)
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10. Mythos about "Infinite Abundance".

ﬁ, Chat GPT App: ecosystem

Malware, fake
accounts

chat.openai.com s
eb- .
App _Client browser || MS Edge | | MS Office | | MS Azure || MS Bing
Webservice
Network

LangGuF?_Igg.th’de' RL = Reinforcement

Learning from Human
Feedback

PPO = Proximal Policy Online-texts and media
(knowledge status Optimization (PByte to EByte)

2021, 450 TByte)

— free with limited knowledge 2021

— paid subscription of around 20 USD/month for Chat GPT Plus and 42 USD/month for the professional
version

— further integration in multiple MS products such as Word, Bing, Edge, and Azure (ecosystem)

— available as a standalone or web app

— unfortunately also fakes and malware risks!

Fig. 4. ChatGPT at a glance and its ecosystem
8. Criticism and Warnings Against Generative Al-Language Models

An updated survey from the USA confirmed that 43% of all employees have already used
Chat GPT at work. Unfortunately, as this new survey has shown, too, the Al tools provide not only
positive effects. Even in contrast: it could affect up to 300 million jobs worldwide, especially
lawyer assistant and management employees. An open letter published by the non-profit society
"Future of Life Institute” has already been signed by ~10,000 prominent people, including Elon
Musk and Steve Wozniak. E. Musk: "Powerful Al systems should not be developed until we are
confident that their impact will be positive and their risks manageable”. The open letter also
mentions the potential risks to our civilization from generative Al language models in the form of
economic and political disruption (fake news, manipulated societies and finances, uncontrolled
access to dangerous substances and weapons). The EUROPOL had already warned of the possible
misuse of the Chat GPT for phishing attempts, disinformation, and cybercrimes.

Herewith some conclusions from the recent EUROPOL reports are cited: Al makes it easier
for criminals to misuse available knowledge for malicious purposes such as illegal weapon
operations, terror, porn and sex, drug-pushing, networking, and software hacking, but it also
provides for law enforcement officers, agencies and forensics new ways to fight against such crime
challenges. "Al is a potentially existential threat to humanity. A training pause for Al is
required...," said Elon Musk [9-11].

Autocratic regimes can use Al for the production of fake news and propaganda purposes.
Some such states regard Al as strategically very important and would like to give Al researchers
excellent freedom grades. For this aim, domestic access to Al tools must be restricted (like
Wassenaar Arrangement - 1996) [12].

Conclusion

This is a work-in-progress. Based on the discussed aspects a new Springer LNEE series title
is prepared for the year 2024: “Digital Ecosystems: Interconnecting Advanced Networks with Al
Applications” with approx. 700 pages, 39 chapters each up to 16-20 pages in Springer format, under
own edition, in close cooperation of scientists from Germany, Ukraine, Switzerland, Slovak
Republic, Poland, Czech Republic, South Korea, China, Italy, North Macedonia, Azerbaijan,
Kazakhstan, France, Latvia, Greece, Romania, USA, Finland, Morocco, Ireland, United Kingdom.

This book will continue the former Springer LNEE book series:
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1. Andriy Luntovskyy, Mikhailo Klymash et al. (Eds.). "Intent-Based Networking" (2022,
LNEE 831, ISBN 978-3-030-92433-1).

2. Andriy Luntovskyy, Mikhailo Klymash et al. (Eds.). "Emerging Networking™ (2023, LNEE
965, ISBN: 978-3-031-24962-4).
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PO3PAXYHOK B TIPOTPAMHOMY KOMIIJIEKCI ANSYS 3
BUKOPUCTAHHSAM MOJEJI IMIIOPTOBAHOI 3 «<AUTODESK 3DS MAX»

Anomauia: euxopucmannsa npozpamnoz2o komniexcy «Autodesk 3Ds Maxy», nooyoosa ma
iMnopm 2eomempii Ol AHANI3Y HANPYHCEHO-0ehOPMOBAHO20 CMAHY 3ANI300€MOHHO20 CMO6Na 8
PO3DAXYHKOBOMY KOMNIEKCI «Ansys», KA € NOMYICHOI 1 3PYYHOIO NPOSPAMHOIO CUCMEMONO 3
KOJMCHOI HOB0I0 8epCIEI0 HAOAE 0e0ani WUPULT MONCIUBOCMI OJisl KOMN'TOMEPHO20 MOOeN08aHH s
@izuunux npoyecis.

[TK ANSYS — 11e 6araTouiis0OBuii makeT mporpam sl YUCeTbHOr0 MOIETIOBaHHS (DI3UIHUX

MIPOLIECIB Ta ABUII Y Tally31 MIIIHOCT1, TUHAMIKU PiIMH Ta Ta3iB, TEIIO(PI3UKH, €JIeKTPOMarHeTu3my,
akyctuku. Y IIK ANSYS npencraBieni iHCTpyMEHTH 1110710 HACTYITHUX THITIB aHAIII3Y:
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Fluid Mechanics — wmopemtoBanHs Tewiii piamHu Ta ra3y. Structural Mechanics —
MOJICJIIOBAHHS 3a7ad JUHAMIKA Ta MIINHOCTI, BKJIIOYAIOYHW JIIHIMHAM CTAaTHCTUYHMI aHaI3,
CHEeKTPAJIbHUN Ta TAapMOHIMHMN aHami3, OLIHKY BTpPaTH CTIMKOCTI, MeXaHiKy pyHHYBaHHS.
Electromagnetics — po3paxyHOK paaiO€ICKTPOHHUX KOMIIOHEHTIB Ta IPUCTPOIB, iHTErpalbHUX
CXEM, aHTEH, EJEKTPUYHHUX MAIINH, MPHUBOMAIB, CHJIOBOIi EJEKTPOHIKH, CHUCTEM aBTOMAaTHKH,
TpaHchopMaTopiB, eneKTpudHuX Oatapeil. [loB's3aHi po3paxyHKHM - MOJICIIOBaHHS 3aBlaHb Ha
CTHKY PI3HHUX PO3IUTIB (Pi3UKH, HANPUKIAJ B3aEMOAIl MOTOKIB piguHMU a00 ra3y 31 CTpyKTypaMu
(FSI). lo3Bosisie IpoBOAUTH OaraTOAUCIUIUTIHAPHUEN aHalli3, 3aCHOBAaHWM Ha IOEJHAHHI PI3HHUX
THUIIB BUPIIIyBayiB.

byB BUMpoOyBaHWi BapiaHT BUKOPHCTAHHS JIBOX MPOTrPaMHUX KOMIUIEKCIB. J{JIsl criponieHHs
noOy0BU reOMETpii Ta MOAAIBIIOTO IMIIOPTY B MPOTPAMHHUI KOMIUIEKC «ANSys» MU CKOPUCTAIIUCS
nporpamoro «Autodesk 3Ds Max» (puc. 1).

i M 202

]

Puc. 1. IToGynoBa reomerpii -

Jns moOymoBu 3a1i300€TOHHOTO CTOBIA BUKOpUCTanu mporpamy «Autodesk 3Ds Maxy.
Mopenp Bucoror 10,5 M Ta 3MiHHOrO nepepizy. IMnmoproBana mojaens Oyjla KOPEKTHO CIpUIHSTA
nporpamoro  «Ansys». IIporpama [103BOJISIE TIPOBOIWTH YHCEIBHUN aHaTi3 3aJad MEXaHIKU
CYLIJIBHOTO CEepeIOBUINA 1 HATA€ IMHUPOKI MOKIMBOCTI JUIsl MIATOTOBKH T€OMETPUYHHX 1 CITKOBUX
Mojiene 1 mojanbiioi oOpoOKH pe3yiabTaTiB po3paxyHKy. BukoHaHo moOynoBY po3paxyHKOBOT
ciTku (puc. 3). SIkicHa po3paxyHKOBa CiTKa B OUIBIIOCTI BUMAJKIB € OJHUM 3 KIHOYOBUX ACIEKTIB
OTPUMAaHHS JOCTOBIPHUX PE3YyJIbTaTIB YMCEIBHOTO PIlIEHHS. Biibll TOTo, po3paxyHOK Ha CITIi, sKa
HEJIOCTaTHLO J00pe BIAINOBIA€ KOHKPETHIH 3ahayi, MOXK€ NPHUBECTU A0 3HIKEHHS TOYHOCTI
pILIEHHS, BIJICYTHOCTI 301)KHOCTI, BHUHUKHEHHS pI3HOTO pPOJY HECTIMKOCTeW 1 pyilHyBaHHA
YHCEIbHOIO PILICHHS.

e ax

Puc. 2. Monenbs cToBma.
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OpHUM 3 HaBaKJIMBIIINX €TaliB MPOEKTYBaHHS KOHCTPYKIT € BUOIP pO3PaXyHKOBHUX CXEM.
[lpomy eramy, SIK TPAaBUIIO, TPUAUIIETHCA Mao yBaru. [IpoekTyBalbHUK 3a3BHYaii BUOHpae 1o0pe
anpoOoBaHy po3paxyHKOBY cxeMy. Hampukian, 3 mpocTopoBOi paMu BUAUISETHCS TONIEPEYHA pama.
Po3paxyHOK BHKOHYETBCS Ha 4acTKy HaBAaHTAXEHH:, 10 npunanae Ha Hei. OueBHIHO, IO TaKUi
MiAX1T € HaOJIMKEHUM.

@4 S S 140y Sl
Fle Gt View Unie Tecls Hep | 51 @
Ea ® e

e prmssages

Puc. 3. [ToOynoBa po3paxyHKOBOI CITKH

CporonHi, y 3B'I3Ky 31 3HAYHUM PO3BHUTKOM KOMII'FOTEPIB € MOJIMBICTh BUBYCHHS OiJIbII
CKJIaJHUX 1 JOCKOHAJIUX PO3PAaXyHKOBMX CXEM, IO MPU3BOJUTH A0 MIJBUILEHHS HaAIHHOCTI,
MIITHOCTI 1 JOBTOBIYHOCTI KOHCTPYKIIH 1 cHopya, €()eKTHBHOrO iX BUKOPUCTAHHS, 3HU)KECHHS
MaTepialoMiCTKOCTI 1 BapTOCTI.

Meszages

V Puc. 4. Hedopmartii

Byno BukoHaHO po3paxyHOK (puc. 4) JUII KOPEKTHOTO CIPUHHATTS  MOJEIi
BUKOpHCTOBYBasacs MoBa APDL.

BucnoBku. [Ipn nmoOynoBi reomerpii Moxke OyTH BHKOPUCTAHWH MPOTPaMHHUN KOMILIEKC
«Autodesk 3dsMax» HacTymHHIA IMITOPT MOJEII KOPEKTHO CIPHUIAMAETHCS MPOTPAMOI0 «Ansysy,
SKa € MOTY)KHOIO 1 3pyYHOI0 POTrPaMHOI0 CHCTEMOIO, sIKa 3 KOXKHOIO HOBOIO BEpCI€I0 Hasae Aenali
HIMPIIT MOYIJIUBOCTI Il KOMITFOTEPHOTO MOJICTIOBAHHS (Di3MUHUX TPOIIECIB.

Po3paxyHOK 3 BUKOPHCTaHHSM HPOTPAMHOTO KOMILIEKCY «Ansys» J1ae IOBHE YSBICHHS IIPO
HaIpy>KeHO-1e(pOPMOBAHHI CTaH 3aT1300€TOHHOTO CTOBIIA.

Jlireparypa:
1. Murdoch K. 3ds Max 2012 User's Bible / Kelly Murdoch. — John Wiley & Sons, 2012. —

1312 p.
2. Yuxnanze E. JI. ByniBenbna Mexanika : miapyaauk. Xapkis : YkpJIA3T, 2011. 320 c.
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3AXMCT KOHOLIEHIIAHOI IH®OPMALIT IIJISIXOM IIUPPYBAHHS HA
OCHOBI TEH30PHUX METO/IIB

Anomauia. /[na 3abe3neyenHs 3axucmy OCHOBHUX @lacmusocmel ingopmayii, a came
KOHGhiOeHyitiHocmi, yinicHocmi ma OOCMYNHOCMI, A mMakoxc Ol NPUCKOPEHHS Npoyecy
wugpysanns, 3 Yo niosuujerHs eekmusHocmi 3acobie 3axucmy Kon@ioenyiunoi ingopmayii,
NPONOHYEMbCA 30IUCHIO8AMU WUDPYBAHHSA NOBIOOMIEHH 3d 00NOMO20K ONepayitl MeH30pHO20
aHanizy.

Y cyuacHOMy CBiTi iH(OpMamiiiHMX TEXHOJIOTiH, Mpu OOMiHI JOKYMEHTaMH IIO
HE3aXMUICHUX KaHajlaX 3B 53Ky, KOPUCTYBaul MOXYTh 3ITKHYTHCS 3 MpOOJIEMOIO BUTOKY
iHdopmarii uu ii MogudikyBaHHs. 3TOBMUCHUKHA MOXYTh 3aBJIaTH ICTOTHUX 30UTKIB OaHKIBCHBKUM
Ta KOMEPUIMHUM CTPYKTypam, Jep>KaBHUM IiIPUEMCTBAM Ta OpraHi3allisiM, a TaKoX NMPUBATHUM
ocobaM, sIKI BHUKOPUCTOBYIOTH €JNEKTPOHHUN JTOKYMEHTOOOIr. [[is Toro, moO BHUPIIIMUTH IO
npobieMy, He0OX1THO 3a0e3MeUnTH 3axucT 1H(OopMaIlii, 0 MICTUTHCS B JTIOKYMEHTI Ta NMPOBECTH
MPOIIeIypY BCTAHOBJIEHHSI aBTEHTHYHOCTI aBTOPA 1 CaMOro JIOKYMEHTA.

Kommieke mporeciB Ta TEXHOJIOTTUHUX pilIeHb, SKI 1OMOMaraloTh 3IHCHUTH 3aXUCT JaHUX
Ta 3armo0iraHHs HECAHKIIIOHOBAHOMY JOCTYIY 1O CHCTEMH, BXOIATh JO CKJIAAy TOHSTH, IO
BU3HAYalOTh KiOepOe3mneKky, sfKa € OJHUM 13 HaWBOXJIMBIIIMX €JEeMEHTIB HalIOHAJIBHOI 1
iH(popmariiiHoi 6e3nexu [1,2].

3acTocyBaHHSI TEH30PHMX METOJIB B TEXHIYHUX HalpsMKax, B TOMY 4YHCII, B
TesiekoMyHikalisax [3-10], oTpuMmani pe3yapTaTé BUBOAATH JOCHIJKEHHSI HA HOBUH PIBEHb, SIKUIl HE
BIABAJIOCS OTPHMATH, BUKOPHCTOBYIOUHM METO/H, IO 3aCTOCOBYBAJWCS paHimie. BukopucTaHHs
TEH30pHOI'0 aHaji3y 3alpOINOHOBAHO Ul JOCIIPKEHHS XapaKTEePUCTHK SKOCTI MEpexXi MacoBOTO
00CIyroByBaHHS, sIKa CKJIAJAEThCSl 3 CUCTEM MacoBoro oociyropyBanHs M/M/1 [4]. O6rpyHTOBaHO
JOLIIBHICTE TEH30PHOTO METOMy, IO JI03BOJIAE€ OTPUMYBATH €(QEKTUBHI PpILIEHHS OLIHKU
XapaKTepUCTHK SIKOCT1 MPH OAHOYACHOMY aHali3l Mepexki Ta Mepeki MacoBOro OOCIYrOBYBaHHS
pi3HOI CTPYKTYpHU Ta po3MipiB (GYHKIIOHATBHUX XapaKTepUCTUK [4,8].

TenzopHi MeTOIM 103BOJISIIOTH PO3B’SI3yBaTH Pi3HI MEPEKEB1 3aBJIaHHS, MPOTHO3YBATHU CTaH
MepeXi Ha NEeBHOMY NPOMDKKY dYacy 3 YypaxXyBaHHAM TOMNOJOIii Mepexi Ta OCOOIMBOCTI
(GyHKIIIOHYBaHHSI ~ BUKOPHUCTOBYBAaHUX  MpOTOKONIB. [loka3aHo  MOXJIMBICTH  CHUIBHOTO
MaTeMaTHYHOTO MOJIETIOBAHHS CTPYKTYPHUX BIACTUBOCTEH Ta ()YHKIIOHAJIBHUX XapaKTEPUCTHK
TEJIEKOMYHIKAIITHUX CUCTEM 3a JIOITOMOTOIO CTEIIaTbHOTO CIIOCO0Y 3aB/IaHHs CUCTEMHU KOOPAMHAT
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Ta BJIACTHUBOCTI 1HBapiaHTHOCTI TEH30pa, J€ IHBApPiaHTOM € 3HAa4YeHHSA Tpadiky y KOXKHUN
KOHKPETHHI MOMEHT 4acy [3-5].

B [6] po3risiHyTo TEH30pHY MOJENb TENEeKOMYHIKAI[IIfHOT Mepexi, SKy MpeICTaBIeHO B
0a3uci MDKMOJMIOCHUX INUIAXIB 1 BHYTPINIHIX BY370BUX Mmap. IlepeBaror BUKOPHUCTaHHS came
TEH30pPHOI MO/JIEN € 3a0e3MeUYeHHs IKOCTI 00CIyrOBYBaHHS 3a MOKAa3HUKAaMH MPOITYCKHOI 3/JaTHOCTI,
CepeIHbOI MIKKIHIIEBOT 3aTPUMKH Ta HMOBIPHOCTI BTPAT IMAKETIB.

Jlnst  MOCHiDKeHHS SIKICHHX —XapakTepUCTUK (QyHKUioHyBaHHS Mepexxi MVNO/LTE
3allpOIIOHOBAHO TEH30PHMM METOJl JEKOMIIO3ULIl apXITEKTYpU MEpexi 3 METOH OTPUMaHHS
ontuMalibHOI KOHirypanii 3’eqHanHsa 6a3oBux craHmiii e-NodeB 3a kputepisMu MakCHMaIbHOT
IPOIYCKHOT 3JaTHOCTI Ta 3aJaHUX MapaMeTpiB 3aTpuMkH [8].

B 3amayax anpokcumanii BHIIAJKOBHX MpPOIECIB Ta TMOJIB, TMpPH BiAHOBJIECHHI
JIMCKPETU30BAaHUX CUTHAJIIB ITPOTIOHYETHCSI BUKOPHUCTOBYBATH TEH30PHI crutaitau [9,10].

Ha nannumit wac Tteopis komyBauHsi [11-14] nyxke no0pe po3BHBAETHCA 1 3aCTOCOBYE
PI3HOMaHITHI PO3JALIM BHIIOI MaTeMaTHKH: Teopis HMOBIPHOCTEH, Teopis 4Mcel, MaTeMaTH4Ha
JIoTiKa, TaKi PO3/iIN JIiHIHHOT anreOpH, SIK MaTpHIli, BEKTOpHA ainredpa i Teopist MoJIiHOMIB.

3abe3meynTy 3aXUCT OCHOBHUX BIJIaCTUBOCTEW iH(oOpMarii, a came KOHQIIEHIIHHOCTI,
IUTICHOCTI Ta JIOCTYITHOCTi, MOYKHA IUIIXOM BUKOPUCTaHHS KPUNTOTpadiuHuX adropuTMiB. SIKIIO
haerbest mpo 3abe3meueHHs KOHQIAEHIIIHOCTI, TOOTO 3aXUCTy BiJl BUTOKY iHQoOpMaIli, TO Ie
BUPIIIYETHCS NUIAXOM MIHM(PYBaHHS BIAKPUTOTO TMOBiIOMIICHHS. 3amu(poBaHe MOBIIOMIICHHS Y
BUIJISAI KPUOTOIpaMH MEpeJaeThesl OJepKyBadyeBl MO He3axulleHoMy KaHany. IIpu npomy, s
3amuQpoByBaHHS Ta pO3IMU(GPYBAHHS MOBIIOMIICHHS, HEOOXITHO 3HATH KIIOY MMHU(PpPyBaHHS
(mpaBwio iepeTBOpeHHs ) [15].

B 3anexnocti Bifg oOpaHoro amroputmy mm@pyBaHHs, omnepamii 3amm@poByBaHHS Ta
po3N(pPyBaHHA MOXKYTh BUKOHYBaTHCS MO-pi3HOMY. Tak, SIKIIO BUKOPUCTOBYBATH CUMETPUYHUN
anroput™M  mmMdpyBaHHSA, TO  MpoHeaypd  3amM@pOBYBaHHA Ta  PO3IMIH(PPOBYBAHHS
BUKOHYBAaTUMYTbCSI OTHUM CIIJIBHUM CEKPETHUM KITIOUYEM.

B pa3i BUKOpUCTaHHS AaCHMETPUYHOTO AITOPUTMY, Tmporec MmudpyBaHHS Oyze
BUKOHYBAaTHCS JBOMa PI3HUMHU KitodaMu. ToOTo 3ammdpoByBaHHS TEKCTy Oyne 37iMCHIOBATHCS
BIJIIIPAaBHUKOM 32 JIOTIOMOTOI0  BiJIKPUTOTO KJIOYa, a TIPOILEC BiJHOBICHHS IOBIIOMIJICHHS 3
KPUNTOTpaMH — 3a JIOIOMOIOI0 1HIIOTO CEKPEeTHOro Kioua ojepKyBaya. Ll mapa kimouiB
00MpaeThCs 3a MEBHUM 3aKOHOM [16].

[Ipore, ans mporecy mmdpyBaHHS dYacTimie OOUPAarOTh CaMe€ CHUMETPHYHI CHUCTEMH 31
CHUIbHUM CEKpeTHUM KiroueM. Llell BHOIp MOSICHIOETHCS MIBUAKICTIO MIM(PPYBaHHS (aCUMETPUUHI
CHCTEMHU MpPaLOI0Th MOBUIBHIIIE).

JUia  migBuiieHHs — eQeKTUBHOCTI  3aco0iB  3axucTy  KoH(ineHuidHOI  iH(opmaiii
HPOMOHYETHCS 31HCHIOBATH IH(PYBaHH MOBIIOMICHHS TeH30pHUMHU MeToamu [17,18].

Po3rnsiHeMO mMOYaTKOBHMH BHXIIHUI TEKCT, HANPUKIAN, y BHIVIAAI TEH30pa YETBEPTOL
BaJICHTHOCTI T ik N — MipHOTO MpocTopy, h, i, j, k = 1,n. Sxmo 3xificauTH anreGpaiune 10aBaHHA
3 yuciaoBUM Koedimientom 0,5 micns omepauiii cUMeTpyBaHHsS 1 albTEpHYBaHHS IO JIBOX
KOBapI1aHTHHX 1HJIEKCaX, TO KOMIIOHEHTH BUX1THOTO T€H30pa He 3MiHAThes [17]:

Ti’}k = O'S(T(}ilj)k +T[}ilj]k)’ (1)

ne hopMyIor T('i’j) k= Tl ikt le 3aJ]a€ThCs OIepallisi CUMETPYBaHHs O JBOX 1HJEKCax 1
Ta j; T[’l-lj] k= Tl ik T — omeparlis anbTepHyBaHH 110 1HJeKcax 1 Ta j.

HepeTBOpCHHH (1) Mo>xe BHCTYIaTH B SKOCTI Kiroya mUdpyBaHHa. B pe3ynbrari onepauiii
CHMETPYBAHHS i albTepHYBAHHS 10 JBOX iHAEKCaX i3 BHXigHOTO Tensopa T} jk MM OTPHMA€eMO JBa
TEH30pHU T(l k1 T[l k> K1 MOXHO 30epirati abo BianpasiasTi. ToOTO B mpoueci muppyBaHHs 13

OJIHOTO TE€H30pa MU OTpUMaiH ABa TeH30pu. [loTim 3a momomororo popmynu (1) MokHa 311HCHUTH
posmndpyBanHa. OCKUTBKM PpO3IJISIHYTI omepaiii CUMETpyBaHHA 1 albTEpPHYBaHHA € JyXKe
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MPOCTUMHU, TO BCI OOYMCIICHHS HE MOTPUOYIOTH 3aTpaTd BEIMKUX pecypciB. Tomy mporecu
mupyBaHHs 1 PO3MHQPPYBAHHS € MPOCTUMHU 1 JOCTATHHO MIBUIKUMH, TOOTO € €(hEKTHBHUMU.

BuxigHuin TekcT

h
T; ik
Onepauisi cumeTpyBaHHS Onepauis anbTepHyBaHHA
h h
T Tiijik

\./

Kntoy windpysaHHA

Tijic = 0.5 (T i+ i)

Pucynok 1. [Ipouec cTBopeHHs Kitoya muppyBaHHS

TakuM uyMHOM, MOXHa 3pOOMTH BHUCHOBKH, IO 3@ PE3yJbTaTOM BHKOHAHHS oOmepauii
TEH30pHOI'O aHaji3y, MOXHAa OTPUMATH MOXIUBICTh 3alIU(ppPOBYBAHHS IOBIJOMJIEHb Ta
posmudpoByBanHsa Kpuntorpam. [lpm mpomy BigOyBaeThbCs MiABUINEHHS IIBUAKOAII MPOIIECY
3a0e3neueHHs 3aXUCcTy KOH(D11eH1HHOT 1HpOopMallii Ipu 311HCHEHH] IOKYMEHTOOOITy.
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oA IMPOTOKOJIIB TA CEPBICIB HACKPI3HOI'O HIM®PYBAHHA

Anomauina. B pooomi posensnymo HaunonyisapHiui npomoxoiu ma cepsicu HACKPIZHO2O
wuppysanus, sIKi GUKOPUCTNOBYIOMbCS OISl 3aXUCMy KOH@IOeHyiiHocmi ma be3neku 0aHux nio yac
ix nepeoaui uepes mepedicy. Lle mooce Oymu KopucHo 0as mux, Xmo yikasumscs Kibepbeznekoro,
NPUBAMHICIIO, A MAKOMC Ols KOPUCY8A4ie, SAKI WyKaromes Oe3neuni memoou KOMyHiKayii ma
00MiHY iHhopmayiero.

VY Gararbox ciyx0ax 3B’s13Ky Ta 0OMiHY TOBiJOMJICHHSIMH BUKOPUCTOBYETHCS IIHU(PPYBaHHS.
Opnak, npu TpaauuiiiHoMy mupyBaHHI 3amu@poBaHe TOBIJOMIICHHS BIANPABIAETHCA 3
MPUCTPOIO BIJIMIPaBHHUKA Ta JOCSATAE CepBepa CiyxOu oOMiHy moBimomiieHHAIMH. Ha cepsepi
MOBIIOMJICHHSI PO3IIN(POBYETHCS, a MOTIM IMUQPPYETHCS Ha3ax 1 BiAIPABISETHCS OICPKYBady.
OT1xe, cepBep MOXe IPOYUTATH BMICT NOB1IOMJIEHHS. Llelf MexaHi3M He rapaHTye MOBHOI Oe3neKu
Ta KOH(1ACHIIIHHOCTI BAXKIMBUX JaHUX Ta 1HGOpMAaIIii.

Hackpizue mmudpyBanus (end-to-end encryption, E2EE) — mne tun mmdpyBanus, sxuit
3a0e3meuye KOH(DIMEHIIWHICT, JaHUX HA BChOMY IDIAXY iX Iepenadi BiJl BiJIpaBHUKA JO
orpumyBada. Y E2EE pani mudpyrorecs B cuctemi abo npuctpoi BiANpaBHUKA, 1 JIHIIE
NpU3HAYCHUH OfepKyBaud MOke ix posmmudpysatu. Hanmicinane moBiZOMIIGHHS HE MOxe OyTH
MpoYUTaHe YU 3MiHEHE MPOBAKMIEPOM Mepexi, CepBepoM, XakepoMm abo Oyab-gKOI i1HIIOO
OpraHi3ami€lo 4u CIryx00ro.

Huxue onrcano 0CHOBHI KPOKH B MPOIIECi HACKPI3HOTO MIM(pPyBaHHS.

T'enepayisn xnouie. KokeH ydaCHHK KOMYHIKallli TeHEpy€e CBOIO Mapy KIIOYIB — 3aKPHTHI
(mpuBaTHMIA) KJIFOY 1 BIAKpUTHH (myOmiunuii) kmrod. L{i kimroui yHIKanbHI A7 KOKHOI PO3MOBH,
TCHEPYIOThCS Ta KEPYIOThCS BUKIIIOYHO KOPUCTYBayaMH, a He MOCTavaIbHUKOM oCiyT. Lle o3Hauae,
1110 HaBITh SAKILO TPETsI CTOPOHA OTPUMAE JOCTYII 10 AAHUX, BOHA HE 3MOXKE pO3IIM(pyBaTH iX 6€3
KkpuntorpadiuHux kiroyiB. [IpuBaTHUIl KiIIOY 3aIMIIAETHCS BUKIIOYHO Ha NMPUCTPOI BIACHHKA, a
nyOJIIYHUHN KITFOY PO3MOBCIO/KYETHCS ISl KOMYHIKAIT 3 IHIIUMH YYaCHUKAMU.

Hlugpysanna oanux. Konu BIANMpPaBHUK XO4e HAIICIATH TOBIJOMJIEHHS YM JaHl, BOHHU
mUdpyOTHCS 3a JOMOMOTOI0 BIIKPUTOTO Kit04a OTpuMyBaua. lle o3Hauae, 110 TIABKM BIIACHUK
3aKpUTOTO KIJII0Ya MOXKE pOo3MIn(pyBaTH J1aH1, BUKOPUCTOBYIOUH CBii 3aKpUTHUI KITIOY.

Ilepeoaua sawugposanux oanux. 3amudpoBaHi JaHl MEPeaaoTbCs Yepe3 KOMyHIKaliiHuR
kaHai abo mepexy. TexHonoris E2EE 3a0e3neuye 3axucT JaHUX BiJ MPOMIDKHUX BY3JIIB, TAKUX SIK
cepBepH, MPOBaiiiepy YM 3JIOBMUCHHKH, OCKUIBKM JaHi 3amn(poBaHi TaKUM YHMHOM, IO JIUIIE
BJIACHUK IPUBATHOTO KJFOYa MOXKe iX po3mmdpyBary.

Poswugpysanns oanux. Ilpu oTpuMaHHI 3aM(ppoBaHUX AAHUX, OTPUMYBa4 BUKOPHCTOBYE
CBI{ 3aKpUTHUHN KJIOY AJ1s pO31IM(PYBaHHS MOBIIOMIIEHHS YU JaHUX.

BaxnuBo 3ayBaxkutH, mo xoua E2EE 3abe3nedye KoHQ1IEHLIHHICTH 3B’SI3KY, BOHO HE
3axuilae MeTajiani, HarpyuKiIaa iH(GopMalito Mpo BiANpPaBHUKA Ta oJepKyBadya ado yac 1 TpUBaJIICTh
cninkyBaHHA. Kpim Toro, HackpizHe mudpyBaHHs HE 3a100irae iHIIUM pU3UKaM O0e3MeKH, TAaKUM SK
3JI0BMHUCHE TTpOTpaMHe 3a0e3NedeHHs a00 HEaBTOPH30BAaHUI JTOCTYII IO IIPUCTPOIB.

[TpoTokonu Ta cepBicHM HACKpI3HOTO IM(PYBaHHSA IIMPOKO BHKOPUCTOBYIOTHCS B PI3HUX
nporpamax i oOMiHY TMOBI1JIOMJIEHHSIMH, CIYyX0ax €JIeKTpPOHHOI MOIITH Ta miargopmax oOMiHY
daitnamu 115 3aXUCTy KOH(iIeHUiHOI iH(popMallii, HampUKIIaa 0COOUCTHX PO3MOB, (HiIHAHCOBUX
naHux a00 KOH(IACHIIMHUX JOKYMEHTIB, BiJ HECAHKIIIOHOBAHOTO JIOCTYIy a00 TEpEeXOTUICHHS.
Po3misineMo aesKi 13 HaNOIIMPEHIUX.

Signal Protocol € ogauM 13 HaMOMyNSIPHIIINX MPOTOKOJIIB HACKPI3HOTO mupyBaHHs. Bix
BUKOPHCTOBYETHCSI TaKUMHM MeceHpkepamu, sk Signal, WhatsApp Ta iHmmmu miardpopmaMu
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oOminy nosinomienHamu [1]. Ilporokon Signal moennye posmupenuit nporokon [lipdi-Xenmana
(X3DH) nns y3romkeHHs kimrodiB Ta anroputM Double Ratchet mns mmdpysanns. X3DH
BCTAHOBIIIOE TIOYATKOBUHM CHUIbHUM CEKPETHUH KIIOW MK JBOMa CTOPOHAMH, SIKi B3a€EMHO
aBTEHTU(]IKYIOTh OFHA OJHY HAa OCHOBI BIIKpUTHX KIOUiB. /[0 abo micis yrogu mpo K49 3a
anroputMoM X3DH cTOpOHM MOXYTh MOPIBHIOBATH CBOi 1€HTH(IKAIIifHI BIAKPUTI KIIIOYI Yepe3
NeBHHUI aBTeHTU(]iIKOBaHMI KaHai. Hampukiaa, BOHM MOXYTh MOPIBHIOBATH BIIOMTKH BIJKPUTHUX
KJIIOUiB Bpy4HY a00 ckanyroun QR-kox.

Pretty Good Privacy (PGP) € cucremoro mmdpyBaHHS Ta IIJANNACY EICKTPOHHUX
noBiomieHb. PGP BukopucroBye TiOpuaHy cxemy MH(pyBaHHS, B SKiM PO3MOAUT KIOYIB
3MIACHIOETBCS 32 JOTIOMOTOI0 acuMmeTpudHuXx KpuntoanroputMmiB (RSA, ElGamal), a npouec
mmdpyBaHHas qaHux — 3a gornomororo cumerpuunux (IDEA, TripleDES, AES). Okpim mudpyBanus
PGP no3Bosisie TakoX KOpHCTyBauaM IIIANMCYBaTW CBOi IOBIJIOMJICHHSI 13 BHUKOPUCTAHHAM
anroputMmy nudposoro mianucy DSA, TakuMm 4MHOM 3a0€3MEUyIOYM aBTEHTHYHICTH Ta IUTICHICTh
JaHUX.

OpenPGP € cranmaprom HackpizHOro mH(pPyBaHHS, SKUH PO3MHPIOE (YHKIIOHATIBHICTH
PGP 1 3abe3neuye 3py4yHuii Ta Oe3meyHui OOMIH TOBIJOMJICHHSIMH MK KOpHCTyBauamu [2].
OcHoBHOW MeTot0 OpenPGP € CTBOpeHHS BIJKPUTOTO Ta CTAaHIAPTU30BAHOTO CEPEIOBHUINA IS
peastizallii HaCKpi3HOro mu(pPYBaHHS EIEKTPOHHOI MOIITH, IKE MOXKE OyTH BUKOPHCTAHE PI3HUMHU
nporpaMaMu Ta ciyxOaMu s 3a0e3nedeHHs KOH(iIeHIIHHOCTI KomyHikalii. CepBepH KIIOYIB
OpenPGP € 3aranbHONOCTYNHUMH PpENO3UTOPIAMHU JUIsl 30epiraHHs Ta OTPUMAHHsS BIAKPUTHX
kirouiB. KoprcryBadui MOXKyYTh 3aBaHTa)KyBaTH CBOT BIAKPUTI KITFOY1 Ha CEPBEPH KIIFOUIB, POOIISTIH 1X
JOCTYITHUMM JUIs 1HIIUX KOPUCTYBAUIB.

Hackpi3He mmdpyBaHHS BHKOPHUCTOBYETHCS ILIaTGOPMOIO BifeokoH(pepeHUin Zoom s
3aXMCTy KOH(]IIEHIINHOCTI aynio- Ta BiI€OJAHMX, SIKI MEpeAaroThes M yac 3ycTpiueil. Baxkiuso
3a3Hauntd, mo E2EE y Zoom He yBIMKHEHE 3a 3aMOBYYBAaHHIM 1 TOTpeOye axTHBaIii
kopuctyBaueM. [Ipore, 11e oOMexxeHa PyHKIIIs, 1 HE BCl MOXKIMBOCTI Z0oom, TaKi sIK 3alKc 3ycTpiueit
a00 BUKOpHCTaHHS JESKUX CTOPOHHIX IHTErparmii, MOXXyTh OyTH JOCTYIIHI NpPHU BHKOPUCTAHHI
HACKPI3HOTO MU(pyBaHHS.

Jlesiki TOMTOBI CIIY’)KOM HAJal0Th BOYJAOBaHY IMMIATPUMKY HACKpIi3HOTO MmU(PyBaHHS.
Hanpukinan, Proton Mail € nomroBum npoBaiinepom, skuii npononye E2EE ans Bcix nucTiB, siKi
BIJINMPaBIISIOTHCS MK KopucTyBauamu Proton Mail [3]. BMiICT €eKTpOHHUX JTUCTIB MUQPPYETHCS HA
HOPUCTPOT KOPUCTYBaya Iepe] HaJACHUIAHHSAM Ha CEpBEpH, TOOTO JIMIIE BIANPABHUK Ta OJEpKyBay
MOJKEeTe po3MMU(pPyBaTH AaHI.

Hanpukinni 2022 poky B Google moigomuiu, mo a1 Gmail Takox Oyne BIpOBaKeHO
E2EE, sxe oTpumaso anbTepHaTUBHY Ha3By «udpyBaHHs Ha cTopoHi kiieHTa» (Client-side
encryption, CSE). Ile a03BOJIMTH OKpEMHUM KOpPHCTyBauaM IaKeTy XMAapHOTO IpPOTrPaMHOI0
3a0e3neueHHss Google Workspace Hajacunaru Ta OTpUMYBaTH HaAIMHO 3amM@poBaHi JUCTH.
[IudpyBaHHs BMICTY BUKOHYEThCS Y Opay3epi KIIi€eHTa nepes nepeaadero Yu 30epekeHHsIM JaHuX y
xMapHoMy cxoBuIll Google. Pazom 3 tuMm, Google nosicatoe, mo CSE Binpiszuserscst Big E2EE,
OCKUIBKM KIIIEHTH BUKOPHMCTOBYIOTH KIIIOUl MIM(PYBaHHS, SKI I'€HEPYIOTbCS Ta 30€piraroThCs B
XMapHI{ ciy’k01 KepyBaHHsI KJIFOYaMHU, TOXK aIMIHICTPaTOpy MOXKYTh KOHTPOJIIOBATH KJIIOUl Ta THX,
xT0 Mae 10 Hux goctyn. 3 E2EE anMmiHicTparopu He KOHTPOJIOIOTH KIIOYl KJIIEHTIB 1 HE MOXKYTh
BIUTMBATH Ha JIOCTYII KOPUCTYBa4a J0 KITFOUiB.

3aranioM, HacKpi3HE IU(PYBAHHSA € OJHUM 3 HAWOUIbII HAAIMHUX METONIB HIM(pYyBaHHS,
IPOTE BaXJIMBO BpPAaxOBYBaTH, IO JUIsi HOoro eQeKTUBHOI peami3amii, fK BIANpPaBHUK, TaK 1
OTpPUMYBa4 MarOTh BUKOPUCTOBYBATH Ty caMy IOILITOBY ciyxO0y ab0 CyMiCHI METOAM Ta MPOTOKOIH

muppyBaHHS.

Jlireparypa
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PSYCHOLOGY OF CYBERSPACE. SOCIAL MEDIA ADVANTAGE FOR THREAT
ACTORS

Abstract. This work is dedicated to the study of the existing patterns in cybersecurity and
their relation with overall trends in cyberpsychology. Also, the object of social media for phishing
and analysing behaviour is covered.

Cybersecurity is only establishing subject of computer science. However, with the rapid
development of information communication technology, the importance of it is growing every year.

Even though a lot of advanced tools and techniques compromise a system, the most
effective remains the same for a lot of years straight. Some organizations, such as Identity Defined
Security Alliance (IDSA), have gathered data from more than 500 individuals, who are responsible
for information technology (IT) or security departments and have more than 1000 employees [1].
The results of the questionnaire are shown in Figure 1.

Phishing, including broad based campaigns or spear phishing (NG =5
Inadequately managed privileges (N, 67
Stolen credentials (NG 52
Social engineered password [[NNNEGNGEGNGEEEEEEEEEEEEEE 72
Compromised privileged identity (NG 25
Brute force attack, including passworg:l spraying O
or credential stuffing

Excessive privileges leading to an insider attack ([ RNRNREREGEG— 21

Third party er supply chain attack (NG 5

Man in the Middle attack (N 15

We have not had a breach in the past year 16%

0% 20% L0% 60%

Figure 1 — Kinds of identity-related breaches in companies for 2021

By analysing Figure 1, it can be concluded that all kinds of phishing (spear phishing and
others) remain the top threat for companies with a 59% rate. Socially engineered passwords have
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occurred in 27% of organizations. The famous case of the Uber breach in the autumn of 2022
emphasizes the importance of staying cautious for not to become the next breached company or
individual.

The interesting thing is that by adding insider attacks due to excessive privileges, the
percentage of breaches related to humans significantly rises up. That is why people are the weakest
link in cybersecurity.

And from that perspective, cyberpsychology started to form as an independent area, with a
focus on understanding the psychological processes related to and underlying, all aspects and
features of technologically interconnected human behaviour [2].

All our interactions on the Internet remain there. And the users form their digital footprint.
By analysing comments and photos, the Big 5 personality traits can be predicted (Azucar et al. [3]).
The Big 5 model is one of the most used in behavioural sciences. It consists of five dimensions —
wide categories of personal traits.

Competence, self-discipline, self-control, perseverance and a sense of duty are all aspects of
conscientiousness and adherence to rules and regulations.

Positive emotions, friendliness, assertiveness, ambition and a sense of adventure are all
characteristics of Extraversion.

Compassion, cooperation, belief in the inherent goodness of people, reliability, helpfulness,
obedience and directness are all characteristics associated with agreeableness.

Being open to new and different experiences, inventive ideas and unconventional views
implies a tendency towards creativity, adaptability and imagination.

The tendency to experience negative emotions, anxiety, pessimism, impulsivity,
susceptibility to stress and self-doubt are characteristics of neuroticism [4].

According to this information, a threat actor can try to use some of the six methods of
influence that were represented by famous psychologist and academic R. Cialdini in his book
«Influence».

Authority — this implies that people tend to obey the orders or requests from those, who are
hierarchically higher by their position or status.

Commitment and consistency — mostly, the majority of people try to act consistently in
similar situations.

Reciprocity — based on the social norms to give back after favour.

Liking — if one human likes another, it results in a higher agreement rate.

Social proof — as people try to seem normal and fit in society, they trust more to someone
who has done such things before.

Scarcity — limitation of resources. This technique is widely used in marketing because rare
things make people desire them more. Even information with limited access persuades better [4].

Figure 2 represents the relation between the Big 5 model and Cialdini’s influence
methods [4].
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Figure 2 — The relation between the Big 5 model and Cialdini’s influence methods

Analysis of Figure 2 also shows how personality traits affect susceptibility to phishing
messages. Arrow up — for increasing this chance, down — for decreasing and two-way arrow — for
both (depends on circumstances and not yet researched extensively).

So, because people can intentionally or unintentionally disclose a lot of personally
identifiable information (PII), the task becomes much easier for threat actors. Of course, because
threat actors often do not know their victim, they are more likely to use authority or urgency (lack
of time).

Research by Alkhalil et al [5] also emphasizes that age and demographics are important
factors to define the resistance of soshing (a term to refer phishing through social media). In
general, young adults from 18 to 25 and old people (65+) click on the phishing link with more
probability. Demographics here represent not only nationality but rather the working environment.
For example, those who spend more time in front of computers are less susceptible to these threats.
The same is true for information technology and engineering students.

The CERT-UA has documented cases of phishing attacks in Ukraine involving fraudulent
SMS messages as well as fraudulent emails purporting to be official government communications.
In one worrying incident, people are having 10 UAH deducted daily from their bank accounts as a
result of unauthorised SMS subscriptions to unidentified services. These incidents highlight the
need for people to be vigilant, to be cautious when disclosing personal information, and to use
security measures to protect themselves against phishing scams and unauthorised financial
transactions.

It is clear from the evidence presented that successful phishing attacks require not only
technical expertise but also an understanding of human psychology. Phishers use psychological
vulnerabilities including trust, curiosity, and the desire for rewards to trick others into falling for
their frauds. As a result, it is critical to educate oneself on basic phishing strategies as well as the
psychological manipulation involved.

A multi-pronged approach is required to effectively combat phishing efforts. Individuals
might benefit from awareness training in recognizing and responding to phishing threats. Technical
methods such as spam filters, encryption, and two-factor authentication can provide additional
protection layers. Furthermore, legal measures are critical in pursuing and discouraging those who
engage in phishing activities.
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By combining knowledge of psychology with technical safeguards and legal action,
individuals and organizations can enhance their defences against phishing attacks and protect
themselves from the potential harm caused by online scams.
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IT-TTIPABO SIK KOMIIOHEHT 'APMOHII PEAJIBHOI'O TA BIPTYAJIBHOI'O CBITY
Bce me, wo € — ye inpopmayis...

AHanizyroun 1HpopMaliiiHe CYCNUIBCTBO IMOCTMOJEPHY MH MOXEMO 11eHTU(IKYBaTH
BIIUYTHY 3MIHY 3acaj CBITOIVIAJHUX MO3ULINA y OIK TEXHOJIOri3alii, sIK MEepCHeKTUBH, CEHCY 1
(dopMH TOJANBIIOrO PO3BUTKY JIOJCTBA. 3a3HAauYeHl TpaHCopmalii OTPUMYIOTh HMpPOSB Ha BCIX
PIBHSIX: MUCJIEHHS, A1SUIBHOCTI, BIpH.

3a mocniKeHHsAMH BigoMoro TexHo-¢pytyposora P. Kypugena, 3pobiaeno nporuos o 2099
p., moao po3Butky IT-iHmyctpii, 30kpema: 1o 2020 p., KOMI'IOTEpU AOCSATHYTh MOTY>KHOCTEH
JFOICBKOTrO MO3KY; y 2022 p., B CIIIA Ta €Bpormi OynyTh npuiiMaTi 3aKOHH, 110 PEryJIIOBATUMYTh
BITHOCHHH JIt0JIeH 1 po6oTiB; y 2029 p., komm’toTep npoiiae Tect ThiopiHra Ha MpeIMeT HasBHOCTI
y HbOMY pO3yMy, 110 (PaKTHYHO CTaHE CTBOPEHHSM PO3YMHOIO LITY4HOTO iHTenekTy; B 2038 p.,
3 SABISITHCSL poOOTH30BaH1 roau; 2042 p., Oyae pokoM mepinoi MOTEHIIMHOI peaizallii 6e3cMepTs;
y 2044 p., HeO1070T1UHUI IHTENEKT y MUIBbSIPAM Pa3iB CTaHE PO3YMHIIINM, aH1Xk 010J0TIYHUH. ..[6]

O. BinHuk, 3BepTae yBary 1o, HU(POBI TEXHOJNOrli 3a0e3Nneymyivi CTBOPEHHS Ta
(GyHKLIOHYBaHHS LHU(POBOTO CBITY, IO HaJa€ TPaHAIO3HI MOMJIMBOCTI IIOJO: MOUIUPEHHS
iH(dopmaii 1, BIAMOBIIHO, IPOCYBAHHS CBOIX 17Ieil B CyCHJILCTBI Ta TOBapiB HAa PUHKY; CTBOPEHHS
NPUHIUIIOBO HOBUX I[IHHOCTEH, I10 HE MAIOTh pedyoBoi (JOpMHU; MOMKIMBOCTI JiSSTH aHOHIMHO (1110
IPUTAMAaHHO W YYaCHHMKaM BIPTYaJbHUX MIJIPUEMCTB), IIBHJKICTb, €KOHOMIYHICTh Ta JIETKICTh
OHJIAMH CHUIKYBaHHS; IHHOBALIHHOTO PO3BUTKY TOMIO. 3a3Hau€Hi MOXKJIMBOCTI BUKOPHCTOBYIOTBCS
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3 PI3HOI0 METOI0: CYCIIJIBHO KOPHCHOIO, CYCHUIBHO HEHTpalbHOIO, CYCHUIBHO IIKIJUIMBOIO, IO
3YMOBJIIOE HEOOXITHICTh 3BaAKEHOTO 1 COIIaJbHO CIPSMOBAHOTO CTaBJICHHS JIEpPKaBHO-
OpraHi30oBaHOTO CYCHUIbCTBA Ta MDKHApOAHOI CHUIBHOTH 10 UU(pPOBi3allii, BCTAaHOBJICHHS
[IMBUTI30BAaHUX TIPaBUJI TPU B aHAJIOTO-IU(GPOBOMY CBITI, BKIIOYHO 13 3aKPIIUICHHSIM: OCHOBHHUX
UppPOBUX TpaB Ta OOOB’S3KIB YYACHUKIB IU(PPOBIZ0BAaHUX BiJHOCHH, 3a00pOHHU 3JIOBXKHBAHHS
CBOIMH HHM(PPOBHUMH MOXJIMBOCTAMU Ha INKOAY IHIIUM 0cC00aM Ta CYCHIIBCTBY B LUJIOMY,
IIPaBOBOIO CTAHOBHILA BIPTyalIbHHUX CYO’€KTIB 1 MPAaBOBOTO peXUMy LUGPOBUX Onar/pecypcis,
MpaBUJ  BIPTYaJdbHOTO CHUIKYBaHHS (BKJIIOYHO 3 JIOTOBIPHMM), TIpaBUJ KOHKYpPEHIII Ha
U(POBI30BAaHUX PUHKAX, a TAKOX aJCKBATHUX IU(PPOBOMY CBITY 3ac00iB BiAMOBIAAIBHOCTI 3a
MOPYILICHHS 3a3Ha4YeHux npasui [1, ¢.37].

Binrak, TexHosor13a11isi 3yMOBHIIa BUAUICHHS Y 0COOIMBE CTaHOBHIIE iHPOPMALiO (JaHH1),
sKa CTajia MeplIOeIeMEHTOM CTPYKTYPYBaHH HOBOI MOJIeJI CBITOIVIAY i CBITOCTIPUIHSTTS.

1O. Xapapi, y cBoiii kauzi «Homo Deus. KopoTka icTopis MaitOyTHHOTr0» 3a3Hayae MosiBY
HOBUX (OpM TpaHCryMaHI3My: TEXHOT'YMaHI3M 1 pemiriro jgaHux (maraizm). Pemiris gaHux
CTBEPIKY€E, IO JIOAM BHKOHATM CBOIO KOCMIYHY MICiF0 1 Temep MaloTh MepeAaTtH ectadery
aOCOJIIOTHO HOBHUM BHJaM CyTHOCTed. Ha BigMiHy Bin gaTtaismy, B SKOMY NPUHHATTS pillleHb
BiOyBaeThCs Ha MiACTaBi HU(POBHUX ITOKA3HUKIB, TEXHOTYMaHi3M Ha TepIIe MICIe CTaBUThH
OaxaHHs Ta crienuiyHi 1HTEpecH TOAUHU. TeXHOTyMaHI3M TMOroJKyeThes, mo Homo sapiens,
SKMM MU HOTO 3HA€EMO, YK€ MPOMIIOB CBii iCTOpUYHUE NUISIX 1 Oyne 3aliBUM y MailOyTHbBOMY,
OJIHaK MOro BAOCKOHaleH1 (i3W4yHI ¥ MEHTadbHI 3AI0HOCTI JONOMOXYTh Homy 30epertu cebe
HaBiTh Yy TPOTUCTOSHHI HAWCKIAAHIIIMM HECBIIOMHM ainroputMaM. OCKUIBKH IHTEJIEKT
BIIUIAE€THCSA BiJ CBIOMOCTI, 1 TOMY, 1[0 HECBIJOMUI 1HTENEKT PO3BUBAETHCSA 3 KAPKOJIOMHOIO
MIBHJIKICTIO, JIFOJW TOBHHHI aKTHMBHO BJOCKOHAJIOBATH CBill PO3YyM, SIKIIO XOYYTh 3aJHIIUTHCS B
rpi» [4].

Crhin BpaxoByBaTH, HIO PO3BUTOK TEXHOJIOTIH IITYYHOTO IHTENIEKTY, BEIUKUX JaHUX 1
QITOPUTMIB HE TIJIBKU JIOMOMOXKE JIFOJAMHI BUPINIYBaTH I100albHI MpobaemMu, aine i Mae CyTTeBi
pusuku. Tak MiHHICTH JIOAMHM, ii OakaHHS PO3BUBATHCS BU3HAYATUMETHCS JIMILIE THMH JaHUMH,
AKl JUis Hei Oyle reHepyBaTH TEXHOJIOTIYHMH aNropuTM. 3a TakMX YMOB JIIOJAMHA CTa€ JIUIIE
JIAHKOIO B JIAHITIO31, a OyIb-SKUH JTIOACEKUAN TOCBIJ 3HEHIHIOIOTHC. OIHAK 3a3HAYCHE HE 3MEHIIYE
Ti€l poui Ky BiJlirpae iHdopMallis y CydacHOMY CYCIIJIbCTBI

Maroun HacTUIbKH ITI00aIbHUM XapakTep, 3a3Ha4eH1 Ipolec 6e3yMOBHO MalOTh OTPUMATH
HaJIe)KHE TpaBoBe peryitoBaHHs. 3 1poro mpuBogy P. O. CredanHuyk 3a3Havae, 10 «3MiHa
CYCHIUJIBHUX BIJIHOCHH, 3yMOBJIEHA CTBOPEHHSIM 1 OYpXJIMBUM PO3BUTKOM I1H(OpMaliiHuX
TEXHOJIOTiH, MoTpedye MIBUAKOI Ta ajeKkBaTHOI peakiii 3 OoKy mnpaBa. BoaHouac cywyacHuit
IIPAaBOBUM MeEXaHI3M pETryJIOBaHHSA 1 OXOPOHHM CYCIUIBHHUX BIAHOCMH HE MOXKE€ MOBHOIO MIpOIO
HaJIe)KHO 3a0€3MeUnTH BIAMOBIIHI 3MiHHU, cipu4rHEeHi ekcrancieto [Ty [3, ¢.30].

[IpaBoBe perymtoBaHHS B Cy4yacHIW JiepkaBl Mae BiAOyBaTHCS 3 3aCTOCYBAaHHSIM IIUTICHOT
cucTeMH 3aco0iB, K1 MiAMOPAAKOBaHI FOJIOBHIA MeTI — 3a0e3MeueHHI0 peani3alii il 3aXxucTy npas i
cB00OOJ 1HAWBIAIB. YKa3zaHl 3aco0M MaroTh OyTH JTOCKOHAJUMHU HE JIMILIE 3 TOYKH 30py BHMOI
IOPUJIMYHOI TEXHIKM M TEXHOJIOTiH, ane i BiAmoBizaTH morpedam i iHTepecaM CyCIijbCTBa, B TOMY
YHUCIl W 3 ypaxXyBaHHSIM PO3BUTKY 1HQOPMAIIITHO-TEXHOIOTTYHUX 1 KOMYHIKATUBHUX MPOLECIB [2,
c.19].

Ha cporomHimHiii 1€Hb MM MOXXE€MO KOHCTAaTyBaTH BIJICYTHICTh €JUHOTO TMIIXOIY 10
PO3YMIHHS TakHMX MOHATH AK: [Hdopmariitne npaso, [IpaBo iHdopmariiinux TexHomorii, [HTepHer-
npaso, Lludpose npaso Ta iH.

Ha nam nmornsn, HaifOu1b1I BAajie 3arajJbHOTEOPETUYHE OOTpYHTYBaHHS KoHIenTy IT-npasa
O0yno 3pobneno €.0. ta O.I. XaputoHoBumu. Bueni npomnonytots posrisaatu [T-mpaBo sk
CYKYIIHICTb ysBII€Hb, [TOHAThH, 3HaHb, ACOLUAIlii, €MOIi}, SKi BUHUKAIOTh y 3B’SI3KY 3 IPaBOBUM
BIIOPSAKYBAHHSAM CYCHITBHUX BIJHOCHH, TIOB’SI3aHMX 31 CTBOPEHHSM 1 BUKOPHUCTAHHSIM
iHpopMmaniifHuX TexHousorid. JlouinpHO HarojocuTH, mo po3risa IT-mpaBa sk KoHUENTy He
3arepeyye “HOPMATUBHOTO” (3aKOHOJABYOr0) HAIMOBHEHHS IBOTO TMOHATTS, aje Mo30aBise
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HEOOXIJTHOCTI OIIHIOBaTH HOTro SIK CHCTEMY IMPaBOBUX HOPM, IO YTBOPIOIOTH Taldy3b IIpaBa,
BIJINMTOBI1/IHI MPABOB1 IHCTUTYTH TOMIO [5, c.24].

B minomy miaTpuMyOuM 3a3HAUYE€HUI KOHIIETIT, CIIiJ] 3ayBaKUTH, 10 B HBOMY I103a
ypaxyBaHHSIM 3aJMIIAE€ThCS cdepa BIPTyalbHOTO Ta METAaBCECBiTY. BpaxoByrouwm TeHISHIIIT
PO3BUTKY Ta aKTUBHOTO BHUKOPUCTaHHS 1H(OPMAIIfHO-KOMYHIKATUBHUX TEXHOJIOTIN peaabHUi Ta
BIpTYaJIbHUI CBITM HEBIHHHO 30JFDKYIOTBCS 1 HEBJIOB31 3ULIIOTBCS y 30ajJaHCOBaHY p130My
[actpymentom, (opMoro Ta 3MICTOM Takoro 3iUTTS Oe3ymMoBHO € iHdopmamis (ZaHHi) i,
3a3HaYCHOMY acleKTi, MH Moxemo posymitu IT-mpaBo sk oauH i3 CI/ICTGMOYTBOPIOIO‘II/IX
KOMITOHEHTIB TapMOHii peaTbHOr0 Ta BIPTYAIBHOTO CBITY.

CBo€r 4eprorw, JUHaMIKa TEXHOJOTIYHOTO PO3BHUTKY M IporieciB oOMiHY iH(opmaliero
3YMOBIIIOIOTh, B TOMY YHCIIi, 0COOJIMBE CTAaHOBHILE M POJIb TEXHOJIOTIYHUX AJITOPUTMIB Y TpaBi, sKi
CIIA PO3TIANATH SK CYKYIHICTh TEXHIKO-TEXHOJIOTTYHMX MPOAYKTIB (€JIEKTPOHHI JOKYMEHTH,
CJIEKTPOHHUM MIiMHUC, KOMIT IOTEpHI MpOrpaMu, MOIIYKOBI 0a3W [aHHMX, EJIEKTPOHHI PEECTPH,
€JICKTPOHHI TUIOMIAJKKA BUPIIICHHS CIOpPIB, IOPUAWYHI OOTH Ta iHIIE), SIKI BUKOPHUCTOBYIOTHCS B
IOPUCTIPYICHIII].

Bci  3a3HaueHi  acmeKTH — MIJAKPECHIIOIOTh  BHUCOKMM  pIBEHb  3aTpeOyBaHOCTI
3araJikHOTEOPETHYHUX PO3POOOK MHUTaHb OOTpyHTYBaHHs mpupoau [T-mpaBa, BcTaHOBIIEHHS HOTO
CKJIQJIOBUX KOMIIOHEHTIB Ta CIIBBIAHOIICHHS 13 CYMDKHUMU KaTETOPisIMH.
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IEPAPXIYHHUM METO/I JIBOPIBHEBOI'O YIIPABJIHHSI YEPT AMHU ITAKETIB HA
MAPIIPYTHU3ATOPAX, 3ACHOBAHHUI HA KJTACAX

Anomauin. 3anponoHosano BUKOPUCTNAHHA IEPAPXIUHO20 MeMOOy 080PIGHE8020 YNPAGIIHHA
yepeamu naKemis Ha Mapuipymusamopax, 3dCHO8aH020 Ha Kiacax. Huoicuiil pigenv obyuciens
nos'sa3anuil 3 po38'a3anHAM ONMUMIzayiuHoi 3a0aui i 8i0nogioac 3a supiuieHHs 080X 3a60ausb. I1o-
nepuie, ye aecpeeayis ma pos3noodil NOMOKI6 NaKemié Midc Maxkpouepeamu ma nioyepeami,
opeanizoganumu  Ha  iHmepgheuci  mapwipymuszamopa, 0N YNEpeod#CeHHs — npobiemu
nepesanmagicennsi. Ilo-opyze, eupiwenns 3ae0anHs  po3nodily pecypcie, noeg'sazame  3i
30a1aHCOBAHUM PO3NOOIIOM NPONYCKHOI 30amHocmi iHmepelicy mixc niouepeamu MaxKpouepe,
38adxcenum BIOHOCHO IXHIX Knacie 32i0H0 3 kouyenyicto Traffic Engineering Queues. @yuxyii
HUMICHbO20 DIBHSL Memo0dy DEeKOMEHOYEMbCs NOKIACMU HA HAOIp npoyecopie mapupymuszamopa,
8IONO0GIOANbHUX 3a 00CNY208Y8aHHA nakemis oxkpemux makpouepe. Illpu yvomy npoyecop-
KOOPOUHAMOp MOdce BUKOHY8AmuU (HYHKYII 8epXHbO2O pi6HA 004uUClieHb, Wo 3a0e3neuyoms
PO3N0OLN NPONYCKHOI 30amHOCMI IHmepghelicy Mid MaKpouepeamu.

CyuacHi Mepexi 3B'A3Ky OyAYIOThCS sIK OararopiBHEBI MYJIbTHUCEpPBICHI IUIaTGOpMH, 1
OCHOBHHMM 3aBJaHHSIM 3aJIUIIAEThCA 3a0€3MeUYeHHs 3a7aHoi skocTi oOcmyroByBaHHs (Quality of
Service, QoS) ans KiHLIeBUX KOpUCTyBauiB [1, 2]. 3 pocTOM TepUTOPIaIbHOIO PO3MOILTY MEPEKHUX
MPUCTPOIB (KOMYTATOPIB, MapIIPYTHU3aTOPIB, KOHTPOJIEPIB MEPEXK TOIIO0), 30UTBIIEHHAM OO0CITY
MEpPEXHOTO HaBaHTAXXEHHS Ta HEOJHOPIAHOCTI Tpadiky mpobiema 3abe3nedeHHs QOS TIIBKH
3arocTproeTbesi. KoKeH TOTIK MakeTiB, IO TEHEPYEThCS MEPESKHUM JIOJIATKOM, BHMarae
nudepeHIiiioBaHOro 0OCIYrOBYBaHHS 1 € 0COOJIMBO YYTIWBUM J0 TIEBHUX MOKa3HUKIB QoS [2].

lepapxiyHi yepru Bce 4YacTillle BUKOPUCTOBYIOTHCS JUIsl MOKpAIIEHHS MacliTabOBaHOCTI
pillleHb 100 YIpaBJiHHSA YepraMu Ha iHTepdeiicax MmapiipytusaTopiB. 3 iHIIOro OOKy, AJs
HIJBUIIEHHS NMPOJYKTUBHOCTI MapUIpyTH3aTOPIB, K1 MOBHHHI OOCIIyrOBYBaTH TirabiTHIi, a 1HOAL 1
TepabiTHI MOTOKU B PEXXHUMI PEaTbHOT0 Yacy, 11 MPUCTPOi 4acTo OYAYIOThCS Ha OaraTonporecopHii
(OararosepHiil) apxiTekTypi. Takum 4YMHOM, pIIIEHHS LIOJ0 YIPaBIIHHSA YepramMu MOBUHHI
BPAaxOBYBaTH MOXKJIUBICTb PO3MNOJUICHUX (MapayiebHUX) OOYHUCIEHb, SIKI TaKOX MOXYTh OYyTH
e(eKTUBHO pealli30BaHl Ha OCHOBI lepapxiuHux dyepr. Tomy B AaHiii poOOTI MPONOHYETHCS
BJIOCKOHAJICHUH 1€papXiYHUH METOJ JIBOPIBHEBOIO YMPABIIHHA YepraMd Ha MaplIpyTH3aTOpax
Mepe’K, 3aCHOBaHMM Ha Kiacax Ta OallaHCyBaHHI, JMJii pO3B'A3aHHS 3a/ad  yIpaBIiHHS
NEePEeBAaHTAKEHHSIMHU Ta PO3NOALTY PECypCiB.

3aramoM yIOCKOHAJICHUH 1€papXiYHUN METOJ TaKOXX CIPSMOBAHWNA Ha IIiJIBHIICHHS
MacITaboBaHOCTI PillieHb 11010 YIIPaBIiHHS YepraMH.

B Mexax 3anpornoHoBaHOr0 METOy HEOOX1HO BUPIIIMTH HACTYITHI 3aB/IaHHS:

—  YOpaBJiHHS MEPEeBaHTAKEHHIM;
—  PpO3MOJiI KaHAJIBHOTO pecypcy.

Hexaii Ha nepiiomy erani po3paxyHKy Ha BXiJ iHTepdeiicy mapiipyTtuzaTtopa Haaxoauts M
MOTOKIB TAaKETiB 3 BiJJOMOIO cepe)]HLOIO inTeHcuBHicTIO i-To motoky a; (i = 1,M), mo
BUMIPIOETHCS B OiTax 3a cekyHny, K; { ,1=1H } — MHOKHHA TTapaMeTpiB MaKeTiB i-T0 MOTOKY,
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SIKI BUKOPUCTOBYIOTHCS ISl KiacH]ikalii MepekHoro tpadiky B MexkaxX peasi3oBaHOi TEXHOJOTIT
(IP, MPLS Tomo); H — 3aranbHa KUTBKICTh MapaMmeTpiB s kiacugikanii Tpagiky. [Tpukmagom
noaioHuX mapametpiB B IP-TexHosorii € npioputer makera (Bmict momi IP-makera: IP-precedence,
DSCP abo 3nawyenns QoS-group); IP-ampecu BimnpaBHuka Ta (a00) OTpHMyBaya MaKeTiB;
CTaHJAPTHHUHN a00 PO3MIMPEHUN CIUCOK JOCTYIY A0 BiampaBHUKiB/oTpuMmyBauiB; TCP/UDP-noptu
BiJiMpaBHHKA Ta (a00) OTpMMyBaya MMaKeTiB; KO JOBXHHU IMakeTa. Hexail 3HaUeHHs Kilacy kif (i=
1,—M) BIJIIIOBIJa€ KOXKHOMY I-My ITOTOKY ITaKETiB, II0 BU3HAYAETHCS HA OCHOBI aHaIi3y MHOKHHHU

napametpiB K;. OTxe, Kiac kif € JesKoI0 (BYHKIIEIO Bia eneMenTiB MHOXUHU k. YV 3aransHOMY
BUITAJIKY 11 (PYHKITiSI MOKE MaTH HEIIIHIMHUN XapakTep, K, HalpuKIIaz, y podoTax [3, 4].
[Tpumyctumo, 1o B3araii Kijac MOTOKY KUTbKICHO BH3HAYAETHCS YUCIIOM, SIKE BapiIOETHCS
Bix 0 o K — 1, ne K — MakcumalibHe 3HAYCHHS KJIACy TIOTOKY. Y 3arajJbHOMY BHUIAJKY BEIMYUHA
klf € 0e3p03MIpHOI0, 1 JUIsl 3pYYHOCTI MOAAIBIIOTO BHKJIAAY BBOKATHMEMO, IO klf HOPMYETHCS B
Mekax B Hyist 10 99. HaliBauBilIHii MOTIK MaTUME MaKCUMaJIbHE 3HAUCHHS KJIacy, TOOTO klf =
99. lllo MeHmMI Kjac, TO 3HAYCHHS kif Oyne OmmkunM 10 Hyss. YuM BUINE 3HAYEHHS KJacy

MOTOKY kif , TUM BUIIMH piBeHb Q0S oMy moBHHEH 3a0e31e4yBaThCh Ha iHTepdeEiici.

BBeneMo BOpiBHEBY i€papxito yepr, CTBOPEHUX 1 HAlAIITOBAaHUX HA MEBHOMY iHTepdeiici
MapIIpyTH3aTopa 3 MPOIYyCKHOO 31aTHICTIO B (01T B cekyHay). Hexait Ha iHTepdelici opranizoBaHo
L wmaxpouepr. Koxkna wmakpouepra mnoaiunsierbes Ha miguepru N; (I = ﬁ) BIIOBIHO 10
BCTaHOBJICHOT cUCTeMH Kiacudikarii Tpadiky Ta miarpuMmyBaHoro piBHs nudepenmianii QoS. Toxai
3arajibHa KilbKiCTb ITiuepr Ha inTepdeiici nopiBHioe N = YI_; N;.

Oprasi3artist 4epr Ha OCHOBI KJIaCiB IPYHTY€ETHCS Ha 3aJy4CHHI MOHATTS KJIACy YeprH, STKUN
NMoBUHEH OyTH Oe3mocepelHbO MOB'SI3aHUM 3 KJIAaCOM MOTOKIB makeTiB. J[ani BBOAMMO HacTyIHI
napaMeTpH JUTst KOXKHOT 3 Iir4epr Oyab-1K0i MaKpOUepru:

j‘fllin Ta K;]** — MiHiMaibHe Ta MakCHMaNbHe 3HAYEHHs KJIacy TOTOKY TaKeTiB, AKHi MOxKe
o0ciyroByBatH j-a miguepra l-oi Makpouepru;

K;, — 3aranbHa KilbKiCTh KJaciB II0TOKY MAKETIB, sIKi MOke 00CIyropyBaty j-a migdepra l-oi
makpouepru (I = 1,L).

Mapamerpu Kj, Kﬁin Ta Kj7°* € HaTypaibHUMM HYMCIaMH, TIOB'i3aHAMH MiX COOOI0
PIBHSHHSM:

K=K —K71™+1 (j=1N,1=11L).

min max ., : :
j0 Ta I °" MDK II4epraMy Ta Makpo4epraMmu MOXyTh Oyt

pO3MOAITIEH] CTaTUYHO ab0 JWHAMIYHO 3a PI3HUMHU KPHUTEpISMHU, HaNpukiaa, piBHOMIpHO. [lpu

Jiama3oHu 3Ha4Y€Hb KJIaciB

HAJXO/KEHHI Ha 1HTep(elic MOTOKY MaKeTIB, IKUI Ma€ Kjac kif , BIH 0/Ipa3y CIpsMOBYeThCs B |-Ty

MaKpo4epry j-1 migyepru, s SKoi BAKOHYETHCS YMOBA Kjll?in < kif < K;7**. ®aktuano, Kxnac j-oi
miguepru l-oi mMakpouepru NOpPIBHIOE CEPeAHBOMY apUPMETHIYHOMY 3HAYCHHIO Kjfrl’i“ Ta K}
Takum yMHOM, (OpMyeTbCSs MHOXKHMHA IOTOKIB IAKETiB, SKI HANpaBISIOTbCA B Ty UM 1HIIY
Mmakpouepry. [To3HaunMo 4epe3 M, 3araibHy KiIbKiCTh MOTOKIiB MakeTiB, M0 motpamwin ao I-i
MaKpo4epru BHACHIJOK pO3MOJLTY Ta arperaiii. ArperyBaHHsi IMOTOKIB 3a MiJ4epramu OJHIET
MakKpouepru BinOyBaeThcs, akmo M; > N.

Pesynbrar po3B'a3aHHS 3aqadl  YIpaBIiHHS NEPEBAHTAXKEHHSIMH IUIIXOM BU3HAYECHHS

HaOOpy 3MIHHUX xi]'l €{0,1} (i=1,M,j=1,N,l =1,L) (tabn. 1), Ko)kHa 3 TKAX XapaKTCPU3YE
YacTKYy i-TO TOTOKY, III0 HAMPaBIsSEThCS HAa 00CIyroByBaHHs 110 -1 miguepru |-i makpouepru [5]. V
OUTBIIOCTI MEXaHI3MIB IJIaHyBaHHA 4epr, Takux sk PQ, CQ, CBQ, LLQ, aaMiHicTpaTop BUpILIyE
3a/1auy yIpaBJIiHHS MEePEeBaHTAXXEHHAM IUITXOM BcTaHOBIeHHs, Hanpukian, ACL (Access Control
Lists) [2]. [licns po3B'a3aHHs 3a7a4l ONTUMAJIBHOI arperaiii Ta po3MOAUTy MOTOKIB MAaKETiB MiX
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MaKpodyepramMu Ta Iig4epraMmu, IPEICTaBICHUMH Ha0OpOM pO3PaxyHKOBHX 3HAYEHBb xi] b
BUKOHYETHCS PO3IOJILT PECYPCiB, 110 BITHOCUTHCS 10 APYroro eTamy OOYuCIIeHb.

Jlns BUpIIICHHS 3aBJaHHS pO3MOJUIY pPECypciB, sSKe B TIEpIly 4Yepry IOoB's3aHe 3
BU3HAYECHHSAM MHOXMHH 3MIHHUX b; Ta oGuucnennsm b;; (j = 1,N,l =1,L), B poboti Oyne
BUKOPUCTAHO TPUHIIMII TPOTHO3yBaHHs B3aeMoii [S5]. [IpuHIMIT IPOTHO3YBaHHS B3a€MOJIIT, SIKUIA
peaii3ye IBOpPIBHEBY i€papXir0 OOYMCIICHb, CHPSMOBAHWI Ha ITJIBHIIEHHS MAacIITa00BaHOCTI
pilliecHb 3 YIpaBJIiHHA YepramMu, KOJW OKpeMi Mpolecopu (siapa) OOYHMCIIOBAIBHOI CHCTEMH
MaplIpyTHU3aTOpa BUKOHYIOTh 3aj[a4i yIpaBIiHHS BiAMOBIIHUMH MaKpoYepraMu.

Tabmuus 1 — Knacudikamis dyepr Ta anroputM BHPIIICHHS 3aBJaHHS YIPaBIiHHSA
NepEeBAHTAKCHHIMHU

AuaroputMm 1. Knacugikanis yepr ii ynpas/liHHA IlepeBaHTAKEHHAM

1: Bxigni mapamerpu: L, N, K, M

2: for1=1,2, ..., L do % xinoxicme maxpouepe

3: forj=1,2, ..., N; do % xinrbkicmo niouepe

4: Busnauntu Kjr,rl‘i“, Kj7%* 1a kﬂl

5: end for

6: end for

7. fori=1,2, ..., M do % kinbkicms nomoxie nakemie

8: for1=1,2, ..., L do % xinoxicme maxpouepe

9: forj=1,2, ..., N, do % kinbxicme niouepe

10: if Kmm < kf < KX

11: =1

12: else xi =0

13: end if

14: end for

15: end for

16: end for

17: Buxiani mapamerpu: Kj"?in, Kj"?ax, kjcfl, xi]’l Ta M,

TakuM 4YHMHOM, B MeXXax 3alpONOHOBAHOTO METOJYy YIpPABIiHHS dYepraMd BBOAMTHCS
JIBOpiBHEBa iepapxis pilieHb. 3riJHO 3 MPHUHIUIIOM MPOrHO3YBaHHS B3a€MOJli Ha BEPXHBOMY
1€EpapXiuHOMY pIBHI pO3B'SI3y€ThCS 3a/lada pPO3PAaXyHKY IPOIYCKHOI 3AaTHOCTI 1HTepdeicy, 110
BUIUISIETbCS Makpouepram (b;, | = H). HwxHilt piBeHb BIAMOBiIA€ 3a PO3MOALT MPOMYCKHOL
3aTHOCTI Makpo4yepru b;, OTpUMaHOI HAa BEPXHHOMY pIBHI PO3paxyHKIB, MK BiJIOBITHUMHU
MiJ4epraMu NUIIXOM BH3HAUYEHHS 3MIHHHUX bj,l (= TNl,l =1,L).

3anponoHOBaHUM 1€papXiYHM METOJ VNpaBIiHHS YepraMd Ha OCHOBI KJaciB Ta
OanmancyBaHHA (puc. 1) 6a3yeThCsl HA HACTYIHIN 1TepaTUBHINA MOCTIIOBHOCTI Jiil.

HwxHilt piBeHbp oOuMclieHb, sKUM 0a3yeTbCcsl Ha pO3B'SI3aHHI ONTHUMI3AlMHOI 3ajadl,
BIJIMIOBiJla€, MO-TEpIIe, 3a arperamilo Ta po3MOAUT IMOTOKIB IaKETIB MK Makpoyepramu Ta
niuepraMu, oprani3oBaHMMHM Ha iHTepdeiici Mmapuipytuzaropa (Congestion Management Problem),
a mo-xapyre, 3a 30aMaHCOBaHMN PO3MOJLUT MPOMYCKHOI 3JaTHOCTI iHTepdelcy MK miguepramu,
3BaykeHUH BigHOCHO X mpiopuretiB (Resource Allocation Problem).

3agaua 30aJ1aHCOBAHOTO PO3MOJUTY MPOIMYCKHOI 3JaTHOCTI iHTepdeiicy MapiipyTuzaropa
MDXK KJIaCOBUMH IIiT4epramMu BUpIIIyeThCs 3 ypaxyBaHHsIM BuMor Traffic Engineering Queues, Tak
K IS KOXKHOT 3 Makpoueprd MiHIMI3yeThCsl 3BaK€HMM BIAHOCHO i Kiacy BepXHiM mopir
BUKOpUCTaHHA (a;). 3 ajxomomMororw mapamerpa D perymoerscsi piBeHb AudepeHiianii
00CIIyroByBaHHSl TaKeTiB MOTOKIB B PI3HUX Migyeprax makpouepr. 3i 30inblieHHsM D piBeHb
mudepennianii 3MeHmyeTbea. MinimanbHe 3HaueHHS! D BU3HAYa€ThCs €KCIIEPUMEHTAIIBHO.
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Bepxniif piBeHb O0OYMCIEHb METOAY BIAMOBIZA€ 3a PO3MOIALT TMPOIMYCKHOI 3JaTHOCTI
iHTepdelicy MDK MakpouepramM IUIIXOM BHKOHAHHS iTepamiiHoi mponeaypu. Lli pimeHHs
(OpMYIOTECS BIAMOBITHO 1O BHKOHAHHS KPUTEPIO, MOB’S3aHOMY 3 BHKOHAHHSM YMOBH IIOJIO
PIBHOCTI KOe(iliEHTIB BUKOPUCTAHHS PI3HUX Makpodepr. ToOTO KO KOXKEH MOPIr BUKOPUCTAHHS
Q; MaKpOuYepru JIOpPiBHIOE IXHbOMY CEpPEIHbOMY 3HA4YCHHIO &. [IpM BUKOHAHHI I[LOTO KPHUTEPIIO
poboTa MeTo/1a 3aKiHIYEThCS.

BEPXHI PIBEHb
Kpurepiii: o =0p=..=0| =..=0
Koopaunauiiina . . . _ —
Hponeypa: by (i +1) =ly (i) + gy ()sign(oy —a) (1 =1,L)
1if a) >a; L
sign(ay —a) =40 if oy =0; 0<b, > b =B
-1 if o <a@. =1

J XTTO‘L-"O‘I’---OLL 4\7@ by,..0p,..o

HWXHIN PIBEHb

——

Kpurepiii: OLT — max
: N
OOmeskenns : | -
0<bjy, 3 by =b (1=1L)
N oA
ohf Y e <bj; (j=LN;, 1=1L)
i=1

fi=1+-5 (i=LN, 1=1D) o -

Pucynok 1 — JIBopiBHEBa iepapxidHa cxema yIpaBJIiHHS YepraMu Ha OCHOBI KJIaciB 1 OanaHCyBaHHS

[IpakTHyHEe 3acTOCYBaHHS 3alpOTIOHOBAHOTO METOJNY TIOB'A3aHE 3 NPOTPaMOBAHUMU
MepexXaMu, KoM HeoOX11HO e(eKTUBHO OOCIyroByBaTH BEJIMKY KUIBKICTh MOTOKIB KOPHCTYBauyiB.
[Ipu 11bOMY TEXHOJIOT1UHI PIllIEHHS TTOBUHHI 32/I0BOJIBHSATH BUMOTH JI0 MacIITabOOBaHOCTI Ta SIKOCTI
00CIIyroByBaHHS.
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HEPCHEKTUBH BUKOPUCTAHHA OBJATHAHHA 3A CTAHJAAPTOM 802.11.XX
JJIs1 OPTAHI3AIII PAAIO3B'AA3KY HA 3HAYHI BIZICTAHI

Anomauin:

Yacmo 32aoxa npo cmanoapmu 802.11.xx acoyiroemovcs i3 nonwsmmsam "Wi-Fi" i, 6ionosiono ,
i3 38'3K0M Ha obmedcenitt mepumopii. IIpome, yetl kiac cmanOapmis HAOA€E WUPOKI MOIHCIUBOCTE
o151 opeanizayii padio3s’azky na cymmesi giocmani. Cimeticmeo cmanoapmis 802.11 exntouae pizni
RIOKIACU, KL NPOCPECUBHO NOKPAWYIOMb 30AMHICIb Nepedayi OaHUX HA 8eIUKIU 8I0CMAHI.

Cyuacui 6upobHuKu meaeKoMyHiKayilino2o obaaonanns dazyromecsa na cmanoapmax |EEE
802.11, exmouno 3 IEEE 802.11ac, wo mae nokpaweHi mexuHiuHi XapaKkmepucmuxku NOpi6HAHO 3
nonepeonimu sepcisimu. AkmyanvHo oyinumu pooomy 6e3npo60006020 ooaaonanus Ha ochosi IEEE
802.11ac, ananizyrouu enepeemuyni XapaKmepucmuku Kauauny 38'a3Ky Oas NPOSHO3Y8AHHS
napamempis 0e3npo8o0osoi cucmemu nepedadi. Pezyromamu yici pobomu  6KAOUAIOMb
meopemuyHy OYiHKY, 1abOpamopHi O00CHiOdNCeHHs ma eepugbikayilo pe3yibmamié 8 NOoabO8UX
YMOBaXx.

1. Beryn

AKTyanbHicTb. be3npoBo/oBl Mepexi 3aliMaroTh KIIOUOBY pOjib Yy pa3i HEOOXiAHOCTI
ONEpaTUBHOIO PO3rOPTAHHS, MOOUIBHOCTI, THYYKOCTI OpraHizaiii Mepexi 1 HIMPOTI MOMIJIUBUX
JI0JIaTKiB, y 6araTbox BHUMaJKax OyAy4d €IMHUM €KOHOMIYHO BUIPABAAHUM PIIICHHSM.

BpaxoByroun BuIIe3rajane, akTyalbHUM IMUTAaHHIM TIPU BIIPOBA/DKEHHI OE3APOTOBUX MEPEK
€ TpaBWIbHE TEOPETUYHE IPOCKTYBAHHS: BU3HAUYEHHS HEOOXIAHOT KIUIBKOCTI HPUCTPOIB, iX
napaMeTpiB, pO3TallyBaHHS, EHEPreTHUHUX XapaKTEPUCTUK KaHAJIB, IUISAXIB PO3MOBCIOKEHHS Ta
30H MOKpUTTS ToImo. KopekTHuil TeopeTmuHuil anamiz 3a0e3neynTh OE3MNOMUIKOBY MOOYIOBY
MEpeXi IS YCIIIIHOTO BUKOHAHHS TIOCTABJICHWX 3aBJaHb, 1 HE MpU3BEAE 10 HEOOXI1THOCTI
3aJIy4eHHs JOAATKOBUX MaTepialbHUX BUTPAT.

WiFi e Texnonoriero LAN 1 nepeadadae po6oTy IpUCTPOiB y BUTbHOMY fiana3oHi 2,4 abo 5
['Tu. HaitOinpiuii 3BM4aiiHi BUIYCKH CbOTO/IHI € IIMPOKO BUKOpUCTOBYBaHMMHU cranaapramu [EEE
sk 802.11 a/b/g/n/ac/ax [5-6].
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2. Cxema i TonoJsorisi 38’ i3Ky

3actocyBanns cranaaptiB IEEE 802.11 He oOMexyeThes 3B'I3KOM Ha KOPOTKIN BICTaHI MiX
Ad-hoc npuctposimu Ta OKpUTTSIM Tociyr 4epe3 Touky gocryimy AP (Access Point). Cranmaprtu
IEEE 802.11 cphoromni TakoX BHUKOPHUCTOBYIOTBHCS IJisi MOOYIOBH MAariCTpaJibHHX JIHIA 3B’SI3KYy
(Backbone, CB), 110 103BoJ1s€ 0Oy 1yBaTH THYYKY MEPEIKEBY apXiTEKTypy pa3om i3 AP.

[TepeBara Takoro mijxoly BUPAXKAEThCS B HACTYITHUX OCOOIUBOCTSIX:
e [loOynoBa Ge3npoBomoBHX Mepex noctyny (AP) st KopucTyBadiB B 30HI 00CIyrOBYBaHHS,
COTHI METpIB.
e MarictpansHa Mepexa (Backbone) — 3’130k [yis iAKIIFOUCHHS BiIaJICHUX YaCTUHAX
Mepexi, Ha IECATKHU KUIOMETPiB 1 OinbIie.
e 3'eHaHHS PI3HUX YaCTUH MEPEXi (TOYOK JOCTYIy, MapuIpyTH3aTOpiB, MaricTpaii) Ha
OCHOBI1 €IMHOTO 1 CYMICHOTO 00JIaTHAHHS.
e MOXIJIHBICTh MIBUIAKOTO PO3TOPTAHHS Ta HAJAIITYBAHHS MEPEXi, K IS JOBTOCTPOKOBOTO,
TakK i 17151 KOPOTKOCTPOKOBOT'O BUKOPUCTAHHSI.

Orsin pUHKY cydacHOTo oOJiagHaHHS JIs MoOya0BU Mepexx Ha 0a3i WiFi, mimepamu € Taki
BupoOHuKH, sk Mikrotik i Ubiquity [7-8]. Kpim TOr0, KOKEH BUPOOHHUK PO3pOOIISIE MPUCTPOT ISt
cymicHocTi 31 crangaptamu IEEE 802.11, i B Toif ke yac BUTOTOBII€ BapiaHTH BUKOPUCTAHHS
JesIKUX MOIU(IKOBAHUX BIIACHUX MPOTOKOJIB B 00JIaHAHHI.

Jns npuknany Ha puc. 1 HaBeneHa cxeMa JabopaTopHOi Mepeki Ha 0a3i 00nIajHaHHA BUPOOHUKA
MikroTik [7] 3 MOXIIUBICTIO peKOH]Iryparii 3aJIeKHO BiJl TOCTABICHOI 3a1adi.

Access Point AT
Groove A-52HPn 10/0.0.112/8
10.0.0.25/8
DHCP

' 1-100m

SXT LitgS,
1-5 km, 802.11
{ m " 10.0.0.64/8,
| =

SXT Lite5
10.0.0.60/8

AT
1-100m 10,0.0.111/8

A AT
10.0.0.103/8

RB951G-2HnD AT
C Router 10.0.0.102/8

RB/921UAGS-
-5SHPacT-NM
10.0.0.5/8

RB/921UAGS-
AT -5SHP3cT-NM
10.0.0.101/8 10.0.0.6/8

> —

|
D 5-40 km, 802.11ac

L ___VmDsesbseA______MmDiesosRA !
Puc. 1 CrpykrypHa cxema BuripoOyBanb o0aHanns Mikrotik B mabopatopHux ymoBax
Ha puc. 1 nmoka3ana cxemy jnabopaTopHoi Mepexi Ta ii yactun A, B, C, D, ne:

A, D — xoMMyHIKaI[iiiHi MaricTpaii s 3B'S13Ky MK BIIJIaJICHUMHU YaCTUHAMU MEPEXKI 3
BHUCOKMMHU IIBHAKOCTsIMU niepenadi ganux (Mikrotik 1 SXT Lite5 Ha kopoTki BiacTaHi A0 5 KM i
RB/921UAGS-5SHPacT-uMm Ha nanexi Bifcrani 10 40 km);

B — touku noctyny asis o0ciyroByBaHHs Ki€HTIB y 30H1 mokpuTTs (Mikrotik 52HPn nns
po6otu 10 100 m);

C — mapuipytuzarop st BAKOHAHHS (DYHKIIiM KOMyTaIlil MOTOKIB, MyJIbTUIIJIEKCYBAaHHS 1
MapIIpyTH3alii, a TAKOXK MIAKIIOYEHHS IO IHIINX MaplIpyTu3aTopi ado InTepHeT mpu
HeoOxigHocTi (Mikrotik RB951G-2HnD).

Cxema wMepexi (puc. 1) € nerko MacmrTaboBaHOIO Ta TPOCTOI0 B HaJAIITyBaHHI.
Ob6nannanns Mikrotik € ¢yHKI[IOHANBHUM 1 MPOCTHM B HajalITyBaHHI. [IpucTpoi miATpUMYIOTH
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npotokosn cranaapry IEEE 802.11 pisaux moaudikamiid, mo 1o3Bojsie OyayBaTH Mepexi 3
BUKOPUCTAHHSIM OOJIaITHAHHS PI3HUX BUPOOHHUKIB.

3. TectyBaHHs MaricTpaJi 3B'sI3Ky VISl Mepe:Xi 3 THYyYKOI0 apXiTeKTypolo

Metoro BUNPOOYBaHb € BUMIP XapaKTEPUCTUK 3BSI3KY B J1a00OpaTOpPHUX YMOBaX IMpHU
BUKOPUCTAaHHI TNpUHAMalibHO-TIepenaBaibHOro ooOmagHanas RB/921UAGS-5SHPacT-N B cxewmi
«TOYKA-TOYKA» 3 IMITAIlI€I0 JiHIT 3B'I3Ky HA OCHOBI aT€HI0ATOPIB 3 (ikcoBaHUM ocnabieHHsIM 40
1b 1 1ogaTkoOBUM 3MIHHUM OcJiabaeHHsAM piBHs curHany 20-80 nb.

OTtpumani AaHi MOXYTb OyTH BUKOPUCTaHI JJISl MIPOTHO3YBAHHS MOKA3HUKIB SKOCTI 3B'A3KY
(piBHS BXIJIHOTO CHUTHaJy MpUiMaya, IMBHIKOCTI Mepenaadi) 3 BUKOPUCTAHHAM HUGPOBOI KapTh
MICIIEBOCTI 1 OJIATBIIIAM PO3TOPTAHHSAM OOJIAAHAHHS JIJIsl BUCOKOIIBUIKICHOT TIepenadi ingopmarii
B pEaJIbHUX YMOBaXx.

MakcumanpHa JOCSITHYTa HIBUAKICTH mepenadi naHux craHoButb 140 Moit/c gma TCP 3
imitamiero niHii CB Ha ocHOBI areHroaTopiB. TecTyBaHHs 3iilicHIOBao nepenaqy tpadiky TCP 1
UDP, nepenauy ¢aiinis (uepe3 TCP) i nepenauy tpadiky VoIP 3 odikyBaHOIO SIKICTIO Bifieo Ta
MoBHU. Ha puc. 2 HaBeneHi pe3ynbTaTH.

HIBuakicTs nepegayvi JTaHNX

1000
= _ A"‘ A-ALH
O .
=} LA-A 600
g A . —nw®- 8
= v 400
) A
2) 20
=
’ W
2 0
2 90 70 .50 30
éa PiBensb Bx1gHOTO curnany, n1bm

—@— Tpaduk TCP — @~ Tpaduk UDP

Puc. 2 Pe3ynbTatu TecTyBaHHS MaricTpaibHOI JiHII 3 BUKOpUcTaHHAM oOnanHanHsa MikroTik
RB/921UAGS-5SHPacT-NM: TCP, UDP i cxemu Moaystiii Ta kogyBauus (MCS),
BUKOPHCTOBYIOYH JIBa IPOCTOPOBUX KaHaja

PesynbTatu momnepenHbOro TEOPETUHYHOIO PO3PAXyHKY Ul peanbHOi JdiHII CB 1oBXKHHOIO
11,56 km npencrasiedi B Tabi. 2. Po3paxyHOK BUKOHAHO B iHCTpYMeHTI [9].

3riIHO 3 TEOPETUYHUMHU OL[IHKAMU MaricTpajbHOI JiHII, CUTHAJ] Ha BXO/1 MpHiiMaya MOBUHEH
Oytu Ha piBHi -42.37 nbm, mo BianoBigae TCP Ttpadiky 31 mBuakictio 140 Mo6it/c,
BUKOPHCTOBYIOUM JBa 3 TPbOX JOCTYIHUX KaHaliB B oOnajgHaHHI (OOMEXEHHsS MO KOHCTPYKIIIT
AHTEHU) 3T1JJHO 3 TECTaMM, IPOBEIEHUMHU B Ja0opaTopii.

Tabnuusg 2 Pe3ynpTaTl TEOPETUYHOTO PO3PaXyHKY MaricTpai

Touka A Touka B
[upota 46.292118 | lupora 46.375951
JloBrora 30.661238 | loBrora 30.750293
Penped 3emmi 15.3 m | Pexped 3emmi 36.0 m
Bucota antenu 15.0 m | Bucora anTenu 25.0 m
Pamio cucrema Brparu
i%?;ﬁg;?;;man}/ 33.01 dBm | Brparu y BUIbBHOMY IPOCTOPI 129.08 dB
Brpatu na ninii TX 3.00 dB | Brpatu Bij BILIMBY MEPENIKOA -2.85dB
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[Mincunenns anrenu TX 30.00 dBi | Brparu Bij BILTUBY JTiCy 0.00 dB
IMixcunennda aurenn RX 30.00 dBi | Mickki BTpatu 0.00 dB
Brparu Ha minii RX 0.50 dBm | CraructiuHi BTpaTH 5.65 dB
RX sensitivity -96 dBm | CymapHi BTpatu 131.88 dB
[TpoxykTHBHICTB

Biacraub 11.56 km
TouHiCTh 10.0 m
YacroTa 5900.000 Hz
EKBiBaH?HTHa 130TpOITHO BUIIPOMiHIOBAaHA 1002.374 W
MOTYXHICTh

[Tigcunenus 202.53 dB
HeoOxinHa HagilHICTh 70.000 %
OTpuMaHuli CUTHAT -42.37 dBm
OTpuUMaHU CUTHAT 1703.37 pV
3anac moTyXHOCTI 70.65 dB

IMpuctpoi MikroTik RB921UAGS-5SHPacT-NM s Bukopuctanus B JiHisx CB Ha
Bifcrani 11,56 km Oynu npoTecToBaHi B peanbHii miHii CB 11 omiHKY MIBUIKOCTI Iepeaayi TaHuX.
Antenn MikroTik MTAD-5G-30D3-PA 6ynu Bukopucrani ais npuiiomornepenaBaya MikroTik
RB921UAGS-5SHPacT-NM.

[Ipodins mocmimKyBaHOT TpacH AJIs OLIHKU €HEPreTHYHHX XapaKTePUCTHK KaHAy IOKa3aHO
Ha puc. 3. Lle moBHICTIO BigKpHTa JiHis 0€3 Oyab-sIKMX 3aBaj Ha IULIXY A5 30H OpeHers.

Puc. 3 IIpodins marictpani goBxunoro 11.56 kM, npuitomonepenasaui MikroTik RB921UAGS-
5SHPacT-NM 6ynu nporecroBani 3 anrenamu MikroTik MTAD-5G-30D3-PA

Cxema BUNpoOyBaHHS Ha peaybHii MaricTpaii Ha ocHOBI npuiiomonepenasadiB MikroTik
RB921UAGS-5SHPacT-NM i anter MTAD-5G-30D3-PA nokazana Ha puc. 4. 3a J1aHOIO CXEMOIO
OyJie MpOTECTOBAaHO B HATYpHUX BUNPOOYBaHHAX AKICTh HAaJIaHHS TAKUX CEPBICIB 3B A3KY, K
mBUAKICTh nepeaayi ganux TCP, VoIP ta Bineo ctpuminry.
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RB/921UAGS 5SHPacT- RB/921UAGS 5SHPacT-

10. 0 0 5/8 MTAD-5G-30D3-PA

100 0 6/8

2-50 km, 802.11ac

6=

MTAD 5G-30D3-PA

Sy

VolIP 3 anTep wltch

(=
MnK2 Voice phone Voice phone MK1
10.0.0.102/8 10.0.0.101/8

Puc. 4 CtpykTypHa cxema HiIKIF0YeHHs 00J1a{HAHHS IS OL[IHKH IIPOTYKTUBHOCTI 3
Bukopucranusm PPJI o6nannanus Mikrotik RB/921UAGS-5SHPacT-N ta anten MTAD-5G-
30D3-PA

[Ticnsa BcTaHOBIEGHHS 00JIaHAHHS Ha BIJIIMOBIIHUX TOYKAX, HOTO MiAKIIOUEHHS JI0 MEpEexKi
JKUBJICHHS Ta IOCTHUPYBAaHHS aHTEH, OYJIO JOCSATHYTO BCTAHOBJICHHS HAJIMHOTO 3B'S3KY 1 IIBUAKOCTI
nepegavi JaHUX B MaricTpanbHii niHii 0 133 M6iT/c B cuMILIEKCHOMY pexXuMi nepeaadi, i 10 60
Mbit/c B pexxumi moBHoro nymiekcy miast TCP Tpadiky. PiBeHs curnany Ha BXoai mpuiimaua
nocsiraB -43 nbm. Crig 3a3HaYUTH, CUTHAJIBLHO-KOJOBUX KOHCTPYKIIi, IO BUKOPUCTOBYBAIKCH B
Toii wac Oymu 866.6MO6iT/c-80MHZz/2S/SGI 1 780M6i1/c-80MHz/2S/SGI, ski BignoBimarTh
CUTHAJIy Ha BXOJi mpuiiMava -43 nbM i med pe3ynbTaT HmiATBEPIKYE Pe3yJIbTaTH BUIPOOYBAaHb B
naboparopii (puc. 2).

TakuM YHMHOM, OTPUMAHO PE3YJIBTATH TIOJBOBUX BUMNPOOYBaHb BHCOKOIIBUJKICHOT
MaricTpaibHOI JiHII 1T MEpexi 3 THYYKOI KOHQIrypariero, sKi BiIAMOBIZAIOTh pe3yiabTaTam,
HaBEJCHUM Y J1JaOOpaTOPHUX BUIIPOOYBAHHSIX, a TAKOXK Y TeOpeTHUHiN omuinmi JiHii CB.

4. BucHOBKHM

VYV nomoBizi poO3TJIAHYTO TEPCIEKTUBH BUKOPUCTaHHS OOJIaHAaHHA HAa OCHOB1 CTaH/JApTIB
802.11 myis BMCOKOLIBUAKICHOT 0€3pOTOBOI mepenadi JaHMX Ha 3HA4yHI BijacTaHi. Po3rimsHyTO
OCHOBHI €JIEMEHTH THYYKOI apXIiTEeKTypH MeEpexi, Takl sIK MaplIpyTU3aTOpH, TOYKH JOCTYIy Ta
marictpaibHi kaHainu 3B’s3Ky. Crannaptu IEEE 802.11 MaroTh mMpOKUi CIIEKTp 3aCTOCYBaHb, Ta
He OOMEXEeHI Ha KOpOTK1 BijcTaHi. KpiM TOro, BOHM akKTMBHO BUKOPHCTOBYIOTHCSI CHOT'OJHI JJIS
CTBOPEHHSI OCHOBHHMX JiHIM MaricTpanbHoro 3B's3ky (CB), mo ¢opMmyroTh OCHOBY THYYKOl
MEpPEKEBOT apXITEKTYpH.

B naGopaTopHux icnuTax BHUMIPSHO XapaKTEPUCTUKU Iepeaadi JaHUX 3 BHUKOPHUCTaHHAM
npuiiMauiB  Mikrotik RB/921UAGS-5SHPacT-N B pexumi jgocrtymy "Touka-rouka" 3
MOJICJIIOBaHHSAM BTpaT B pajioNiHII Ha OCHOBI aTeHIATOpiB. BuH3HA4YeHO 3aJEeXHICTDH
NPOJAYKTHBHOCTI BiJl EHEPreTUYHUX XapaKTEPUCTHK KaHATy Ta BHKOHAHO TMOPIBHSHHS 3
pe3yibTaTaMH aHATITUYHOIO MOJIeNtoBaHHS. Po30ir B OLIHII NPOyKTUBHOCTI — 5%. MakcumanbHa
mBuakictb TCP tpadiky nocsrae 360 Mo6it/c. BOymoBaHi MeTOau JOCHIIKEHHS IIBHUIKOCTI
oOmagaHanHsa Mikrotik He moka3ylOTh peaabHOI MIBUAKOCTI Nepeaadi, Tak K reHepailis MoKeTiB Ta
00pobka kouTponmpHux cyMm yrtuwaizye CPU na 100%. IlepeBantaxkennss CPU oOmexye
MaKCHUMaJIbHy MIBHIKICTh nepeaayi no npotokory TCP go 140 M6it/c. [Ipu Buxopucranni UDP
MBUAKICTE 1 Jocsrae 400 Moit/c.

Bukonani HaTypHi BUIIpoOyBaHHs Ha BifctaHi 11,56 kM nmokasainu, 110 OTpUMaHi €eHepreTHIH1
XapaKTEPUCTHKN KaHAIY BiIIOBIJAIOTh MPOBEACHUM TEOPETUYHHM pO3paxyHKaM, a OTpPHMaHa
NPOAYKTHBHICTh CIIBMAJa€ 3 pe3ysbTaTaMd, OTPUMAHMMHU B JAOOpAaTOpPHMX JociikeHHAX. Lle
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HiATBEP/KYE BIAMOBIAHICTE TEOPETUYHUX PO3PAXYHKIB 1 MPAKTHUYHUX eKcrepuMeHTiB. [loxnOka
cknana 7%. Ilpu HaTypHHUX BUIPOOYBAaHHSX TECTYBAaHHS MPOBOJWIOCH HA Marictpanii 3 MpsMOIO
BUIUMICTIO Ha Bijgcrani 11,56 kM. [Ipu nmpoBeaeHHI BUMIpIOBaHb, JOCATHYTO IIBUIKOCTI Mepeaadi
JIaHWUX B MarictpanbHii JgiHil 10 133 MOIT/c B CUMIUIEKCHOMY pexuMi niepenadi, i 1o 60 Moit/c B
pexxumi noBHoro ayruiekcy st TCP tpadiky. PiBens curnamy Ha BXoJi mpuiiMaya jgocsra -43
nbm. Ilpm mepemayi BUKOPHUCTOBYBAIMCH CHTHAJIBHO-KOJOBI KOHCTpyKIii 866.6MOiT/c-
80MHz/2S/SGI 1 780M6it/c-80MHz/2S/SGI, sixi BiAMOBiIalOTh CHTHATY Ha BXOMAI HpuiiMada -43
nbwm.
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Anomauin. J[na  6u3HaueHHs  HeOOXIOHUX  XAPAKMEPUCMUK — MeleKOMYHIKaAYiluHo20
061a0nanHs OyOyromes mamemamuyni abo imimayiuni modeni mpag)iky 6 mepedicax 36 a3xy. [
Mepedic 3a2albHO20 KOPUCMYBAHHA HA CbO2OOHIWHIL 4ac po3poOIeHO MamemMamuyHi Mooeiui
Ppi3HO20 muny mpagiky ma eusHayeHo iX ocHOBHI xapaxmepucmuku. Huzvkowsuokicni mepedxci
38’A3Ky, AKI noOyoosani Ha 0a3i YIbMPAKOPOMKOXGUNLOBUX PAOIOCMAHYIN, BiOPI3HAIOMbCA
HU3bKOI WBUOKICMIO, 8ENIUKOI0 3AMPUMKOI ma Odcummepom nepeoaui oanux. [[ns pobomu &
MAKUX Mepedtcax 38’a3Ky po3pobisiomvbcsi cneyianvHi NpomoKonu nepeoadi abo adanmyrwome
icnyioui. B oaniit pobomi nposooumuvcst 00CAi0NCeH s XapaKmepucmuk ayoiompagixy ma ix enius
Ha HU3bKOWBUOKICKHI Mepedxci 38’53Ky, wo nooyoosani Ha 0as3i YIbMpaKopomroXeUlbO8UX
padiocmanyitl.

Knrouoei cnosa: nuzvkowsuoxicHi mepesici 36°s3Ky, mpagik, ayoio, padiocmanyis, VKX,
NOKA3HUKU AKOCMI (DYHKYIOHYBAHHS, UWBUOKICIb nepeoadi Oanux, oxcumep.

Beryn

Jljia Mepex 3arajJbHOr0 KOPUCTYBAHHS B)KE€ BU3HAUYEHO XAapaKTEPUCTHUKH Ta TUIHU Tpadiky,
110 IUPKYIIOI0Th B IIMX Mepexax 3B’a3Ky. Hanpuknan, s mepexi LTE onucano nexinbka KiaciB
ob0ciayroByBanHd QoS (Quality of Service) [1], mnapamerpu Ttpadiky HOCIYyT (TPUBATICTD
00CIIyroByBaHHsl, HEOOXiJHa IMOJ0Oca MPOMYCKAaHHS), a TaKOXX BHU3HAYEHO 3aKOH PpO3MOJLTY
IHTepBaJiB MK BHUMOTaMH KOXHOro Ttumy mnocuyr [1,2]. VabrpakoporkoxBmiboBi (YKX)
pazioMepeski BIAPI3HAIOTHCA HU3BKOIO IIBUAKICTIO, BEIMKOI 3aTPUMKOIO Ta DKUTTEPOM Iepenadi
naHux [3], ToMy uisi poOOTH B TaKHMX Mepe)kax 3B S3Ky pO3pOOJISIOTbCA CHElialbHI MPOTOKOJIN
nepeaayi abo aAanTyoTh ICHYOYI.

B pobGorax [4, 5] Oys0 mpOBEIEHO MOJIEITIOBAHHS aBTOMAaTH30BaHUX CHCTEM YIIPABIIIHHS B
HU3BKOIIBUKICHUX Mepekax 3B 3Ky, OTPUMAHO MOKa3HUKHU Tpadiky monao cranaaptisB STANAG
4677 Ta AdatP-36, Bu3HaYeHO IIUIBHICTH PO3MOJALIY HPOMIKKIB Yacy MDK MOMEHTaMHU
HaJIXO/KCHHS TaKeTiB Ha 0OCIIyroBYBaHHS UX CTaHAAPTIB. Y poOoTi [6] mpoBeaeHo MociiKeHHS
npoTokoJiiB nepeAaui ¢aitnie B YKX pagioMmepexi, OTpUMaHO XapakTEepUCTUKU TpadiKy Ta HaJaHO
peKoMeH/alli 11010 BHUKOPUCTaHHS IIMX IPOTOKOJIB. AJjie dYepe3 CydacHi HM3bKOLIBHUJIKICHI
paniomepexi Ha 0a31 YKX pagioctaHIiii MOKIMBO NepeiaBaTi ay/io Ta BigeoTpadik.

[Tapametpu3anisi Tpadiky B pajioMeperkax 3B’SI3Ky BUKOHYETHCS BIJIIOBIIHO 10 KJIAciB
obcyrosyBanust QOS [1, 2]: po3MOBHOr0, IHTEPAKTHBHOTO, MOTOKOBOro Ta (oHoBoro. Jlo
PO3MOBHOI'O KJIaCy MOCIYT BIHOCATbCS IMOCITYrH Iepeaadi ayaio Ta BigeoTpadiky. Koxen Ttum
MOCITYTH Ma€ CBIM 3aKOH PO3MOJUTY IHTEPBAJIIB MI’K BUMOTaMH, HAaIPUKIIA[, Ui ayAloTpadiky - 11e
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SKCIIOHCHIIAIbHUH, a I BijeokoHpepeHuin - posmoain Ilapero [1, 2]. 3rimgHo 3 ITU-R.1768 [1],
BU3HAYCHO, IO ayaioTpadik mepenaeThes 31 MBUAKICTIO 64 KOIT/C 1 TPUBAIICTIO OOCITYyrOBYBaHHS
90 - 450 c. Ane B HU3BKOIIBHJKICHUX KaHalax 3B’s3Ky moOynoBanux Ha 6a3i YKX pamioctanuiit
MaKCHMallbHa TOJI0Ca TMPOITYCKAaHHS 3a3BHYail He mepeBuinye 64 kOiT/C, a 3HAYCHHS JDKUTTEPY
3HaYHO OUIBIIMIA HDK y Mepekax 3arajJbHOro KOpHCTyBaHHs. Jlms mepenadi TroJOCOBHX
MOBIJIOMJICHh B TAaKUX MEPEXax 3B 3Ky BUKOPUCTOBYIOTHCS CIICIiajbHI KOJEKHU, 110 MAIOTh CBOIO
MIBUJIKICTh Ta BIUIMB Ha JUKUTTEP nepenadi nanux B YKX pagiomepexax.

Merta poOOTH — BU3BHAYUTH TOJIOCY MPOIMYCKaHHS HEOOX1IHY U1 epenadi ayaiorpadiky Ta
JOCTIAUTH BIUTMB TIepeadi rOJIOCOBHX IMOBIJOMIICHb HA JDKUTTEP B HU3BKOIIBUIKICHUX MeEpexax
3B’s13Ky, mMoOymoBaHux Ha 0a31 YKX pamioctanIiiid, momo momaisiioi peanizamii iMiTaliiHoro
MOJICNIIOBaHHSL TpadiKy Ta BHM3HAYCHHS JOCTYHMHOCTI CepBiCiB Ha erami IUIaHyBaHHS Ta
NPOCKTYBaHHS CUCTEMH 3B SI3KY.

Hocaixzkenns ayaiorpadgiky

Jlnist IpoBECHHS AOCIHIPKEHHS MOKA3HUKIB ayaioTpadiky B HHU3BKOUIBHIKICHUX MeEpexax
3B 53Ky, NOOYZ0BaHUX Ha 0a3l ylIbTpakopoTKOXBUIbOBUX paaiocTanlisax (YKX), OynyeTses cxema,
mo nokazana Ha puc.l. B skocti YKX panmiocranIiiii BUKOPUCTOBYIOTBCS Cy4YacHi paaioCTaHIl
RF-7850M-HH, Bupo6nunTBa Harris. Pamiocraninii 3HaxoasThCcsl 0aHa Bij oaHOT Ha BigcTaHi 100M,
nepcoHabHl koM 'totepu (I1K) ming’eqHanHi 10 pamioOCTaHINA 3a JOIMOMOTOK) CHEIIaIbHOTO
kabemo Ethernet 3 RJ-45(12067-5220-01) 3 koMmIiekTy akcecyapiB 10 pamioctaniii. Jo
pamiocTaHIii MmiIKIIo4eHi anTeHu Tumy mrtup. [loTyxHicTh pamiocTtaHmiii BcraHoBieHO Ha 1BT,
BUMIPIOBAaHHS TPOBOJUTHCS Ha BIAKPUTOMY MpOCTOpi mpu TemmepaTypi 24-26°C, Bojorocti
noBiTps 60% Ta TUCKY 761 MM pT.CT.

Ethernet RadioLink Low-bandwidth RadioLink Ethernet
e radionetwork — —

Pucynok 1 - Cxema mepexi 3B’ 13Ky Uil BUMIPIOBaHHS

JUis  OIIHKM ~ XapakTepUCTUK ayAloTpadiky BHUKOPHCTAEMO TPHU PEXKUMU poOOTH
pamioctanmiii: FF — By3pkocMyroBuii pexxum 3 (pikcoBaHOIO Hecyudoro dactororo, ANW2C —
mupokocMyroBuil pexum, QL1A — By3bKOCMYroBHH PeXUM 3 ICEBIOBUIIAIKOBOIO 1epe0yI0BOIO
pobouoi uactoru (IIITPY). lomoc B ycix pexumax poOOTH KOIYeETbCS Ta CTUCKYEThCS 3a
nonomororo kogeky MELP 2400 [7]. MELP 2400 — 1ie HU3bKOIMIBUAKICHUH 1IM(DPOBHIA ayTiOKOIEK
3 Oitpeiitom 2400 Oit/c, mo npuiinsatuii crangaprom HATO STANAG-4591 [7]. [dns nmepenadi
rOJIOCOBHX IMOBIIOMJIEHb JJOCTATHHO HAaTHCHYTH OOKOBY KHONKY «TaHTEHTY» 1 IMOYaTH T'OBOPUTH.
Panmiocranmii HamamrToBaHO 3 MOKIIMBICTIO TEpeaadl TOJOCOBUX IMOBIJOMIJICHh MapayiebHO 3
nepeaayero JaHuX.

Ha mepconampHHX KOMIT'IOTEpax BCTAHOBJIEHO Tporpamue 3a0esmneueHHs «iperf-v2.0.5».
[lepen moyaTkOM JOCHIAKEHHS XapaKTEPUCTUK Tpadiky HEOOXITHO BU3HAYUTH MapamMeTpu
pajiiokaHaay MK MEepPCOHATBHUMH KOMIT I0oTepamMu. 3riiHo poOoTtu [3], HA TPOTA31 TPHOX XBUIMH
MIPOBEJIEMO BUMIPIOBAHHS MOJOCH MPOMYCKAaHHS Ta JKUTTEPY HU3BKOIIBUIKICHOI paJioMepexki B
Tpbox pexkumax podoru: FF, ANW2C ta QL1A (tabn.1).
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Tabmuus | - PesynbraTn BUMipioBaHHs 03 niepeiadi rojaocy

Pexum poboTn ITonoca mponyckaHHs JxurTep
FF 64,8 Ko6it/c 258,31 mc
ANW?2C 357 K6it/c 46,07 mc
QL1A 15,8 Koit/c 955,81 mc

JInist OLIHKM BIUIMBY TI€pe/iavi rojocy Ha noka3HUKH QyHKionyBanHa YKX mepexi 3B’ 3Ky

IPOBEAEMO HACTYIHUN eKCIepUMEHT. 3rimHo poboru [3] mpoBemeMo BHMIpIOBaHHS IOJOCH
MPOITYCKAHHS Ta JUKUTEPY, ajie i 4ac BUMIPIOBaHHS OyJIeMO MepeaaBaT rojiocoBe MOBIIOMIICHHS
3 ogniel YKX pamioctaniii Ha iHTYy. Pe3yapTaTi AOCTIKEHHS MTOKa3aHo B Ta0.2.

Tabmmis 2 - Pe3ynbTaTi BUMIPIOBAHHS 3 IIEPEIAYCIO TOJIOCY

Pexum pobotn Ilonoca nponyckanHs JlxutTep

FF 62,3 Kbit/c 310,11 mc
ANW?2C 355 Ko6iTt/c 49,28 mc
QL1A 13,4 Koit/c 1005 mc

[MopiBHioroun poboty mporpamu «iperf-v2.0.5» 0e3 mepemaui rosocy Ta 3 mepenayucro
rojocy, Oyno BHM3HAU€HO, II0 NpPU IMepeaayl rojocy B paaioCTaHIsAX BiAOyBaeTbcs OimbIna
Oydepusalii 1aHuX HiX TP Tepenadi Jivime AaHux. be3 mepemadi roJocoBUX MakKeTiB IMporpama
«iperf-v2.0.5» npuiimasna nmakeTu KOXXHOI CEKyH/IH, a TPH Mepeadi rojocy — npuiiMana makeTu pas
B 3 cexyHau BTpuui Oinbmoro po3mipy. Lls Oydepusamis BIuMBae Ha JHKUTTEP y KaHaNi 3B’s3KY,
1110 6aYMMO 1Mo pe3ysibTaraM podboTu nporpamu «iperf-v2.0.5» (tadiu.1 i tabma.2).

HeBaxxko Oaumty, mo mokazHukd QOS HU3BKOIIBHUIKICHOI MepexXi 3B’SI3KY IMOTiPIIMINCH
npu nepeaayi rojocy. Jns pexxumy FF monoca nponyckanns 3meHmmnachk Ha 2,5 K6it/c, a mxutep
30inpmuBes Ha 52,2 mc, g pexxumy ANW2C pizauns nonocu npomyckanHs ckiagae 2 Koit/c,
mxuttepy — 3,21 mc, a qs pexumy QL1A pi3Huus nonocu npomyckanHs ckiagae 2,4 Koit/c,
mokutTepy 49,91 Mc BiamoBigHO. PisHuIs noka3HukiB QOS HU3BKOMIBUAKICHOI MEpexi 3B’ sI3Ky 0e3
niepeiadi rojiocy Ta 3 mepeiadycto rojocy mokasaHo B Ta0.3.

Tabmuus 3 - Pi3HULS oJI0CH NPOIMYyCKaHHA Ta JUKUTTEpy 0€3 mepeiadi rojocy Ta 3 nepeiadero
rojocy

Pexum poboTH ITonoca nmponyckanHs Jlxurrep
FF -2,5 K6it/c +52,2 mc
ANW?2C -2 Kbit/c +3,21 mc
QL1A -2,4 K6it/c +49,91 mc

TakuM umHOM, mepeaaya B TOJIOCY B HM3BKOIIBHJKICHUX Mepexax 3B’s3Ky Ha 0a3zi YKX
paniocTaHIliil 3aliMae mojocy mpomyckanus 2 - 2,5 K6it/c, mo npubau3Ho BiANOBifae OITpedTy
ayniokoneky MELP 2400.

BucHoBku

1. IIpoBeaeHo AOCHiKEHHS BIUIMBY Iepeladi TOJOCOBHX IOBIIOMJIEHb Ha JOKUTTEP B
HU3BKOIIBUIKICHIX MepekKax 3B’S3Ky Ta OTPHUMAaHO MOKA3HUKH ITOJIOCH MPOMYCKaHHS, IO 3aliMae
nepeaaya rojJocoBHX MOBIAOMIEHBb B TphoX pexkumax podotu YKX panpiocranuii: FF, ANW2C ta
QL1A.

2. Buznaueno, 1o nepenauy ronocy B YKX paniomepekax 3aiimae 1mosiocy nponyckaHHs 2
— 2,5 Ko6it/c. B By3pkocmyroBux pexumax podotn YKX panioctanmiii BigOyBaeTbcsl 3Ha4YHE
301IbIIEHHS [DKUTTEpY Niepeaayl nanux ~ 50 mc.
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3. Ha ocHOBi OoTpHMaHUX XapaKTEpPUCTUK ayaioTpadiky MOMIMBO CTBOPUTH HPOTPAMHY
peamizaiio IMITaIlifHOTO MOJEIIOBaHHS Tpadiky B HU3BKOMIBUIKICHHX MEpekax 3B’S3KYy IIMOJ0
MOJAJIBIIION0 BU3HAYEHHS JIOCTYITHOCTI CEpPBICIB HA €Tami IUIaHyBaHHS Ta MPOEKTYBAaHHS CHCTEMHU
3B SI3KY.
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BUKOPUCTAHHS METOJIB CINIAHH-®YHKIIY B TEJIEKOMYHIKAIIIMHUX
TA THOOPMAIIMHUX TEXHOJIOI'ISIX

AHoTauis. PozensinymoO pluwenns 3a0au menekomyHikayitinux ma ingpopmayitinux mexnonozii
3a 00NOMO02010 CNIAUH-ANPOKCUMAYii ma cniatH-eKcmpanoaayii Ha 0a3i OilicHUX Ul KOMNIEKCHUX
cnaaun-gyukyiu.  I[loxazano eukopucmanHs CHAAUH-ANPOKCUMAYIl 0N BUPIWEHHS 3404y
BIOHOBIICHHSL CUSHAIE MA CAMON0JIOH020 Mpaghiky, 380y YNpaesiiHHI MEPEICHUMU 06'ekmamu ma
MEpedicero 6 yinomy, npoyecamu @QYHKYIOHYGAHHI MENEKOMYHIKAYIUHUX 00'ckmie ma Mepeoic.
3anpononosano euxopucmanus chaduH-excmpanoaayii a 6azl pisHux eudie Ollichux cnaaiiu-
@yukylit Ons supiwiennss 38084 NPOSHO3VEAHHS XAPAKMEPUCTUK CAMON00IOH020 mpapixy ma
niompumku xapakmepucmuk QoS npu 11020 ob6cnyeosyeéanni. Jis pluenns 3a0aui no3uyloHyeanHs
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Kopucmyeaua 8 MEpPEXHCi padio0ocmyny, po3eiAHymo 6UKOPUCAHHA KOMNJIEKCHUX NAOCKUX CRAAUH-
@yukyii. Buxopucmanms memo09ie OiCHUX Ma KOMNJIEKCHUX CHAAUH-DYHKYIU 00360/15€ Ompumamu
pe3yibmamu Ni08UWEeHHS. XapAKmepUcmuK sikocmi 00C1y208Y8aHHSA 8 MeNeKOMYHIKAYIUHIL Mepedici
ma 3a6esneuumu mMacuimabo8aHicms OMpuUMAaHux piuieHv. [l eusHaueHHs ma NpocHO3)Y8aHHS
kibepamax DDoS euxopucmano memoo cniaiin-eKcmpanoaayii. 3anponoHo8ano GUKOpUCMaHHs
napamempuuHux CnaduHie 6 3a0auax ingopmayitinux mexunonoeii, a came, nobyoosu Kpusux ma
nO8EPXOHb 6 3D-Mo0ento8anHi.

Beryn

CTpiMKHiIT PO3BUTOK TEJICKOMYHIKAI[IHUX Ta IH(OpPMAIIHHUX TEXHOJIOTIH 3yMOBIIIOE 3MIHY
0araTbO0X TEXHOJIOTIYHUX pillleHb, BJOCKOHAJCHHS MPOTOKOJIIB Ta AITOPUTMIB (YHKIIOHYBaHHS
CHCTEM Ta MporpamMHoro 3abesrne4eHHs. Taki 3MiHM MOTPEOYIOTh HMEperiisily ICHYIOUYHX PIlIeHb Ta
NONIYKY HOBHMX METOJIB pIlIGHHS 3aJa4 aHajui3dy Ta CHHTE3y TeJICKOMYHIKalliHUX Ta
inpopMmaniitaux TexHomorii. IIporec cTBOPeHHS Teopii TEIEKOMYHIKAIIHHIX Ta iHGOpMaIiiHuX
TEXHOJIOTIH MOKH 10 HE 3aBEPIICHO, OJJHAK, IHKEHEPHA IHTYIIis ChOTO/IHI YacTO OMepe/Kae HayKy
| J03BOJIsIE 3HAWTH HEOOXIOHI pIlICHHS 3aJa4 HA CTHKY Pi3HUX HayK, TUM CAMUM, IEpeiTH Bil
YHCTO TEXHOJIOTIYHUX PillieHb, J0 pilieHb Ha OCHOBI Teopii cuctem [1].

Bupinenss: 6aratbox 3a1a4d TeJACKOMYHIKAI[IMHUX Ta iHGOpMAIiiHUX TEXHOJIOTIH MOTpedye
HOMIYKY €)EeKTUBHUX IHCTPYMEHTIB CHCTEMHOT'O aHaJI3y i CHHTE3Y CYYaCHHX TEJIICKOMYHIKAIIHUX
ta IHpopMaliiHKMX cHcTeM Ha 0a3i HOBMX MareMaTWYHMX MeToAiB. Orisa BIZOMHX pilIeHb
JI03BOJISIE CTBEP/PKYBATH, 110 BOHU 083yIOThCS Ha HU3II BXKE BIIOMHX MAaTEeMaTHYHHX METOIIB,
TAKHUX SK: GYHKI[IOHATBHUN aHai3, iHTerpaibHe i AudepeHiliagbHe YUCICHHS, TeOpis TPyII, Teopist
oreparopiB, CIIEKTPaJbHUI aHauli3 Ta iHI. BaXJIMBUM MUTAHHIM € MOIIYK IHITUX MaTeMaTHYHHX
METO/IIB, albTePHATHBHUX 10 BIIOMHUX, SIKi O3BOJSITH 3HAYHO CHPOCTUTH MPOILEC PILMICHHS Ta
OJTHOYACHO HANATH HOBI MOXIHMBOCTI piieHHs. TakuM pIlICHHSIM MOXe OyTH BHUKOPUCTaHHS
METOIB CIUIalH-QYHKIIN, TAaKKX K CILIAHH-ANPOKCHMALlis Ta CIulaitH-ekcTpanoisiuis. [IpoeneHi
aBTOpaMH JIOCTIDKeHHsT B pobortax [1-6], [8-24] 103BOJSIFOTH CTBEP/KYBAaTH IMPO IEpeBary
BUKOPUCTAHHS CIUIAIHIB, ajke: CIUTAHN MPOCTO OOYKMCITIOITHCS, MAFOTh XOpOIIa 301KHICTb, CTIHKI
70 JIOKQJIbHUX 30ypeHb, MAIOTh BIACTUBOCTI MacIITa0OBAHOCTI Ta MPOCTO 3MIHIOIOTHCS HA OKPEMHUX
JIISTHKAX, HANAITh MOXKIIMBOCTI 3a0e3neyeHHs HeoOXiJHOT TOYHOCTI.

Bukopucranus MeTOAIB IHTEPIOJISLIi, almpoKCUMAaIlli Ta eKCTPANOJISIIi MPOIECiB | PeKUMIB
MEPEKHHUX EJIEMEHTIB, a TaKOK (YHKIIIH Mepexi JH03BOJIATh OTPHUMATU PILICHHS 3HAYHOTO KJIACY
3a71a4 3a JOMOMOrol0 JIMCHUX Ta KOMIUIEKCHHMX crutaiH-pyskmii [1-6], [8-24], mo mo3Bomwiu
OIJTBII TIPOCTO PO3B’sA3aTH JesIKi 3a1auil TeJTeKOMyHIKalliif. BUKopucTaHHs TIHCHUX Ta KOMILUIEKCHUAX
CIUTAHH-QYHKII Mae BaXJHMBY MNPAaKTUYHY MepeBary — JOCHTh MPOCTY peaii3allifo CIulaiH-
(GyHKLI# Ta MOXKIMBOCTI Maike yHIBEpCATbHOTO BUKOPHCTAHHSL.

B poGotax [8-10] moka3aHo BIJHOBJIEHHS CHUTHAIIB 3a JOIMOMOIOIO Bi/UTIKIB Ta MOPIBHSHHS
pe3ynbTaTiB BiHOBJICHHS 3a JONOMOrow psay KoTenbHHKOBa Ta CIUIaiiH-ampoKcHMallii Ha 0asi
KyOIYHUX CIulaiiHiB. BCTaHOBICHO, 10 BUKOPHCTaHHS CIUIAHH-AMPOKCUMAIlIl Ui CHTHATY 3
YaCTOTHUMH KOJHMBAaHHIMU J03BOJISIE OTPUMATH PE3YIbTaTH 3 HAWMEHIIOK MOXHOKOI0. Pe3ynbratn
PEKYPCHUBHHX OIIIHOK CTaHy MEPEKHHX €JIEMEHTIB pO3IJsIHYTI B poOoTi [9], 3ampornoHOBaHO
BUKOpucTaHHs QinbTpy Kanpmana-b’roci Ta crutaifH-anmpoKcuMallil 103BOJSIFOTh CTBEPAXKYBATH, 110
pe3yJIbTaTu BITHOBJIEHHS CTaHy MepekHUX enieMeHTiB rmpotokoiy RTP (Real Time Protocol)/RTCP
(Real Time Control Protocol) 3a momomororo KyOiuHHMX CILIaWH-(QYHKIIH MOXYTh OyTH 3HaYHO
nokparieni. [TepeBara cruraiiH-anpokcuMarii npu pimeHH| 3aaa4 BigHOBIEHHS Tpadiky Jd0BeaeHa
3a JJONOMOTOI0 PI3HUX BUAIB CIUTalH-(QYHKIIN (JIIHIHHUX, KBaJIPaTHUHKUX, KyOluHHX, B-crinaiiHiB Ta
IHII) B poboTax [2-6]. Ha cydacHOMy erami pO3BHTKY TEJICKOMYHIKAIlii Ba)KITUBHUM MUTAHHSIM €
BUPIIICHHS 33/1a4 MPOTHO3YBAaHHS XapaKTepUCTUK Tpadiky, KUl 00cayroByeTbesi B Mepexi. s
1boro B podorax [11-19] 3anpornoHOBaHO BUKOPHCTaHHS CIUIAMH-SKCTPAnossiii Ha 0a3i pi3HMX
CrTaiH-QyHKIIA (THIAHUX, KBaJpaTHYHHUX, KBAJAPAaTUYHUX B-cruaiiHiB, KyOiuHMX, KyOiuHHX B-
CIUIAiHIB Ta KyOIuHHMX CcIuiaiHiB EpwmiTa), sKi J103BOJSIFOTH MIABHUIIMTH TOYHICTH IMPOTHO3Y.
Pe3ynbraTi IporHo3yBaHHs J103BOJATH NepeadaunTu HeoOX1IHUM po3Mip Oy(depHUX MPUCTPOIB Ta
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XapaKTEPUCTHK 00’ €KTIB MEPEXi, TAM CAMUM 3aro0irTH NepeBaHTAKEHHIM B MEPEXI Ta CIIPUIIOTH
NIEPEBUIIICHHIO HOPMATUBHUX 3HAYEHb XapaKTEPUCTUK IKOCTI QoS.

Opnak, iCHye HHM3Ka 3a/1a4, PIIICHHS SKUX HEMOXXIUBO OTPHUMATH 33 JOIOMOTOI0 JIHCHUX
CIUTAfiHiB, HANpHKIaa, 3afadl No3umioHyBaHHs. Ilpu pimeHHi TakMx 3amad icHye morpeba
BU3HAYEHHS KOOPIMHATH KOPUCTYBaya y BiJHOIICHHI 10 OTPUMAHOI OTYXHOCTI CUTHATYy. Y IbOMY
BUMAJIKy aBTOPaMH 3alpOIIOHOBAHO BUKOPHUCTAHHS KOMIUICKCHHX IUIOCKHX CIDIalH-(QYHKIIH, sKi
JIO3BOJISIFOTH 3MEHIIUTH MOXUOKY MO3ULIOHYBaHHS Y MOPIBHSAHHI 3 1HIIUMH BIZOMHMH METOJaMHU
[20-23].

[any3p iH(opMaIiiHUX TEXHOJOTIM ChOroAHI MOTpedye IHMIOrO MiAXOMY 10 BHPIIICHHS
3HAYHOI KIJIBKOCTI 3aBJaHb, sKi MOTPEOYIOTh 3MEHILIEHHS OOYMCITIOBAJILHOI CKJIAIHOCTI Ta BUTpAT
yacy Ha pO3paxyHKH, ajié MalOTh BUMOTH IIOJO TOYHOCTI OTPUMAaHUX pe3yibTariB. Takum
NPUKIAJI0M MoXe Oyt mporec 3D-MoienroBaHHs, SIKUM Mae MOTpeOH y BIATBOPEHHI KPUBHX Ta
MOBEPXOHb 3 33/IaHOI0 TOYHICTIO. BUKOPHICTAaHHS CIIAH-IHTEPIONALIl B JAaHOMY BHIIAJKy Mae
NepeBaru Ta J03BOJISIE BAKOPUCTOBYBATH CILIAMHOBI KPUBI JIJIsi CTBOPEHHS ()OPMHU MOJIECITHOBAHOTO
3D-00’ekTy, a CriIaifHOBI OBEPXHI MOXKYTh HaOJIMKATH HOT0 TPUBUMIpHY (opMy.

Memorw Oanoi pobomu € TOIIYK HOBHX METOJIB PIIICHHS 3ajady aHali3y Ta CUHTE3Y B
iH(pOpMaLIfHUX TEXHOJOTIX.

1 3apaui cnuiaiiH-anpoxcuManii

3a 1OMOMOro IiWCHUX CrulaiH-QYHKIINH (JTiHIHHUX, KBagpaTWU4YHHUX, KBaJpaTHUYHUX B-
CIUIaiiHiB, KyOiuHMX, KyOiuHNX B-crumaiiHiB Ta KyOiuHuX crutaiiHiB EpMmiTta) Bupimeno 6araTto 3agad
B TEJIEKOMYHIKaIlIHHUX TEXHOJIOTisX, a came [1-6], [8-10]:

— BIJIHOBJICHHSI BUNIAIIKOBUX CHTHAIIB i caMomnoioHoro tpadika, pilieHHs SKUX JO3BOJISIOThH
OTpUMATH HEOOXIIHI 3HAYECHHS MK By3JIaMH IHTEPIOJIALIT 3 HeoOximHO0 moxuokoro [8-10];

— BIJTHOBJICHHSI CTAHIB MEPEKHUX 00 €KTIB TA XAPAKTCPHCTHK B PEAbHOMY YacCi, pIIICHHS
SIKUX 3a0€3MeYnTh OTPUMAaHHSI PEKYPCUBHHX OI[IHOK CTaHy uyacy 3arpumku npotokoiny RTP/RTCP,
€MHOCTI 3aBaHTakeHHs Oydepa RED Ta IHIIMX 3 METOIO 3MEHIIICHHSI TOXUOKH BiTHOBICHHS [9];

— YIpaBJIiHHSI MEPEKHUMHU O0'€KTaMU 1 MEPEXKEI0 B IIOMY, SIKi 0a3yI0ThbCS Ha PE3yNIbTaTax
MOHITOPUHTY Mepexi Ta 00p001i OTPUMAaHUX JAHUX [9];

— MIATPUMKHU TPOLEenyp GyHKIIOHYBaHHS 00'€KTIB | MEpexki B I[IIIOMY 3 METOO IiABUIIICHHS
xapakrepucTrk skocti QoS/QoE ¢yukuionyBanus [5-6].

1.1 3axaya BiAHOBJIEHHSI HelepepBHUX CHTHAJIB 3a /IOMOMOIOI0 CILIAlH-aNpPoOKCUMALIL
Ha 0a3i QilicCHUX KYOiYHUX CIUIAHHIB
Ha puc. 1 nokazano anpokcumariito BiJHOBJIEHOT0 HerepepBHOro curnainy surisiay (1) [10]

sin(16m(x — %)) sin(8m(x — %))

f(x)=2 2—-3 T @)
3a JI0MOMOTOF0 JIIHCHOTO KyOi4HOTO cIuTaiiHy BuAy (2), 3a71aH0T0 Ha cerMeHTi [a,b],
S;(0) = f,(1-1)> (A +28)+ f., 1> B=28) +m; b t(1—1)? —m,, 1 t> (1—1), 2)

€JIEMKHTIB pO30HTTs cereMHTy [a,b],

B TIopiBHsHHI 3 psitom KoTensaukosa [10].
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Pucynok 1 — Buxiguuii HenepepBHHIA CUTHAN f(x) Ta MO0 BIJHOBJICHHS 32 JIOIIOMOTIO0 Py
KorenpHukoBa Ta Ky0i4HO1 CIuTaitH-QyHKITIT

B pe3ynbTaTi nNpoBeACHOro aHalli3y BiTHOBJICHHS HENEPEPBHUX CUTHAIIB 3a iX BIJIIKAMH 3a
JormoMororo psitiB KorenpHUKOBa, KyOIYHOTO CITJIaifHA BCTAHOBJICHO, IO BUKOPUCTAHHS CIUIAMH-
anmpokcUMallii Mae MEHIy MOXUOKY 1 MOke OyTH BUKOPUCTAHO sl BIAHOBJICHHS CHTHANIB, SIKi
XapaKTEPU3YIOThCS HASBHICTIO MIBUAKHUX KOJIUBaHb [10].

TakuM dYHHOM, MOXJIMBO BIAMITUTH, IO MPHU PIMICHHI TEICKOMYHIKAiHHUX 337134,
BUKOPHCTAHHS CIUIaH-aIIpOKCUMAIIii TO3BOJISIE MTPOCTIllie OTPUMATH PIIICHHS KJIaCy 3ajad, TaKhuX
K, BIZHOBJEHHS Ta ONIHKK CTAHIB (IAHMX, CHTHAMIB, Tpadiky), 3ama4 O0OpPOOKH CHTHATIB Ta
300pakeHb, BKIIIOYHO 3 3a1a4aMu (imbTparii Ta CTUCHEHHS @HUX, BUABIEHHS Ta BUMIPIOBAHHS
CUTHAJIIB Ta MIJBUIICHHS XapakTepUCTUK iKOCcTi QoS (yHKUIOHYBaHHS TelEKOMYHIKaI[iHHUX
Mepek 3 HeoOXITHO MTOXUOKOIO.

1.2 3apgaya cmiaiiH-anpokcuManii KPUBHX Ta MOBEPXOHb Ha 0a3i ailicHMX
napaMeTpUYHUX JiHIHHUX cIJIaliHiB

Po3srnsHemMo MeToau crutaiiH-GyHKLIN B 3a/1a4ax iHQOpMAIiHUX TEXHOJIOTIH JuIs HOOYyI0BU
KpUBHUX Ta MOBEpXOHb B 3D-MozentoBanHi. CIUtaifHOBI KpHBI Ta MOBEPXHI BUKOPHUCTOBYIOTHCS Y
a”imarii, BiJieoirpax Ta IHTEPAKTUBHUX JOJAaTKax, a/UKe CTBOPEHHS TPA€EKTOpii pyxy OO’€KTIB y
yaci JUIsl CTBOPEHHS IUIaBHUX Ta NMPUPOIAHMX PYyXIB, MpoleciB aedopmalii y BIANOBIAb Ha nii
KOpUCTYBaya a00 3MIHM Yy HaBKOJHIIHBOMY CEpPEAOBHUINl € CKIaJHUM Ta PECYpPCHOBUTPATHUM
IPOLIECOM.

Jlnist pilneHHs 3a7a4 MOJIEIOBaHHs, a caMe, NOOYJ0BH KPUBHUX Ta IOBEPXOHb BUKOPUCTAEMO
JHIAHI napamMeTpuyHi crutaiiHu. [Ipu iHTepnonsuii KpuBoi, Ky 3a/J1aHO MAapaMETPUYHO BUTIISAY
(3), po3i6’eMO MPOMIXKOK 3MiHM IapaMeTpy U, TaKUM YMHOM U, <U; <...<Uy . 3Haii1eMO 3HaYeHHS

¢byHKLii y Toukax po3OuTTs U, 1= o,N, IpU4IoOMy
x, = x(u;);
Y =y(u).
3)

[HTeprnonALiiHIN apaMeTpUYHUN CIUIAiH MEpIIOro CTYMEHIO Ha MPOMIKKY MK TOUYKaMHU
P Tta P,, mae Burman [25-26]:

i+1
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S, (X;8) =(A—-t)x +1tX,,;

_ ' (4)
Sl(y! s)=@1-1) Yi + i
ae t= (S_Si)/li ) Ii =S,-S,1=01..,N-1.
Cykynsicts crumaifHiB  S;(X;u) Ta S;(Y;u) Ha3HBaeTbCs JIHIMHUM 1HTEPHOJSLIHHUM
napaMeTpUYHUM CIIaliHOM. B 3anexHocTi Bix BULy (DYHKIH pO3riIsgaroTh JTIHIAHI TapaMeTpUyHi
a0o kBajpaTUy4Hi, a00 KyOiuHi Ta iHII cruiaitau [25-26].

[Tpukian moOya0BH JIIHIMHOTO MapaMeTpUYHOro crutaiiHa Bumay (1) ans 3amanoi kpuBoi L
MOKa3aHO ITYHKTHPHOIO JIHI€I0 Ha pUC. 2.

Pucynok 2 — [aTepnossiiiiHa KpuBa NapaMeTPUIHOTO JTIHIHHOTO CIUIAHHY
HeBaxko Oauuty, 110 Taka KpuBa Ma€ 3HAYHI MOXHOKH 10 25 %, 3HIKEHHS SKUX MOXKeE
OyTH JIOCSATHYTO 3a paxyHOK 3MCHIIEHHS KpPOKY IiHTepmoismii. JJis 3MEHIICHHS TOXUOKHU
BIJITBOPCHHSI KPUBUX Ta MOBEPXOHb MOXKJIMBO BUKOPHCTATH CIUIAHHU OLTBIN BUIIMX MOPSIKIB, TaKi
K KBaJIpaTU4Hi, KyOi4Hi cruraiiHu abo KyOiuHi B-craifnu.

1.3 3agaua cnuaiiH-anpokcumaiii Ha 6a3i KOMIJIEKCHUX MJIOCKHUX CILIAWHIB

JInsi BU3HAUYCHHS MICIIE3HAXO/DKEHHST KopucTyBada B Mepexi Wi-Fi/lndoor posrisiaemo
CIuTaiiH-anpokcumanio. B skocti Habmmxkyrouoi ¢yHKIii Oy1eMo BUKOPUCTOBYBAaTH KOMILIEKCHUI
IIIOCKUH KBagpatuuHuii crutaiin [20-23]. PosrmssHemo wmepexy Wi-Fi/lndoor (puc. 3), ska
CKITAZIa€Thesd 3 CYKYIHOCTi TO4oK joctymy AP;, ne i — KimekicTs Towok moctymy AP;, i=13.

ITosHaunMo o6nacts MOKpUTTA Mepexki Wi-Fi/lndoor uepes G, mis sikoi Gc<Q (puc. 7), ae
Q=[a,a+H]x[b,b+H], 3 cropororo H > 0 Ta kpokom hy =% , N — HarypasbHe uncno, x =a+khy,
yj =b+jhy, k,j=0, 1., N.IIpudomy, G=GUdG, ne oG — rpanuus obmacti G. Po3i6'emMo o61acTs

N-1
IIOKPUTTSA MepexI Wi-Fi/Indoor Ha CErMEHTH, TomiQ= | JQ, ., e
p p B
k,j=0

Q. ={z =x+iyixelxo %] v ey, X } Take pa3OuUTTs MO3HAUMMO Yepe3 An. BusHaunmo o6acTh

Gn sk 00’ etHanHs BCix cerMenTiB Qj, st axkux Q ; NG #J.

74



(X2,y2)

Pucynok 3 — Mepexa Wi-Fi/Indoor

Jns  3HaXOMKEHHsT KOOPIMHAT MICIIE3HAXO/DKEHHSI KOPHUCTyBada pO3IVISIHEMO OJIMH 3
€JIEMEHTIB pO30UTTS, SKUU BXOmuTh B 00macte Gn 3 BepmmHamu Pi, P, P3 Ta P4 Ui SIKUX,
BUKOHYIOTBCSI HACTYITHI YMOBH (pHc. 4):

Re P1 = Re P4, Re P2 =Re P3, ImPy=1Im P2, Im P3=Im Pa. (5)
y
b+H |
Q Gn
H
G
b IR 2 ]E
s e,
0 él I a+H

Pucynoxk 4 — O6nacts Gy
[ToGynyemo 1o cityactiii o6gacti G KBaJpaTUYHHNA MJIOCKAN KOMIUICKCHHN crutaiiH Sa(z),

kAl iHTepnoiroe QyHkiiro f(z) (ado ii mpoaOBXKEHHs) y BepUIMHAX TPAMOKYTHHUKIB Qkj, IO
yBiM 10 o6xacti G, BBaXKaO4H

SA(Z):a+bZ+CZ+d(ZZ—72)

, (6)

npu zeQ,; =Gy, ne koediuienTtu a, b, ¢, d BU3HAUAIOTLCA 3 IHTEPHONALIHHUX YMOB Y TOUKaX

Z, =% +ly; .
Saze))=1(z;) s Salzenj)=T(ziaj)s Sa(zijur) = F (2 1) » Sa(Zkanjun) = F(Zion ) -

Oyukiris Sa(z) — nenepepsHa B Gy [23].

2 3apaua cniaiiH-eKCTpanosuii
Pimenns 3amau TenekoMyHIKaliid Ta iHGOpPMaLiIHHUX TEXHOJOTIH OTpUMaHI 3a JIOIOMOIOI0
CIUTaH-eKCTpanosii Ha 6a31 AIMCHUX CIuTalH-QYHKIIN (JIIHIHHUX, KBaAPATHYHUX, KBaJPAaTUIHUX
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B-craiiniB, kyOiuHNX, KyOiuHMX B-crimaifniB Ta kyOiuHux craiiais Epmita). OTpumMani pirneHHs
HacTymHuX 3a1a4d [11-19]:

Metonu CrutaiiH-eKCTPAIOISIIil, TO3BOJIMIN BUPIMIUTH 3HAYHMNA KIAc 3a7ad aHami3zy Ta
CHHTE3Y TeJIEKOMYHIKalliii Ta KibepOesneku, siki mokaszano B podorax [11-19]:

— TPOTHO3YBaHHS XapaKTEpUCTUK Tpadiky, pilleHHsS SKMX B pealbHOMY dacl s pI3HUX
BuziB Tpadiky (data traffic, voice traffic, telemetry traffic Ta video streaming traffic) 3a6e3mneuntsb
MOXJTUBOCTI MIATPUMKH XapakTeprcTHK sikocTi QoS/QoE [11-19];

— miaTpuMKu xapaktepuctuk sk0octi QoS/QoE, a, came, XapakTepUCTHUK 4Yacy 3aTPUMKH Ta
AMOBIpHOCTI BTpAr W CIOTBOPEHHs NaKeTIB NpU OOCIYroBYBaHHI pI3HMX BHIIB Tpadiky Ta
dbopmyBaHHI BUMOT 710 MEpeKHUX OydhepHux mpuctpOiB [11-19];

— BHOOpY OoNTHUMaNbHOI KOH(QITYpalii 00’€KTIiB TEICKOMYHIKAIIIHOT MEpexi, PIMICHHS KX
0a3yeThCs Ha pe3ysbTarax IMPOTHO3YBAaHHS XapaKTEpUCTHK Tpadiky 00’ekTiB | Mepexi B IiIomMy
JUTSL T IBUILCHHS XapaKTEPUCTHUK SIKOCTI QyHKIIOHYBaHHS TEIEKOMYHIKalliHHOT MEpexi;

— BH3HAYCHHS Ta MPOrHo3yBaHHs Tpadiky Kibeparak tumy DDoS (SYN-Flood, ICMP-Flood,
UDP-Flood) 3 BukOpHCTaHHSIM CIUIAH-()YHKITHIA.

2.1 3apgaya BHM3HA4YeHHS Ta NPOrHo3yBaHHA Tpagika kidepartak Tunmy DDoS 3
BHKOPHCTAHHAM CILIaH-QyHKIMT

[lpu posrmsai xapaktepuctuk tpadiky kideparak DDoS (Distributed Denial of Service),
YacTO BIA3HAYAIOTHCS YACTi MEpiOAWYHI, KOPOTKiI 1 3HAUHI «CIUIECKW» 1HTEHCHBHOCTI Tpadiky, a
JETITUMHHAN Tpadik Mae HEBEIMKY aMIUTITYy IyJbCallii, SKi BiIOYBAIOTHCS MPOTATOM TPHBAJIOTO
yacy. BpaxoByrouu, mo Tpadik kibeparak Ma€ BIACTUBOCTI CaMOIOAIOHOCTi, CIUIAiH-
EKCTPAMOJIAIISA MOXe OyTH BUKOPHCTaHa MPU BUPIIICHHI 33124 BUSBJICHHS Ta IPOTHO3YBAaHHS aTak
DDoS (SYN-Flood, ICMP-Flood, UDP-Flood). BukopuctoByeMo METOJ CIUIAHH-EKCTPAMOJIIIl
JUTSI IPOTHO3YBaHHS Tpadiky Kideparak tury DDoS (puc. 5) [27].

3anponoHoBaHa CIUIAH-eKCTpamnosAlis Ha 0a3i crjuailH-QyHKIIN, Mae HU3KY MepeBar y

MOPIBHSIHHI 3 BIJOMHMH METOJaMH. BiH JOCHUTH TPOCTHHA Yy peaiizaiii, Mae MEHIIy IOXHOKY
MPOrHO3YyBaHHsA Tpadiky KiOeparak, a TaKOX MOXE€ OyTH BHUKOPHUCTAHO JUIsi BHU3HAYCHHS Ta
nporHo3yBaHHs Tpadiky kidbeparak DDoS y peanpHOMy MacmiTali gacy.
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Pucynok 5 — PesynbraTu ekcrpanossiiii Tpadiky DDoS kibeparaku Ha Bimpisky [2600;2700]
3 BUKOPHUCTaHHIM KyOiuHOTO cruaitna, 1) mpaghix DDoS amaxku, 2) ekcmpanonsyis mpagixy 3
BUKOPUCTNAHHAM KYOIUHO20 CHAAUHA

Bnanuii Bubip BuAy crmaitH-QYyHKIIN MiJg yac CIUTaiH-eKCTPamnosaLii 103BOJISE MiABUILUTH
TOYHICTh BU3HaueHHs Tpadiky DDoS arak. [lepcnekTuBaMu moganbuIux AOCTIIKEHD € MOAANbIIe
MIJIBUIIIEHHS TOYHOCTI BU3HAYEHHS Ta MPOTHO3YBAHHS XapakTEPUCTHK Tpadiky pizHUX KibepaTak
DDoS (SYN-Flood, ICMP-Flood, UDP-Flood) 3a 1omoMororw MeTOJy BEHBIIET-SKCTPAMOJISIii 3
BIJIMOB1THUM BHOOPOM BeiBieT-QyHKITIH [27].

BucHoBku
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1. Hapsiny 3 BupimeHUMH 3a7aduaMu TeJIEKOMYHIKAIlii 3a JOMOMOTOI0 CIUTAiH-apOKCUMAIIil
3aMpONOHOBAHO Ta BUKOPHUCTAHO CIIAHH-aIIPOKCUMAIlII0 1 CIUIAalH-€KCTPAIoJISAIII0 B 3ajadax
iHpOpPMaLIMHUX TEXHOJIOTIH, II0 JO3BOJSE 3HAYHO CIPOCTHTH MPOIEC PIMICHHS TA OJHOYACHO
HAIATH HOBI MOXKJIMBOCTI OTPUMAHHS Pe3y/bTaTiB.

2. Tloka3aHo, 110 CYTTEBI MEpeBard cepeia BiJOMHUX METOMIB allpOKCHMAIlii MalOTh CIUIAHH-
¢byukmii. CruaiiHy CTiMKI IM0J0 JOKaJbHHUX «CIUIECKIBY» Ta MalOTh XOPOIIY 30DKHICTH CILIAiH-
IHTepnONIALIi Ha BiAMIHY Bij mosiHOMianbHOI. [ QyHKIIH 3 HeperyIsipHUMHU BIACTHBOCTSIMHU
[IaaKOCTI He3alepeyHuil MPIOPUTET 3a CIUIAHH-IHTEePHOIAIi€l0, CIUIAHA MAarTh KOPHUCHI
EKCTPEeMAIbHI BJIACTHBOCTI, BaXJIMBOIO MPAKTHUYHOIO TEpPEBaror € JIOCHTh MPOCTa peasizaiis
CIUIaitH-Q yHKITIH.

3. 3anponoHOBaHO BUKOPHCTAHHS CIUTalH-alpOKCUMAIlii, sIKa JO3BOJISE MPOCTIIIe OTPUMATH
pillleHHS TaKWX 3ajad4, SK, BIIHOBIICHHS TA OIIHKKA CTaHIB (IaHUX, CHTHATIB, Tpadiky), 3amad
00poOKM CHTHaNIB Ta 300pa&XKeHb, BKIIOYHO 3 3agadyamMu  (iabTparii Ta CTUCHEHHS JaHUX,
BUMIDIOBAHHS CHTHAIiB Ta IJBHIICHHS XapakTepUCTUK AKOCTi QoS  (yHKIIOHYBaHHS
TEJIEKOMYHIKaIIHHIX MepeX 3 HeOOX1THOIO MOXUOKOIO.

4. Po3po0iieHO METOH CIUTalH-SKCTPANOJISIIii, KW JT03BOJISIE OTPUMATH PILICHHS 3a/1ad
NPOTHO3YBAaHHS XapaKTEpUCTHK Tpadiky, BHU3HAYEHHs Ta MporHozyBanHa DDoS arak Ta
i IBUIIATH TOYHICTh MPOTHO3Y, 3a0€3MeUMBIINA MaCIITAOOBAHICTh PIllICHb.

5. BusHaueHO, mo s pilieHHS 337184 MO3MIIOHYBAaHHS JOIUILHO BHUKOPHCTAHHS
KOMIUIEKCHUX IUIOCKMX CIUIAiHIB, $Ki JO03BOJISIFOTH CIPOCTUTH BH3HAUEHHS KOOPIUHAT
MICIIE3HAXO/DKEHHsSI  KOpUCTyBada B  MeEpeXl  pamiofocTyny Ta  HIJABUIIMTH  TOYHICTB
MO3UI[IOHYBaHHSI.

6. i MopmenroBaHHS KPHBHX Ta IOBEPXOHb 3alpOIOHOBAHO BHKOPHCTAHHS JIHIHHUX
napaMeTpUYHUX CIUIaiHiB. BcTaHOBIEHO, IO IHTEPIOJAIIS KPUBUX Ta MOBEpXOHb B 3D-
MO/ICITFOBaHHI 3 BUKOPUCTAHHSM ITapaMEeTPUYHUX CIUIAiHIB Mae OiIbII BUCOKY TOUHICTH Y TTOOYAOBI
KPUBHX Ta MIOBEPXCHb Y MOPIBHSIHHI 3 BAKOPUCTAHHSM IHIIIMX METOJIIiB BiIHOBJICHHS IUX KPUBUX Ta
MIOBEPXOHb.
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INPAKTHYHE 3ACTOCYBAHHSI TEXHOJIOT'TA IHTEPHETY PEUYEM JJIs
JUCTAHHOIMHOI'O MOHITOPUHI'Y TEMIIEPATYPHOI'O PEXXKUMY
XAPYOBHUX ITPOAYKTIB

Anomauin. Y cmammi pozensoacmscsi po3poOieHa asmopoMm Ccucmema MOHIMOPUHSY
CKIAOCLKUX NPUMILEHb A XOI00UTbHUX GIMPUH NPOOYKIMOBO20 MA2A3UHY, AKA TPYHMYEMbCA HA
mexuonocisix Iumepnemy peueti. Ila cucmema oOae 3moey OUCMAHYIUHO — GIOCMENCYB8aAmu
memnepamypy ma CMaH XO0A00UNbHO20 OONAOHAHHA, WO OO0NOMA2AE 3anobieamu NCy8aHHIO
xapyosux npooykmis. Came uepe3 NCY8aHHA NPOOOBOILUUX MOBAPI6 MA IX GULYYEHHS Yepe3
NOpYULeHHs1 YMO8 30epicatHs npoOyKmosi pumetiiepu 3a3Har0Mb 3HAYHUX DIHAHCOBUX 30UMKIS.

AKTyasIbHicTh TeMHu. [IpakTHuHe 3acTocyBaHHS TeXHOJIOTIH I[HTepHeTy peuell MoxHa
3HaWTH B 0araTboX BHUPOOHMYHUX, TPAHCIOPTHUX Ta HKHUTIOBO-KOMYHAJIbHHX OpraHi3allisix.
Konnenmis Internet of Things (IoT) Takok BUKOPHCTOBYETbCA B arpOKOMILIEKcaX, IHQPaCTPyKTypi,
JoMamnHii aBromaruzanii Tomo [1,2]. ¥ naniii poboti npuainserscs yBara Bukopucransioo [oT y
MPOJAYKTOBOMY MarasuHi. 3riIHO 31 3BITOM Ipo iHJeKkc xapuoBux BiaxoniB IIporpamu OOH i3
noBkutst 3a 2021 pik, npubausHo 17 % 3aranbHOro oOCATY CBITOBOTO BHPOOHHMIITBA XapUOBHX
MPOJYKTIB CTatOTh Bimxomamu. [IpoayKTOBI Mara3uHHM 3a3HAIOTh 3HAYHUX 30MTKIB BiJl TICYBaHHS
XapuiB Ta iX BHJIYYEHHs 4epe3 NOopylleHHs yMoB 30epiranus [3]. OmHuM 3i crioco0iB po3B’s3aHHs
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miei mpoOieMu € iHTerpaiis CUCTEMH MOHITOPUHTY TemIiieparypu. PimenHs IHTepHeTry peueit
3aCBIYMIIM CBOIO TPAKTUYHY I[IHHICTH Yy 3amo0iraHHi IMCYBaHHIO PI3HMX KaTEeropi Xap4yoBHUX
npoaykris [4,5].

Meta po6oru. Po3rimsim BHKOpHCTaHHS TEXHOJIOTIH IHTepHeTy peuell Ha mpuKIam
PO3pOOJIEHOTO0 aBTOPOM MPOTPAMHO-aNApaTHOTO KOMIUIEKCY JJIsl MOHITOPUHTY CKJIQACBKHX
MPUMIILIEHb Ta XOJIOJAUILHUX BITPUH MPOJAYKTOBOTO Mara3uHy.

VY poGoti OynyTh BUpilIeH] Taki 3aBAAHHSI: ONMUCAHHS anmapaTtHoi (MIKpPOKOHTPOJIEP-IILII03)
Ta rporpamHoi (BeOiHTepdeiic) YaCTUH CUCTEMU MOHITOPHHTY.

Kontpons Temmeparypu € BKpaidl BaXJIMBOIO (YHKI[E€IO Ui Cy4acHHX IPOIYKTOBHX
MmarasuHiB. Came TemrepaTypa € BUPIIIAJIbHUM YMHHUKOM Ui BU3HAUEHHS TEPMIHY MPUIATHOCTI
BCIX BUJIIB Xap4OBUX MPOIYKTIB [4].

Po3pobiiena cucrema MOHITOPUHTY 3abe3reuye 30ip 1 aHadi3 JaHUX 13 PI3HUX JATUHKIB,
HA/Aal0YM HEOOXiIHY aHATITHYHY iH(OpMAII0 s MiJBUIICHHS €(PEKTHBHOCTI Ta MOXKIHBOCTI
ONEepaTUBHOTO MPUUHATTA pimieHb. [oT-pimieHHss MOXKe MonepeIuTH MICyBaHHs XapyiB, HAPUKIIA,
SKIIO SIKUICh XOJOMWIBHUK BuiAe 3 jaxy. OKpiM LbOro, OMepaTopd MOXKYTh IiJITPUMYBAaTH
XOJIOAWIIbHE 00JIaIHAHHS B HAJIGKHOMY CTaHi, BIACTE)KYIOUM MOTPiOHI MapaMeTpH AUCTAHIIIIHO.

LlenTpansHuil By30J1 anapaTHOi yacTUHU — 32-0iTHUI MikpokoHTposnep ESP32 Bin kommanii
Espressif Systems, sikuit migrpumye crek TCP/IP ta mae BOynoBanmii intepdeiic Wi-Fi. ESP32
BiJlirpa€e BaXJIMBY pOJIb y CUCTEMi: 30Mpae JaHi 3 pI3HMX JATYMKIB Ta TMepefae iXx Ha HasBHUN
cepBep 3a JOMOMOIOI0 MeEpexeBOro monyns 3 koHtpoiepom Fast Ethernet ma mmui SPI Big
kommanii WIZnet — W5500. [lesiki naTyumkud BUKOPUCTOBYIOTH mportokon 1-Wire (DS2405,
DS18B20), inmri nepenatots aani mepexero (Wi-Fi) BukopuctoBytoun HTTP (manpukian, taki x
LUTIO3U 4u AaT4uKK). CTPYKTYpHY CXEMY anapaTHOl YaCTUHHU HaBEJIeHO Ha puc. 1.

MepexeBuia |
P 55..4+125 °C 11/0
. . Moaynb 3
Baaemopis ‘€ IHTepcheiic 3| Ethemet- ¥ L 4
cepBepom Fast Ethernet .
KOHTpOnepom JIETEED AnpecHuin
W5500 Temneparypu nepemMukay
DS18B20 DS2405
WuHa SPI
HanaromkeHHs USB f—_ﬁ;_:l;r_o;aiui
. - 1 HanaromeBaana
Ta KMBNEHHA 1iHTepdeiion nnara 3 < LnHa 1-Wire > .-
Baaemopis 3 Wi-Fi ;é‘;ﬂ;l;ﬂ‘;'ljo-m-i MIKPOKOHTPONEpOM
fasavamu Ta 3 o ESP32
WK3amMu LiHTEptEiCH |

Pucynok 1 — CtpykTypHa cxeMa arnapaTHOl YaCTUHU CUCTEMH MOHITOPUHTY

OyHKIII1, 1110 BUKOHYIOTHCS [IUTI0O30M: KEpYBAaHHS MiJIETTIMMH NPUCTPOSMHU; BUMIPIOBAHHS
Ta (QinbTpalis BXIAHUX MMapaMeTpiB; CUTHAJI3AIlis MPO BUXiJ MapaMeTpiB 3a BCTAHOBJICHI MEXI;
Ha/laHHA 1HTepdeiicy nepepadl BUMIPSHUX MapaMeTpiB Ta HaJalITyBaHHS NUI03y. 3iOpaHi
napaMeTpH nepenaroThes Ta 30epiratothes B 06a3i gqanux (b/) cepsepa Marazuny 3 BUKOpHUCTaHHSIM
crerianizoBaHoro mnporpamHoro 3abesneudeHHsi (I13) i3 3akputum mouatkoBuM kogom. lle TI3
TaKOXk CIIOBIIA€ oOIlepaTopa CHCTEMU MOHITOPUHTY depe3 Telegram-060Ta mnpu OTpUMaHHI
MOB1IOMJICHHSI-CUTHaTI3aMii Bi mutto3y. [Ipuknan mosinomieHns oneparopy y Telegram 300pakeHo
Ha puC. 2.
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ButpuvHa_TOPTHI - Taiim-ayT
MOPO3UALHWK_HOBEIN - TalM-ayT

XOMN.HOBLIA.CKNAA — Talm-ayT
XonognneHuk_PABA - Taim-ayT

Pucynox 2 — [1oBimomMieHHSA-CUTHATI3AIlIS ONIEPaTOPy CUCTEMH MOHITOPUHTY
PO BHX1J IapaMeTpiB 3a BCTaHOBIJIEHI Mexi B uaTi Telegram

Iadopmariss 3 BJ] cepBepa NepeTBOPIOETHCS Ta Bi3yali3yeThcsi PO3POOICHOI0 aBTOPOM
IPOrPaMHOI0 YaCTHHOKO — OJHOCTOPIHKOBUM 3acTocyHKoM (anri. Single-page application, SPA).
SPA — e HTML-cropiaka, Ha sKii JUHAMIYHO OHOBIIOIOTHCS JaHi, sIKi OEpyThCs 3 BKa3aHOTO
Joxepena gaHux (y Hamomy Bumanky — b1 cepBepa), 3a momomororo JavaScript i yac B3aeMoil
KOpHUCTYyBaua i3 cuctemMoro. BebOcepBep, Ha sikomy posropraerbes SPA, BukopuctoBye SSL/TLS,
3axumaeTbess Bim DDoS-atak Ta MMOUTyHCBKMX OOTIB IUIAXOM BUKOPUCTaHHS CEPBICIB
Cloudflare [6]. Joctynm mo SPA Tta 3amutu g0 BJl 3axuiieni maipkect aBTeHTHiKamiero. SPA
no0y/I0OBaHO 3 BUKOPUCTAHHIM CydacHHX (ppeiiMBopkiB — Vue.js i Vuetify — ta 6i6miorex — AXIOS
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Pucynox 3 — 30BHimHIN BUTIAA BeOiHTEp(Elcy CUCTEMU MOHITOPHHTY
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BucHoBKH. ABTOpOM poOOTH pPO3TJISIHYTO BUKOPHUCTaHHS TEXHOJIOTiH [HTepHeTy peueit
Ha MPUKIAJl PO3POOIEHOr0 MPOrpaMHO-aNapaTHOrO KOMIUIEKCY ISl MOHITOPUHTY CKJIaJICHKHX
MPHUMIIIEHb Ta XOJOJWIBHUX BITPUH MPOAYKTOBOTO MarazuHy. OnmucaHo anapaTHy 4acTHUHY, 10
SAKOT BXOIUTH 32-OITHHI MIKPOKOHTPOJEP 13 TEICKOMYHIKAIIMHUMU MOXKJIUBOCTSMHM, SKUA
BUKOHYE pOJb MUIO3y, Ta TMPOrpaMHY YaCTUHY — OJHOCTOPIHKOBHHM 3aCTOCYHOK SIK
BeOiHTep(deiic KOpHCTyBauya CHCTEMH MOHITOpUHTY. CHCTeMa MOHITOPHHIY HAaJa€e ONepaTopy
MOJKJIMBICTh BIJICTe)KYBaTH HEOOXIOHI JaHi JUCTAHIIHHO, WIO JONOMAara€ MiATPUMYyBaTH
XOJIOAMIIbHE 00JIaIHAHHS B HAJIGKHOMY CTaHI1 Ta 3amo0iraTv MCyBaHHIO Xap4YOBHUX MPOJIYKTIB.
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BU3HAYEHHSA OIITUMAJIBHUX XAPAKTEPUCTUK CUTHAJIY BOCII 3
NOJIAPU3ALIHHUM MYJbTUILIEKCYBAHHSIM

Anomauia. Y pobomi 6uKOHaHO OYIHKY 8NIUBY XAPAKMEPUCMUK CUSHATY KO2ePEHMHOT
BOCII na saxicmb onmuunoeco kauany 3i weuoxkicmio nepeoaui 264 I6im/c. Jlocniodcenns
NPOBEOeHO MemoOOM IMIMAayitiHo20 MOOeNI08AHHS V NPOSPAMHOMY cepedosuwyi MatLab.
Bcemanoesneno, wo npu euxopucmanni 6 nputimaui 0exooepa 3 eHyukum piwennsim (SD-FEC),
oosocuna oinanku 3R pecenepayii onmuunozo kanany cmanosums oauzvko 1600 xm.

Po3mupenHss Habopy TMOCIHYr TelIeKOMYHIKALiiHOI Mepexi mnoTrpedye BHpIIIEHHS
3aBAaHHS 31 30UIBIIEHHS TPOITYCKHOI CIPOMOXHOCTI cucTeM mnepenadi. OCHOBOI MOOYI0BU
TPAHCHOPTHUX MEPEK € BOJOKOHHO-ONTHYHI CUCTEMHU IMepefadyi ONTHYHOI TPaHCIOPTHOI
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iepapxii (OTH), mo m03BONAIOTH OpraHi3yBaTH ONTHYHI KaHATW 31 CTaHIapTH30BAHUMHU
MBUAKOCTAMU Bix 2,7 no 112 I'6it/c. Iloganeie 301bmenHs mBuakocti 7o 200 I'6iT/c Ta BuUILE
BUMAara€ BUKOPUCTAHHS CYKYIMHOCTI €(EKTUBHHX METOIIB MOJIYJISMIi Ta MYJIbTHIUICKCYBaHHS
curHainiB [1]. Takox akTyanbHMM 3aBJAaHHSAM € BHM3HAUCHHsI ONTUMAJbHUX XapaKTEPUCTHK
CUTHaITy (METOJ MOIYJSALil, MOTYXHICTh, (hopMa CHEKTPY Ta iH.) 3 METOI0 MiHiMi3amii ioro
CIOTBOPEHb B cepenoBuili nomupenus BOCII [2].

ToMy MeTOI0 1aHOTO JOCHTIJKEHHS € BU3HAYEHHS ONTUMAIbHUX XaPaKTEPUCTUK CUTHATY
korepeHTHOI BOCII 3 monsipu3ariiitHuM MyJIbTHIUICKCYBaHHSIM.

Jis BUpIIEHHS MOCTaBJICHOTO 3aBJaHHS OyJ0 BHUKOPHUCTAaHO METOJ IMITalliifHOTO
MOJICJIFOBAHHS, OCKUIBKM BIH JI03BOJIA€E OTPUMATHU JOCTOBIPDHMH pe3yiabTaT 3 IOBHOLIHHUM
ypaxyBaHHSM JIHIMHUAX Ta HENiHIHHUX CIIOTBOPEHb CUTHAIY B ONTHYHOMY BOJIOKHI. CTpyKTYypHa
cxema pospobinenoi MatLab wmozeni onTuyHOro KaHaly BKIOYae OJIOKM IepelaBaya,
BOJIOKOHHO-ONITUYHOTO JiHiiHOrO Tpakty (BOJIT) 1 mpmiimawa (puc. 1). OcHoBHi
XapaKTePUCTUKH (PYHKITIOHATBHUX OJIOKIB HaBEJIEHO y TaoI. 1.

X_(n E E_ (t X_(n X (n
ITIBTI Bxx(i MonynsTop 1 X(Q npx(=) = mpx () s ()
KAM-M S .2, " s '
E S 9 £
. . . 0O a = . o) .
T'TIBIT Xy M| Monynsrop 2 | Ey®) Eny O] 5 =8 2| Xy |52 | Xy (0)
| KAM-M g - g

Pucynok 1 — CtpykrypHa cxema kanaiy BOCII 3 KAM monymsiiero Ta nosispusaniftnum
MYJIbTUILIEKCYBAHHSM

[TepenaBay BOCII micTuTh JIBa reéHEpaTOPHU MCEBIOBUIIAIKOBOI MTOCIIIJOBHOCTI CHUMBOJIIB
(TTIBII) ta aBa moxynsatopu KAM-M. Ha ix Buxomi gopmyrorbes ontuuni curham E, (t) Ta

E,(t)y ABOX B3a€MHO OpPTOrOHANbHMX IUIOIMHAX MOJSpH3aUii. Y Wil poOoTi mpejcTapieHi

pe3yabpTaTu aociimkens st moayisnii KAM-16 1 kananpHOT mBHAKOCTI miepeaadi 264,536

['6iT/c, mo BiAmoBigae xapakrepuctukam TpaHcnonaepa FlexRate 200G mns mnardopmu
MICROSENS MSP3000 [3].

Tabmung 1 — Xapakrepuctuku MatLab mozneni kanany BOCII 3 KAM monynsiiero

[Tapamerp 3HaueHHS [Tapamerp 3HaueHHA
[IBHKicTH 264,536 T'6it/c | Hosxkuna
nepe/apanns B (2xOTU4) M1JICUIIOBAJIBHOI 100 km
e ceKIl Leexu
HIym-dakTop
Tun momysmsiii KAM-16 ONTUYHOTO 6 b
miacumosaya hf
KinbkicTh TecTOBUX Cwmyra 4acToT KaHaimy
CHUMBOJIIB 20000 BOCII 100 T
CHMpoana 33,067 Coums/c Cmyra MpOITYCKaHHA 0,75 B
IMBUAKICTD Beuys OHY npuiimaua

Bosokouuo-ontiunuit miniianit Tpakt (BOJIT) ckinamgaersest 3 N, 0OMHAKOBUX ONTHYHKX

CCKI|

cekmiii. KokHa 3 HHMX BKJIIOYAE CEPEJOBHINE TIOMIMPEHHS 3aBIOBKKH L ONTHYHHUH

CeKIl ?

MiJCHITIOBaY Ha 0a3i BOJIOKHA, JISTOBAHOTO €pOieM Ta KOMIIEHCATOP XpoMaTu4dHOi auctepcii. Jlo
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BuxigHoro curaany BOJIT mogaBaBcsi IIyM MOCHIJIEHOTO CIIOHTAHHOTO BUIIPOMIHIOBAHHS, SIKUH
BIJINMOB1/1a€ ITyM-(paKTOpy ONTHUYHOTO ITiICHITIOBAYA.

Korepentnuii mpuiiMad ONTHYHOTO CUTHAITY BUKOHYE (DYHKIIIIO IEMOIyJIATOpA 3 MOILIOM
3 mosispu3aniii. KommneHncaris amMroniTymHux 1 (a3oBUX CIIOTBOPEHb CHUTHAIY B CEpPEIOBHIII
NOLIMPEHHSI TPOBOAUTHCS B Oomi Kopekropa. s KOXHOI 3 BHXIAHUX TOCHIJOBHOCTEH

cumBoiiB X . (n) Ta X, . (N) po3paxoByBaJUCs IOKa3HUKU SIKOCTI ONTUYHOIO KaHAILYy —

BHX X BUX Y

BiTHOCHA TToMIIIKa MoayJsiiii EVM Ta iimoBipHicTs moMuiku 6ita BER (puc. 2).

V xoni JocHiKeHb BU3HAYajIacs 3ai1exHicTe EVM (Pnep, N.. KLl) 1 OyJIO BCTAaHOBJICHO, 1110

SKICHI XapaKTePUCTUKH 000X MU(PPOBHUX MOTOKIB (TOPU30HTAIBHOI Ta BEPTUKAIBHOI TUIOIIMHI
MOJISIpU3allii ONTUYHOTO CHTHATY) KaHAy 3B'SI3Ky MPAKTHYHO OJHAKOBI, TOMY B MOAAILIIOMY

TEKCTI HAaBEIECHO DPEe3yIbTaTH IOTOKY IaHUX I8 Topu3oHTanbHOI mosspusanii ( X, (n)).

Takox Oyno BcTaHOBIEHO, mo ius (ikcoanoi nporspkHOCTi BOJIT (umenma cexumii N, )

sanexHictb EVM (P, ) Mae exctpemyM y BHIISIAL MiHIMyMmy (puc. 2, a), SIKOMy BIANOBIZae

ONTUMAJIbHE 3HAUYEHHS MOTYXHOCTI CUTHAITy nepenaBada (puc. 2, 6) Ta MiHIMaabHa HMOBIPHICTh
HOMUJIKH
(puc. 2, B). 30inmbmenHs nporsokHOocTi BOJIT mpu3BOAWTH O HAKOMMYCHHS HETIHIMHMX
nepemko; Gpa3oBoi caMOMOAYJIALIT, TOMY ONTHMAJIbHE 3HAYEHHS MOTYXXHOCTI IepegaBayda Clif
3mennryBatu 3 2 10 0,8 MBT onHy mutomumHy nossipusaiii.

o cyyacuux BOCII BucyBaeTbcs BUMOra 111010 MPUITYCTUMOI HMOBIPHOCTI IOMMJIKH OiTa

BER . <10 na Buxoxi onTHuHOro Kauany. Tomy mudpoBmii curHan Tpancrnonaepom BOCII
HepelaeThCsl 3a JAOMOMOTOK KOAY 3 BHUIIPABICHHSIM ITOMWIOK, SIKMH Yy pa3i BHKOPUCTAHHS
nexozepis 3 M'skuM pimenHsaM SD-FEC npunyckae po6oTy kaHany npu BxinHomy BER <10
[4]. Buxonsuau 3 1i€i yMOBH, JOBKWHA TUISTHKU pereHepaiii ckiaxe 1600 km (16 cexmiid mo 100
KM 3T1IHO pHC. 2, B).

%103

EVMrms H

0 2 4 6 8 10 12 14 16 18 20
N

cex
B)
Pucynok 2 — Pezynpratu MmoaemtoBanHs kaHary BOCII 3 KAM-16 ta nonsipuzaniitium
MYJIbTUIUIEKCYBAaHHSM (IT1JIKaHal TOPU30HTANIBHOI MOJIsIpr3allii): a) BIAHOCHA IOMUJIKA
monyssanii EVM; 6) onTuManbHa NOTYKHICTh CUTHANTY; B) HMOBipHICTh moMuiku BER
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[TimcymMOByrOYHM TTPOBECHI JOCIIKEHHS, MOKHA CTBEPXKYBATH, 110 TTOCTaBJICHE B pOOOTI
3aBIAaHHS 3 BU3HAUYEHHS ONTHUMaJIbHMX xapaktepuctuk BOCII 3  monspusaniiiHuM
MYJIbTUIIJIEKCYBAaHHSIM BMKOHAHO NOBHICTIO. OTpHMaHa 3aJIeKHICTh ONTUMAJIbHOI MOTYKHOCTI
nepenaBaya Bij npotrsbkHocTi BOJIT, sika m03Bosisie MiHIMI3yBaTH HMOBIPHICTD MOMHJIKH OiTa
BER y xanani BOCII. Bcranosneno, mo st BOCII i3 kananeHOI0 mBUaKicTiO 264 ['6it/c ipu
BUKOPUCTAHHI JIEKOAEpa 3 THYYKUM PILICHHSM JIOBXKHMHA TUISHKH pEreHepaiii CTaHOBHUTHME
6sm3bko 1600 kM.
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BU3HAYEHHS NEPETBOPIOBAJILHOI MOTYXKHOCTI IMITYJIbCHUX
MEPETBOPIOBAUYIB EJJEKTPUYHOI EHEPTII

AHoTauisi. [Ipogedeno  00cCniodiceHHs — pIBHA — NEepemeoprOBANbHOI  NOMYHCHOCMI
IMNYIbCHUX nepemeopiosayie enekmpuunoi euepeii. llokazano, wo 6UKOPUCMAHHA NEeGHUX
CXeMOMEXHIYHUX pIiuleHb 0036015€ 3MEHUUMU KIIbKICMb eHepeii, wWo Hnpoxooums uepes
MazHimue nojie CUl08020 HAKONUYYBAILHO20 OpOCes, W0, ) C80I0 Yepey, 00360JIA€ 3MEHWUMU
macy, 2abapumu ma eapmicmo 8y31i6 dcusnenns. Ompumani pe3yiomamu 003601410Mb Kpauje
PO3YMIMU eHep2emudHi npoyecu 6 IMNYIbCHUX Nepemeoprosauax eleKmpuyHol enepeii ma
NOKpAWy8amu MmMexHiKo-eKOHOMIUHI NOKASHUKY MeleKOMYHIKayiliHoi, padiomexHiyHoi ma
KOMN tomepHoi mexHiKu.

IMnynbcHI mepeTBOproBaul €IEKTPUYHOI €HEprii € HeBIJ €MHOIO CKJIaJ0BOIO arapaTHOi
YACTUHU TEJIEKOMYHIKaIIiHO1, paJiOTEeXHIYHOI Ta KOMII IOTEPHOI TEXHIKH, OCKIJIbKU i1 HaJiiHa
Ta cTabuUTbHA POOOTa HEMOXKIIMBA 0€3 €JIEKTPOIIOCTAaYaHHS HEOOX1THOI SIKOCTl. Bucoki 3HaueHHs
KOe(]iIieHTy KOPUCHOI Jii Ta MMUTOMOI MOTYXKHOCTI, MPUTAMaHH1 IMIYJIbCHOMY TEPETBOPEHHIO,
MPU3BENIH JI0 TOTO, IO I Croci0, Ha ChOTOMHINIHINA J€Hb, (PaKTUIHO, € Oe3aTbTePHATUBHUM
BapiaHTOM BHPIIICHHS 3a/Jad 3MiHM BEJIMYMHHM HANpyrd Ta CTPyMy, II0 Maibke 3aBXId
BUHUKAIOTh ITPH CTBOPEHHI €JIEKTPOHHOTO 00J1a THAHHSI.

OnHak, HE3BaKalOYM Ha BEJIMKY KUIBKICTh POOIT, MPUCBSUEHHUX IiJBUIIEHHIO TEXHIKO-
€KOHOMIUHUX IMOKa3HMKIB IMIYJIbCHUX IMEPETBOPIOBAYIB, Y TOMY YHUCIHI 1 MPOBIIHUX CBITOBUX
BUPOOHHUKIB €JIEKTPOHHOTO 00NaHaHHs, Harpukiaz [1, 2], icHye psa nUTaHb, AKi 1€ i 10ci He
BHU3HAYEHI Ta MOTPEOYIOTh MPOBEACHHS JOAATKOBUX JOCIIKEHb, K HAa TMIPAKTUYHOMY, TaK 1 Ha
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TEOPETUYHOMY piBHAX. OIHMM 13 TakMX NUTaHb € BHU3HAYCHHS KIIOYOBOTO Iapamerpy
IMITYJTbCHOTO TIEPETBOPIOBAYA, SIKUH OE3MMOCEPEIHBO BILUTMBAE HOTO Macy, pO3MIpH Ta BapTiCTh.

CreniuHOI0 OCOOJIMBICTIO IMIYJIIBCHOTO TEPETBOPEHHS € LUKJIIYHE MepeMilCHHS
MEeBHOI KUIbKICTI eHeprii Epgp B Mar”iTHe IMOJ€ CHJIOBOTO JApOCENs, 3 MOAAIBIIAM ii
MIOBEPHEHHSIM B €JICKTPUYHY YACTUHY CXEMH, OCKIJIbKU MPH 3BOPOTHOMY IMEPETBOPEHHI €Heprii
CJIEKTPOMArHITHOTO IOl MAarHiTONPOBOJAA JpOCETst B CHEPrilo EJICKTPHUYHOTO CTPyMy
BiZIOyBa€ThCS 3MiHA IapaMeTpiB EJIEKTPUYHOI EHeprii, 10 OTPUMYETHCS BiJ MEPBUHHOTO
JpKepena KuBJeHHs. [Ipy TakoMy coco0i mepeTBOpeHHs, cepeHs MOTYKHICTh IIEpEeTBOPIOBayYa
Priep, TOOTO KUTBKICTB €HEPTIi, 10 MPOXOIUTH Yepe3 HOro CHIIOBY YaCTUHY 33 MEBHHUM MPOMiIKOK
yacy 7, BU3HAYAETHCS K BiTHOIICHHS CyMapHOI KiJIbKOCTI IIepeTBOPEHOI €Heprii 10 TPUBAJIOCTI
HOT0 iHTEepBaly [3]:

NHEP

ETIEPi . (1)

Pz = T )

ne Nrep — KUTBKICTh IIOBHUX IIUKIIIB ITEPETBOPEHHS, IO BiAOymHcs 3a yac 7.

Amnani3 dhopmynu (1) mokasye, mo s 3a0e3ne4eHHs HEOOX1THOI BUX1HOI MOTYKHOCTI
Prigp motpiOHO abo 30imbIIyBaTH KiNbKiCTh eHeprii Epgp, 10 HAKOMHYYETHCS Y CHIOBOMY
npoceni, ado 301IbIIYBAaTH KUIBKICTh IUKIIIB niepetBopeHHs Npgp. [lepiuit BapiaHT nMpU3BOAUTH
70 301UIBIICHHST Bard, po3MipiB Ta BapTOCTI MEPETBOPIOBAYa, OCKUIBKH IS IBOTO MOTPiOHO
BUKOPHCTOBYBaTH JpOCENlb 13 MAarHiTONPOBOJOM OUIbIIOr0 00’€My, a Jpyruid BapiaHT
OPU3BOJUTH JIO 3MEHIICHHS Koe(ilieHTa KOPUCHOI Jii, OCKUIBKM Yy KOXXHOMY IHKII
MEPETBOPEHHS Yepe3 HelJealbHICTh eNeMEHTHOI 0a3u BiAOyBarOThCS BTpATH MEBHOI YaCTUHU
eHeprii.

Jlo HenaBHBOTO 4acy, y BioMuX po0OoTax BBakajocs, 10 MpH (hiKCOBaHIN KiIbKOCTI
MEPETBOPEHB 32 OAMHHMINO Yacy Nrep, MOTYXHICTh MEepeTBOPIOBada Prep OJHO3HAYHO BH3HAYAE
Macy, rabapuTy 1 BapTiCTh CHJIIOBUX HAKOIWYYBaJbHUX €JIEMEHTIB, OCKUIbKU BiJ] HUX 3aJIEKUTh
iX eHepreTMYHa €MHICTH 1, BIONOBiMHO, BenmuuHa FEnrp. OJMHAK JOCIHIIKCHHS, IMPOBEICHI
aBTOPOM JaHOi pOOOTH, MOKA3YIOTh IO 1€ HE 3aBXkIU TaK. Y JOMOBiJl PO3TIISIHYTI OCOOIHBOCTI
moOyJOBU CHJIOBOI YAaCTUHM TEPETBOPIOBAUIB, IO JO3BOJSIOTH NMPU (PIKCOBAHUX 3HAUECHHSX
BUXI1JIHOT MOTY>KHOCTI NE€pPEeTBOPIOBaYa Ppyx Ta KUIBKOCTI LMKJIIB repeTBopeHHs! Nigp 3MEHIINTH
KUIbKICTh eHeprii Ermep, 110 MPOXOIUTH Yepe3 MarHiTHE MOJ€ HAKOMWYYBaJbHOTO Jpocens. Y
IbOMY BHITAJKy 3arajJlbHa BHXiJHAa TOTYXHICTh IEepeTBOpIoBadYa Ppux € CyMOIO
MEPETBOPIOBATBHOI MOTYXHOCTI Pripp Ta MOTYKHOCT1 PEj1, IO TPOXOIUTH Yepe3 MepeTBOpIoBay
3aBJSIKM HASIBHOCTI 0€3MOCEPETHHOT0 €JIEKTPUIHOTO 3B’ A3KY MK HOT0 BXOJIOM Ta BUXOJIOM:

PBI/IX =P ent P TIEP * 2)

[Ipukiiamom Takoi CXeMH € IEpEeTBOPIOBAY MiIBUIIYBAJILHOTO TUITY, SKUH MOXHA MOAATH
SK KJIACMYHY BOJBTOJOJIATHY CXeMYy, MOOyJA0BaHy, HANPUKJIaA, HA OCHOBI CXEMH 13 3BOPOTHUM
BKJIFOYEHHSIM fiona (puc. 1). Y 1ild cXeMH IIUKI TIEPETBOPEHHS EJIEKTPUYHOI EHeprii
CKJIQIa€ThCs 13 ABOX eTamiB. Ha mepiomy ertari cunoBuil kirod S1 3HaXOAUTHCS Y MTPOBITHOMY
CTaHi, a S2 — y HempoBiIHOMY, IO 3a0e3rnedye OOMIH EHEpPTi€l0 JHIIe MK DKEepeIoM
MIEPBUHHOTO €JIEKTPOKUBIIEHHS Ta MarHiTONPOBOJIOM cuiioBoro apocens L1. HaBantaxeHHs Ha
MPOTSA31 LILOTO IHTEPBALY KUBUTHCS €HEPTi€l0, HAKOMUYEHOIO Y BUX1IHOMY KoHJeHcaTtopl C2 Ha
MPOTSA31 MomnepenHix MUKIiB. Ha apyromy iHTepBaly MEepeTBOPEHHS APOCENb, 110 BXKE MICTHTH
MEBHY KUIBKICTh eHeprii Eprp, 3a J0mMOMOror Kimoda S2 MiIKIIOYAETHCS 1O BUXIIHOTO
koHzmeHcaropa C2 (wkmou S1 mpu 1bOMY 3HAXOAUTHCS Y HENpoBigHOMY ctaHi). [lpu
BUKOPUCTAaHHI BOJBTOMOJATHOI cXeMHU, CUiIoBHM npocenb L1 mo BuximHoro kouaeHcatopa C2
M1KITI0YA€THCS MOCTIOBHO 13 JKEPEIOM MEPBHHHOTO KUBJICHHA. TakuM YMHOM, Ha MPOTS31
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I[bOTO 1HTEpBay y KoHAeHcaTop C2 Ta KOJia HAaBaHTAXXEHHS HAAXOIUTh CHEPris AK BiJ JKepena
MIEPBUHHOTO JKUBJICHHS (0€3 OyIb-IKWUX MEepPETBOPEHBb), Tak 1 Bix apocens L1. Ile o3nauae, mo
BUXiJIHA TOTYXHICTb IEPETBOPIOBaYa CKIAJAETHCSA 13 JBOX KOMIIOHEHT: MOTYXHOCTI PEi,
00yMOBJICHOI HAsSBHICTIO €JIEKTPHUYHOTO 3B 53Ky MK BXOJIOM Ta BHXOJOM IEpETBOPIOBAda, Ta
MOTYXXHICTIO Prigp, IO TPOHIILIIA Yepe3 MarHiTHE moje cuiioBoro apocerns L1.

+ O

MepeTBOptOBaY i3 3BOPOTHUM
BKnmquHnM p,iona

Ixepeno
NEPBUHHOIO

ENEKTPOXKNBNEHHA

i

HaBaHTaxeHHs

Mepwunin eTan nepeTBopeHHs

Opyruii eTan nepeTsopeHHs

[NepeTBOptoBaY i3 3BOPOTHUM
BKITHOYEHHAM gioga
S1 S2

MepeTBoplOBaY i3 3BOPOTHAM

S1 S2

1E)
» T )

BKNHOYEHHAM Aioga

L1

. T

>y

o+ +0 t e
(03]
Vaux VBx
J \ -
o- -0

Pucynok 1 — IlpuHun nepeTBOpEHHS JIHIIE YACTHHU eJIEKTPUYHOI eHeprii

OueBuHO, MO HNOTYXHICTh PrEp, 110 MPOXOANUTH Y€Pe3 MArHiTHY CHCTEMY JPOCENs, Y
IIbOMY BUITJIKy, MOXKE OyJle MEHIIIe HiJK IOTYXXHICTh nepeTBoproBaya Ppux (puc. 2). Ilpu upomy
IepeTBOPIOBAJIbHA MHOTYXHICTh Prip OyJe 3ajexard BiJ CHIBBIAHOWIEHHS BXimHOI VBx Ta
BUX1JIHOT VB1x HaIlpyT MEepEeTBOPIOBaYa — YUM MEHIIO0 Oyie 11€ CIiBBITHOUIEHHS, THII MEHIIOK
OyJe BelMYMHa NePEeTBOPIOBATIbHOI MOTYXHOCTI Priep (puc. 3):

V
Pier = Prux 1-—%
BUX
V
P =P 1--Bux
TIEP BHX Vv

BX

— JUIS BOJIbTOZOIATHOI CXEMU
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[NepeTBOpIOBaY i3 3BOPOTHUM Prep = Paux
BKMHOYEHHAM gioga
S1 52 .
+ + o L1 4
C1 . c2
Lxepeno
NepPBUHHOIO Vex . VByx HaeaHTaxeHHs
E€NEKTPOXKMBINEHHA —* -

~
MepeTs Bay i3 3BOPOTHMM
EDEBK]?SISG'?H“; :,’u,ig:g Prep < Peux
N S1 L1 S2 .
+ . L+
e ? g ez
xepeno
nepB1HHOro Vex T L T Veux HaBaHTaxeHHs
EneKTPOXNBNEHHS \_ » ~———
A

Pucynox 2 — [TpuHIun 3MEHIIEHHS KiJIBKOCTI €HEprii, [0 MPOXOAUTH Y€pe3 MarHiTHE 1oJie
Jpoces

Prep
Fanx

1,21

1,01
0,81
0,61

0,41

Pucynoxk 3 — 3anexHicTh BiTHOCHOT MMOTY>KHOCTI TiepeTBOpeHHs Priep/ PRrx BiJl CIiBBiTHOIICHHS
BXiHOI Ta BUXiaHOI HanpyT Vex/Veux

SIKmo mpoBecTH HecKJaaHI TpaHcdopmarlii cxemH, Moka3aHoi Ha puc. 1, TO MOXHa
OTPUMATH BIJIOMY CXEMY IMIYJIBCHOTO IEPETBOPIOBaYA MiABHIIYBAJIBLHOTO THITY, SIKa IIMUPOKO
BUKOPUCTOBYETHCS Ha MPAKTULI Ta BXOAMTH JO TMEpeNiKy «0a30BHX» CXeM IMITYJIbCHUX
NepeTBOproBayiB (puc. 4).
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[MepeTBOpOBAY i3 3BOPOTHUM
BKMIOYEHHAM gioga
S1 S2

MepeTBoptoBaYy i3 3BOPOTHAM
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NEPEeTBOPIOBAYIB Ta CTBOPIOBATH TeJEKOMYHIKaIliiiHe,

2017.

C.125-

-

Pucynok 4 — [IpuHIun yTBOprOBaHHS IePETBOPIOBAYA IMiIBUIIYBAILHOTO THITY

BucnoBku. He3Bakaroun Ha MacoBe BUKOPUCTAHHS MiBUIIYBaJIbHOI Ta 1ACHTUYHIH 11 (B
€HePreTUYHOMY CEHCI) TOHWKYBAJIBHIA CXeM, Yy JKOAHIA 13 BiIOMHX pPOOIT, HPUCBIYCHUX
IMITyJIbCHOMY TEPETBOPEHHIO €NEKTPUYHOI eHeprii Ha MOoKa3aHo, 110 HASBHICTh €JIEKTPHUYHOTO
3B’SI3KY MK BXOJIOM Ta BHUXOJIOM JIO3BOJISIE 3MEHIIIMTH KUTBKICTh €HEprii, 0 MPOXOJUTh Yepe3
MarHiTHy CHCTEMY HAaKOMUYYBaJIbHOT'O APOCENs, 1, BIAMOBIAHO, 3MEHIIUTH Macy, rabapuTu Ta
BapTICTh NEPETBOPIOBaYa. 3pO3yMiNO, IO OTPUMAaHI Pe3yabTaTh OCITIKEHb JIO3BOJISIOTh
rlnie po3yMiTH €HEpPreTUYHi MPOoLeCH, 10 MPOTIKAIOTh y CHJIOBIM YacTHUHI IMIYJIbCHHX
pamioTexXHiuHE Ta KOMII IOTEpPHE
o0JaiHaHHA 13 KpalIUMH TeXHIKO-€KOHOMIYHUMH MTOKA3HUKAMH.
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OLIHKA IH®OPMAIIMHOI E®FEKTUBHOCTI I''IOBAJIBHOI CYTYTHUKOBOI
CUCTEMMH STARLINK

Anomauia. Y pooomi 6yau npoananizoeari ocmarti cneyugixayii ma nyoaikayii wooo
enobanvhoi  cynymuukogoi cucmemu Starlink. Ingopmayitina egexmusnicmo € 00HUM 3
HAU2ONO0BHIWUX Napamempie cucmemu nepeoasanus iHgopmayii. [na oyinku ingopmayitinoi
epexmusnocmi  gukonano mooemosanns Starlink. Xapaxmepucmuxku cucmemu oyiHeni 3a
eHepeemuyHum 60ro0xcemom. Mooenb 0036015€ OYIHUMU 3ANEHCHICMb NPONYCKHOI 30amHOCMI
ma  ingopmayitinoi epexmusnocmi 8i0 6azamvox napamempie cucmemu, MaxKux 5K cmyed
yacmom, KibKiCmb MOYOK CUCHAIbHO2O CY3ip s, KiIbKICMb CYNYMHUKIG, KiIbKIiCMb aOOHeHmis
ma iHwi.

Iadopmariiina eQeKTHBHICTh CUCTEMH BHU3HAYa€ CTYIiHb BUKOPHUCTAHHS IPOITYCKHOI

sgatHOCTi [1].
n=R/C,,
ne R — indgopmartiiina mBuakicth, Cx — IPOMyCKHA 3AaTHICTh CUCTEMH.

Ha cporozHi iCHYIOTh pi3HI OIIIHKH MPOITYCKHOI 3AaTHOCTI Ta HIBHIKOCTI JOCTYIH IO
rinobanbHOI cymyTHUKOBOT cuctemu Starlink [2]. HaBememo odiriiini crienudikamii Starlink
IIO/I0 IIBHJKOCTI 3aBaHTAXCHHS Ui PI3HUX IUIaHIB OOCIYrOBYBaHHS Ta PE3YJIbTAaTH JCSIKHX
BHUMIpIB.

Odiniiini cnemmdikamnii Starlink 1010 MWBHIKOCTI 3aBaHTaXXCHHS I PI3HUX IUIAHIB
oOciyroByBaHHs HaBezeH1 y Tabmnumi 1 [3,4].

Tabmuis 1 - [1IBuakicTs 3aBaHTaXKeHHS JUIs Pi3HUX MIIaHiB o0ciayroByBanHs Starlink

[IBuaKicTh [Isnnxicts

[Tnan o6cmyroByBaHHs BHCXITHOTO HU3X1JTHOTO
3aBaHTa)KEHHS 3ABAHTAKCHHS

Cranpapt (OKutnoswuii) 25-100 Moit/c 5-10 Mobit/c

[piopureT (6i3HEC) 40-220 M6it/c 8-25 M6iTt/c

Mob6inbHu# (pOyMiHT/QyproH) 5-50 M6it/c 2-10 M6it/c

Mo06inbHui npiopureT (MOPCHKUI/MOOUIBHICTD) 40-220 M0Oit/c 8-25 M6it/c

Cepennst MBUAKICTh 3aBaHTAXKEHHS I KopucTyBadiB Starlink ctanoButh 66,59 M6iT/C.
IBunkicts Starlink xonmBaetses Big 25 no 100 Moit/c.

[TocravansHuk cynyTHukoBoro IHTepHery Bin SpaceX 3Mmoske miarpumysBatu 485 000
OJTHOYACHUX KopHcTyBauiB Ha mBuakocti 100 MOiT/c, mo ckjianae 3araibHy IPOMYCKHY
3natHicTh 48,5 TOiT/c [5]. I Taka mBUAKICTs Oyae AocTynHA aunie HanpukiHil 2026 poky, Koau
Starlink 3anoBauTh HE60 3emui 10 12 000 cymyTHUKIB.

Cama Starlink moBioMmIa, MO «KOXEH CYNYTHHK Yy cHcTeMi SpaceX HaJae
KOpUCTYBa4yaM CYKYIHY IPOIYCKHY 31aTHIcTh Big 17 o 23 I'Git/c».
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Sxmo npunyctuta 100% edextuBHicTb, TO 20 ['6iT/C HA CyNMyTHUK O3HAYa€, 10 KOXKEH
CYMyTHHUK MOke 00poossiTi 200 ogHOYaCHUX TOTOKIB 31 mBHaKicTIO 100 M6iT/C.

Takox B AEAKHX JKepesax MPOrHO3yeThCs 3arajibHa MPOITyCKHA 3aTHICTh Mepexi 88,5
ToiT/c [6].

SpaceX o006inse 3a06€3MeYNTH MIBUIKICTh ITUPOKOCMYTOBOTO 3B 513Ky 10 300 MGiT/c Oyab-
KOMY Y CBiT1, HE3aJIC)KHO BiJl TOTO, JIc BOHH 3HAXOIATHCS [7].

dakTUyHa CepefHs IMIBHIKICTh IMMPOKOCMYroBoro 3B’s3Ky Starlink 3pocrae mo 115,22
Mobit/c.

Starlink Hamae mocnmyru moHan 1 MiTBHOHY aKTUBHUX KII€HTIB y 54 kpainax. 3apa3
HaBKoJ10 3emii obepraeTbes 4023 cynyrHuku Starlink Ha HE3BKiH HaBKoJI03eMHil opbiti (LEO),
Kl 3a0e3neuyroTh noctyn no [HtepHery B Oaratbox perionax [8]. IlorouHa mBUAKICTB, SIKY
npornonye cymnytHukoBe 3’eaHanus Starlink, 3abesmneiye mBHAKICTh 3aBaHTakeHHS 10 220
Mobirt/c.

VY ToOl Yac K MBHUIKICTh TPAIUIIHHOTO CylmyTHUKOBOro IHTepHeTY nocsrae 100 M6it/c,
MIBUJIKICTh 3aBaHTakeHHs B [HTepHeTi Starlink mocsirae 350 MGit/c. Starlink yrpudi mBuammi
3a TpanumiiHui [HTepHeT, ocKinbku Horo Tucsdi cynytHukiB LEO oGepraroThess Ha Habarato
MEHIIH BHCOTI, 10 301JIbIIY€E MIBUIKICTh 3B’ SI3KY.

SpaceX mae Hamip y MallOyTHbOMY 30UIBIIMTH MakCUMalbHy WIBUAKICTH 10 10 I'6iT/c
4yepe3 CBOIO CYIYTHHKOBY iHTepHET-cuctemy Starlink — 11e B JecsiTh pasiB Ouible, HiX
nonepeanst Mmera kommanii — 1 '6it/c [9]. Lli mBuAKOCTI BUMaraTuMyTh CIieliajdbHOI Ja3epHOl
TEXHOJIOT11, sIKa Bce IIe TepedyBae B mpoIieci po3poOKU Ta PO3IIHPEHHS.

Ils TexHozoriss ocHacTUTh MaiOyTHi cynyTHukH LEO MoxnuBicTio 0Ge3nocepeaHbo
CHUIKYBAaTHCS OJHMH 3 OJHUM I 4ac mepeOyBaHHS Ha OopOiTi 3a AomoMoror Jjaszepa. OCKiIbKU
CUTHAJIA TAKOTO POY PO3MOBCIOIKYIOTHCSI €KCIIOHCHIIIHHO IIBHIIIE Y BAKYyMi KOCMOCY, HIX Ha
3emuti, mBHIKICTH 3aBaHTaxeHHs 10 ['6iT/c Moxke cTaTtu peaybHICTIO. J[o TOrO Yacy CymyTHUKA
Starlink LEO 3B’a3y10Thcsi 3 6a30BHMH CTaHIISIMH ILIIO3Yy, PO3TAIIOBAHUMHU Ha 3emii, 11100
nepeIaBaTy JIaHi TyId, KyId iM TOTpiOHO.

3BakarouM Ha JOCUTh Pi3HI MOKA3HHWKH, BUHUKJIA HEOOXITHICTh B OIHII CEpeIHBOI Ta
MaKCHUMaJbHOI IIBUAKOCTI 3aBaHTAXECHHS [AHUX Yepe3 TIJI00ANbHY CYMyTHUKOBY CHCTEMY
Starlink, a Takosx omiIi iHpOpMaLiiHOT €()EKTUBHOCTI CHCTEMH HIUIAXOM MOJIETIOBAHHS.

3a momomororw Mojen riaobanbHoi cymyTHHkKoBOi cuctemu Starlink [10] ominumo ii
iH(popMalliiiHy e(heKTUBHICTb.

3asiexHICTh MPOIMYCKHOI 3JaTHOCTI Ta 1H(QOpPMaLiiHOI MIBUAKOCTI BiJ KIIBKOCTI TOYOK
CUTHAJILHOTO Cy3ip’s MpejcTaBieHa Ha puc. 1.
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IHbopMaLifHa WBKMAKICTE TA NPONYCKHA 30aTHICTE (TBIT/C)

Pucynok 1 — 3anexHicTbh NPOMyCKHOT 34aTHOCTI Ta iH(OpMaIiifHOT IBUAKOCTI B/l KIJIBKOCTI
TOYOK CUTHAJIBHOTO Cy3ip s
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3 puc.l Gaunmo, M0 31 30UIBIIEHHAM KUJIBKOCTI TOYOK CHUTHAIBHOTO Cy3ip s MPOIyCKHA
3ATHICTh TIOCTYIIOBO 3MEHIIYETHCS, MO TOSCHIOETHCS 3MEHIIICHHSIM BiIHOIICHHS CUTHAI/IITIYM.
Bonanouac, indopmariiiHa MBHIKICTh, HABMAKH, 30UIBITYETHCS, IO MPU3BOIUTE 10 30LTBIIICHHS
iHpopMariifHOi e(EeKTUBHOCTI CUCTEMHU.

3anexHicTh iHGOpMamiiHOI e(PEeKTUBHOCTI BiJ CMYI'M YacTOT KUIBKOCTI TOYOK
CHUTHAJIBHOTO Cy3ip’sl MpeJicTaBlieHa Ha puc.2.

4000

20

Cmyra yacror ([Tu) 0 o M

Pucynok 2 — 3anexHicTh iHQOpMaIitHOT €PpEeKTUBHOCTI BiJl CMYTH YaCTOT KiJIbKOCTI TOUOK
CUTHAJIBHOTO CY3ip’st

3 puc. 2 6auumo, 1o iHpopmaniiiHa epeKTUBHICTh € JOCUTh HU3bKOIO Ta HE NIEPEBUIIYE
0,5 (50%). Lle MOoxHa OACHUTH POOOTOIO II100ATBHOT CymyTHHKOBOT cuctemu Starlink Ha ganuit
yac B OJIHIN moJsipizariii.

[TinBumennst iHdopmaiiifHOi epeKTUBHOCTI Ha BHCOKHX dYacTtoTax (55-65 ITn)
MOSICHIOETCSI 3SMEHIICHHSIM TPOITYCKHOI 3/TaATHOCTI 32 PaXyHOK CIUIECKy aTMoc(hepHuX Brpar. s
3MEHIICHHS BIUIMBY aTMOC(hEpHUX BTpaT Oa’kaHO BUKOPUCTOBYBATH Aiana3oH yactoT 1o 53 I'T,
[0 BIJMOBIJIa€ YAaCTOTHOMY IUIaHy, 3ampornoHoBaHoMmy SpaceX. Jlyisi mepemadi 1o BHCXIIHIN
JiHiT 3B'SI3KYy BOHH BUKOPUCTOBYIOTH yacToTu 14-52.4 T'Tu, a ansg mepenadi mo HU3XIAHIN MiHIT
3B'I3Ky BOHM BUKOPUCTOBYIOTH yacToT 10,7-42,5 I'T'w.

To6to, npairoroun B pexuMi MoABIHHOT monsgpu3anii 3 MoaynsLiero Bumie Hix 64-KAM 1
3ammaHoBanumu 12000 cynmytHukamu, SpaceX 3Moke 3a0e3neuuTd AOCTYI A0 IHTepHeTy B
Oyab-sKiii Toulli cBiTY 3 iH(opMarlliitHoIo epexTuBHICIO 10 90%.
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SIMULATION-BASED EVALUATION OF LOAD BALANCING IMPLEMENTATION
IN ENTERPRISE NETWORKS USING EIGRP AND OSPF ROUTING PROTOCOLS

Abstract. The study investigates the load-balancing capabilities of the Enhanced Interior
Gateway Routing Protocol (EIGRP) and Open Shortest Path First (OSPF) routing protocols in
enterprise networks. It adopts a simulation-based approach to examine the implementation of
load balancing within these networks. The study explores the protocols' features, metrics, and
performance through simulations, focusing on Quality of Service (QoS) factors, including
latency throughput, jitter, and packet loss. The results indicate that EIGRP and OSPF
demonstrate comparable performance in effectively managing load-balanced networks.
However, EIGRP exhibits slight advantages in terms of latency and throughput.

With the rapid development of technology, the expansion of communication networks
(CNs), such as the Internet, has become increasingly important. In modern communication
networks, dynamic routing protocols are preferred over static routing methods. As networks
evolve and grow, it is essential to implement a dynamic routing design that can seamlessly adapt
to these changes, eliminating the need for manual intervention by network administrators [1].
Routing protocols such as Interior Gateway Protocols (IGPs) and Exterior Gateway Protocols
(EGPs) play a critical role in these networks by facilitating the efficient exchange of routing
information. Enhanced Interior Gateway Routing Protocol (EIGRP) and Open Shortest Path First
(OSPF) are popular IGPs widely used in enterprise networks due to their efficiency and
effectiveness.

EIGRP, a hybrid routing protocol, combines features of distance vector and link state
routing protocols. It optimizes bandwidth usage and provides fast recovery from topology
changes through the Diffusing Update Algorithm (DUAL). EIGRP supports load balancing and
route summarization and is scalable to large networks through hierarchical routing and support
for Variable Length Subnet Masking (VLSM) and Classless Inter-Domain Routing (CIDR). It
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provides additional security and versatility through authentication, protocol independence, route
tagging, and redistribution [2,3]. On the other hand, OSPF is an open standard link-state routing
protocol that efficiently disseminates routing information throughout an interconnected network.
Routers within an OSPF network construct a topological map using Link State Advertisements
(LSASs). The subsequent application of the Dijkstra algorithm helps to determine the shortest
path to each network router. Known for its stability and scalability, OSPF can handle large
networks and quickly adapt to changes in network topology. It includes features such as route
summarization, authentication, and multiple hierarchical levels that help optimize overall
network performance. The routing protocol uses a cost metric correlated to the link's bandwidth
to select the optimal route for traffic [2,3]. Load balancing is vital for optimizing network
performance and resource use. It enables traffic distribution across multiple paths, improving
workload distribution, preventing congestion, and improving network efficiency. EIGRP
supports equal-cost load balancing, which allows traffic to be distributed across multiple equal-
cost paths. On the other hand, OSPF also supports equal-cost load balancing. Both protocols can
achieve load balancing, but EIGRP supports unequal-cost load balancing, which allows traffic to
be distributed across paths with different costs.

Investigating, evaluating, and improving routing methods are essential tasks in
communication networks. Numerous studies are dedicated to addressing routing challenges by
enhancing load-balancing processes and optimizing routing strategies to achieve more effective
methods and improved Quality of Service in CNs. These research efforts aim to optimize
network traffic distribution, improve resource utilization, and enhance overall network
performance. These studies often involve the development of mathematical models and
methodologies for routing technologies, proposing tailored improvements for various network
architectures [4-7]. In addition, several publications [8,9] have extensively studied routing
protocols, including OSPF, RIP, and EIGRP. These studies performed a comparative analysis of
the protocols. They evaluated their performance in networks with different topologies and data
transfer rates using simulation tools such as Riverbed Modeler and GNS3.

Under increasingly complex network conditions, administrators must carefully design
and select routing protocols to achieve optimal performance. Key factors determining network
performance effectiveness are throughput, latency, jitter, and packet loss. The selection and
implementation of routing protocols significantly impact network performance. Therefore, this
work aims to implement and configure the EIGRP and OSPF routing protocols in an enterprise
network. The study specifically focuses on investigating the load-balancing mechanisms
employed by both protocols.

A simulated laboratory environment is designed to investigate the performance of the
proposed network model when implementing load balancing using the EIGRP and OSPF routing
protocols. The environment simulates an enterprise network using virtual routers, switches, and
servers. GNS3, a widely used network software tool, is used for device emulation. Virtual
machines running Windows and Ubuntu servers are hosted using VirtualBox to enable the
testing of various applications. Cisco 10S images are used to accurately replicate the behavior
and features of Cisco devices, providing a cost-effective means to study and experiment with
Cisco networking technologies. The lab's network topology is shown in Figure 1 below.
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Figure 1 — The enterprise network topology

Two scenarios were implemented in the lab environment. The first scenario involved
implementing the EIGRP routing protocol. Multiple routers were interconnected using different
interfaces, with each router configured to use EIGRP. The second scenario implemented a
single-area OSPF protocol. The routers were configured to participate in OSPF by specifying the
process ID and enabling OSPF on the desired interfaces. Both routing protocols in this network
topology use an equal-cost load balancing mechanism to increase scalability and flexibility. This
approach ensures that traffic is distributed across multiple equal-cost links. The advantage of this
setup is that if any path experiences problems or fails, traffic can be automatically rerouted
through alternative paths that maintain the same bandwidth and delay.

The experimental study aimed to evaluate the QoS indicators, including latency,
throughput, jitter, and packet loss, in pre-designed scenarios. Performance analysis was
conducted using tools such as Wireshark, Cisco TRex, and Iperf, with ICMP and TCP packets
generated and transmitted at various intervals.

Cisco TRex, an open-source tool developed by Cisco Systems, was employed to
understand network traffic comprehensively. It dynamically generates high-volume, realistic
network traffic, making it valuable for testing and validating network devices and applications
[10]. With the ability to simulate numerous endpoints and support diverse network protocols,
TRex's graphical interface, as illustrated in Figure 2 below, provides meaningful graphs and
facilitates traffic management.
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Figure 2 — Cisco TRex graphical interface

For bandwidth measurement, the open-source tool, Iperf, was utilized. Iperf is a speed
test and network performance measurement tool that sends TCP and UDP traffic between hosts.
Swiftly, Iperf establishes a client-server structure. In this case, the server, which is the Ubuntu
server, listens for connections while both the client and the Ubuntu server generate traffic. This
arrangement allows for the bandwidth calculation between the two entities. Packet loss is another
crucial parameter that can be quantified using another tool, Wireshark. This process involves
navigating the "Statistics” menu and selecting "Capture File Properties.” Within the "Capture
File Properties,” relevant statistics related to the captured packets can be found. These include
the total number of packets captured and displayed.

The numerical results indicated that EIGRP and OSPF performed nearly equally in load-
balancing scenarios. EIGRP exhibited an average latency of 934 microseconds, while OSPF
recorded an average latency of 1054 microseconds, indicating acceptable latency levels for both
protocols in load-balanced networks.

Bandwidth measurements showed EIGRP achieving a throughput of 2.35 Mbps and
OSPF achieving a slightly higher throughput of 2.4 Mbps, demonstrating effective utilization of
network resources by both protocols. Further analysis revealed EIGRP achieving a throughput
rate of 1.35 Mbits/sec, slightly higher than OSPF's rate of 1.1 Mbits/sec, indicating consistent
data delivery rates.

Jitter, a measure of the variation in packet delay, was evaluated, with EIGRP showing a
jitter value of 90 microseconds and OSPF showing a slightly higher value of 98 microseconds.
Both protocols demonstrated the ability to handle load-balancing situations while maintaining
relatively stable packet delay characteristics. Packet loss measurements showed EIGRP with a
loss rate of 4.82% and OSPF with a slightly lower rate of 4%, demonstrating reasonable packet
delivery reliability in load-balanced networks for both protocols.

Overall, the evaluation of these QoS metrics demonstrated the comparable performance
of EIGRP and OSPF in equal load-balanced network scenarios. Both routing protocols
effectively handled load balancing while maintaining acceptable latency, bandwidth utilization,
throughput, and packet loss characteristics. These results contribute to a deeper understanding of
the QoS performance of EIGRP and OSPF in load-balanced environments, helping network
administrators and researchers make informed decisions about selecting routing protocols for
specific network configurations.

In conclusion, this study has conducted a comprehensive investigation and comparative
analysis of the EIGRP and OSPF routing protocols, contributing to a thorough understanding of
their features, metrics, and load-balancing mechanisms. Simulations performed in enterprise
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network scenarios have provided practical insights into the implementation and effectiveness of
EIGRP and OSPF in load balancing. These simulations have enhanced our understanding of the
protocols' capabilities and limitations in real-world network environments. In addition, a
comparative evaluation of Quality of Service (QoS) performance was conducted, considering
metrics such as latency, bandwidth, throughput, jitter, and packet loss. The analysis revealed that
EIGRP and OSPF perform similarly when managing load-balanced networks. However, EIGRP
exhibits slightly better latency and throughput performance than OSPF, indicating potential
advantages in specific network contexts.

Based on the research findings, it is recommended that future studies address the
potential enhancement of existing flow-based mathematical models of these routing protocols
and the investigation of unequal-cost load balancing mechanisms of the EIGRP protocol.
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APPLICATION OF MACHINE LEARNING METHOD IN MASSIVE MIMO ANTENNA
TECHNOLOGIES

Abstract. Analysis of massive multiple input multiple output (MIMO) technology
application in the fifth generation (5G) and the sixth generation (6G) wireless mobile
communication systems as the key technology that could meet the modern requirements of
wireless data traffic has been carried out. The application of the Reinforcement Learning of the
intelligent agent when controlling massive MIMO antenna system radiation pattern is proposed.

The rapid development of modern telecommunications causes the advancement in
communication technology generations from 2G network for voice communications to 3G
network for data transmission; from 4G network based on wireless communications standard
LTE (Long Term Evolution) [1] that radically boosted the data transfer speed and allowed users
to watch online HD video streaming and play modern video games on their mobile devices to 5G
solution merging multiple networks on a single platform and allowing today to make the Internet
of Things (1oT) [2] a reality which connects personal mobile devices and smart home devices.
Further growing demand on consuming more and more Internet data and incorporating wireless
network into almost every aspect of daily life and business, providing improved quality of
services leads to researchers have become interested in new potential technologies for upcoming
6G mobile network [2 — 4]. It is expected [2] that new network generation will provide higher
data rates, spectral and energy efficiency, mobility and fully satellite integration due to adapting
artificial intelligence (Al) capabilities into the network physical layer.

One of the main components of 5G and 6G telecommunication networks is radio network
[1 — 4]. Obviously, quality of radio network functioning directly depends on used antenna
technologies and antenna systems. Creation of antenna systems for 5 G and 6G networks rises
the main problem is the full implementation of so-called "smart antenna" [5] which can meet the
requirements of modern radio networks. Massive multiple input multiple output (MIMO)
antenna as one of the important technologies in 5G radio networks is expected to be used further
combining with other new technologies in 6G radio networks [6, 7]. The analysis of papers [1 —
8] allows to determine the main requirements for massive MIMO antenna systems on the path to
6G networks. First, massive MIMO antennas should provide maximum energy efficiency and
broadband [5]. Second, the ability to form a multibeam radiation pattern [5, 7], then, the
possibility of controlling individual beams of the radiation pattern in real time [1, 5, 7, 9] is
required. Third, the possibility of selecting a separate beam of the radiation pattern for a specific
mobile user [1, 7, 9] should be provided.

Integration of massive MIMO antenna systems with beamforming as the feasibility to
adapt the radiation pattern of antenna and concentrate beams towards the specific mobile user, as
shown in Figurel, should help to provide increasing of the spectrum and energy efficiency, the
coverage area and data rates, enhancing the power of the beam in desired direction and reducing
the power of the beam for other users to mitigate the interference [7, 10].
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Figure 1 — Massive MIMO antenna system with beamforming

So, according to above mentioned studying massive MIMO systems one of the important
challenges is the analysis of the possibility of real time control (with minimal time delays) of a
separate beam of the radiation pattern for a specific mobile user.

Methods of controlling radiation pattern of an antenna array by changing the amplitude-
phase characteristics at the feed points of the antenna array elements are well described in the
literature [5, 9]. However, it is not described how an antenna system should understand and learn
considering user movement patterns within the cell, as well as predict the direction of the
specific user equipment movement to ensure proper radiation pattern control.

Thus, the purpose of this paper is to propose the approach that provides the antenna
system with an understanding and prediction of user equipment movement patterns within the
cell and based on the received knowledge potentially allows to control the antenna radiation
pattern in real time.

To achieve the goal of this paper it is necessary to obtain the knowledge system that can
understand and learn user movement patterns within the cell and predict direction of user
movement. Artificial Intelligence (Al) and machine learning (ML) techniques are expected to
solve learning and prediction challenges in 6G networks. These problems can be solved by Al
methods [11, 12]. One of the Al methods that can be used to achieve this goal is an intelligent
agent [11 — 14].

In Al, an intelligent agent is an entity which observes and operates upon an environment,
it starts to act with basic knowledge and then can act automatically through learning [11, 14].
Applying ML algorithms to intelligent agent their behavior becomes rational, and their actions
are always aimed at achieving some goal. In this context, agents act using rudiments of thinking
like human thinking or intellectually developed beings [11 — 14]. As a result of learning, agents
can generate an answer when a ready-made solution is absent, carry out a cognitive selection of
objective conditions essential for action, carry out a generalized, indirect reflection of reality,
search for and discover significantly new things, identify and achieve intermediate goals [11,
12].

The ML process can be implemented using the Reinforcement Learning (RL) of
intelligent agents [11 — 14]. Consider the process of RL based on Q-learning technique. In this
technique, an intelligent agent must learn environment in which it acts and find best possible
actions to reach end point from initial one. After reaching the destination agent receives a certain
reward in the form of accumulated points [11 — 14]. The final goal of an intelligent agent is to
receive maximum rewards and learn optimum policy for the given Markov decision process that
means to develop a behavior model of optimal action in specified environment.

The basis of Q-learning is so-called quality function (Q-function), which can be defined
using [12 — 14]
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Q(s,a) = (1- )Q(s, a) +oc[R(s, )+ X s, a’)} . )
a'eA

In equation (1),

S is an agent’s current state from a set of states S(S1,52.,...Sp),

a is an agent’s current action in state S from a set of actions A(ap,ay....a,),

o is a learning rate that can be set between O to 1,

s’ is a next state from set of states S(S1,S2,...Sp),

a’ is possible agent’s action from A(aj,a,,..a,) at the state S,

A is a discount factor that also can be set between 0 to 1 (recommended 0,8 [12, 14]),
R(s,a) is reward for transition between states,

max
a'eA

Q(s',a") is a next action with maximum reward.

Consider one cell of the 6G mobile communication system operating in the conditions of
urban development as the intelligent agent environment (Fig. 2). In the center of the cell the
access point/base transceiver station (BTS) equipment with the massive MIMO antenna is
located which forms a multibeam radiation pattern capable of changing the radiation direction
angle of an individual beam of radiation pattern in the horizontal and vertical planes. Hence, an
agent will operate in a non-homogeneous, limited circular BTS coverage area, an urban
development environment with a fixed grid of streets and placement of buildings. Within the
BTS coverage area subscribers move continuously along the street grid.

Yy

Agent

State Reward Action

Environment <

Massive
MIMO

. b
N m User 1

User n User 2

Figure 2 — Diagram of Q-learning

The challenge of the intelligence agent is to find out the subscriber movement patterns on
the street grid and conduct Q-learning to develop a behavior model that will allow the massive
MIMO antenna system to optimally control the directional radiation characteristics of individual
beams of radiation pattern. The resulting model of the agent’s behavior as a result of Q-learning
will enable the antenna system to control radiation pattern in real time, which will lead to the
optimal distribution of BTS energy resource among subscribers within the coverage area.

There are several subscriber movement patterns that can be identified during a certain
time interval, for instance, a day in any cell of cellular network. Such patterns depend on the
social nature of life in the area where the cell is implemented. Thereby, it is the pattern that the
intelligence agent must understand, learn and develop a behavior model that allows the massive
MIMO antenna system to operate optimally in this environment.
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Conclusions

Thus, in this paper, we have analyzed the use of massive MIMO technology with
beamforming in wireless communication systems of the fifth (5G) and sixth (6G) generations.
We also have presented the main requirements for massive MIMO antenna systems. Finally, we
have proposed to use the Al method the intelligent agent for the beam controlling of the massive
MIMO antenna system radiation pattern, namely considered the cell of the mobile
communication system as the application environment of the intelligent agent. At the end, we
have shown that applying Al method the intelligent agent it is possible to create a knowledge
system that can understand and learn considering the subscriber movement pattern within the cell
and can also predict the direction of user movement. The resulting knowledge system potentially
enables the realization of smart antenna functions and control of a dedicated beam of the
radiation pattern of massive MIMO antenna system in real time or with minimal time delay.
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